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No. Time Source Destination Protocol Length Info

358 25.070226 192.168.1.108 192.168.1.166 FTP-D... 957 FTP Data:

891 bytes (PASV) (RETR /abc/test.key)

25.069742 192.168.1. 192.168.1.188 54430 - 56068 [ACK] Seq=1 Ack=1 Win=29696 Len=0 TSval=17579295 TSecr=6729513
25.070346 192.168.1. 192.168.1.168 54430 - 56068 [ACK] Seq=1 Ack=892 Win=32768 Len=0 TSval=17579296 TSecr=6729513

25.070658 192.168.1. 192.168.1.106 50068 > 54430 [ACK] Seq=893 Ack=2 Win=66560 Len=0 TSval=6729513 TSecr=17579296

> Frame 359: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{8A216302-F1F4-4A27-AE6B-0427A8D87FB6}, id @
> Ethernet II, Src: IntelCor_1c:d1:80 (68:6c:66:1c:d1:80), Dst: PcsCompu_91:15:27 (©8:00:27:91:15:27)
v Internet Protocol Version 4, Src: 192.168.1.1@6, Dst: 192.168.1.168
0100 .... = Version: 4
. @1el = Header Length: 2@ bytes (5)
> Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 52
Identification: ©x1bd8 (7128)
> Flags: ©x4000, Don't fragment
Fragment offset: @
Time to live: 64
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No. Time Source Destination Protocol Length Info
49 6.87919%0 192.168.1.108 192.168.1.106 FTP-D... 433 FTP Data: 367 bytes (PASV) (LIST -1)
50 6.8793087 192.168.1.106 192.168.1.108 TCP 66 42284 - 50062 [ACK] Seg=1 Ack=368 Win=38720 Len=@ TSval=17574748 T
1 52 6.879503 192.168.1.108 192.168.1.106 FTP 90 Response: 226 Transfer complete.
6.882748 192.168.1.106 .168.1.108 55820 - 21 [RST, ACK] Seq=88 Ack=326 Win=29696 Len=0 TSval=1757474
55 6.882801 192.168.1.108 192.168.1.106 TCP 66 50062 - 42284 [ACK] Seq=369 Ack=2 Win=6656@ Len=@ TSval=6727694 TS
56 8.432454 fe8@::2507:f.. ffe2::c SSDP 208 M-SEARCH * HTTP/1.1
57 8.434314 fe80::2567:f.. ffe2::c SSDP 208 M-SEARCH * HTTP/1.1
60 8.846596 192.168.1.106 192.168.1.108 TCP 66 55824 » 21 [ACK] Seg=1 Ack=1 Win=29696 Len=8 TSval=1757524@ TSecr:
61 8.846842 192.168.1.108 192.168.1.106 (P11 93 Response: 220 Microsoft FTP Service
62 8.846909 192.168.1.106 192.168.1.1808 TCP 66 55824 » 21 [ACK] Seg=1 Ack=28 Win=29696 Len=@ TSval=17575240 TSecr
63 8.846975 192.168.1.106 192.168.1.108 FTP 82 Request: USER anonymous
64 R RA7ARA 192 1AR.1_1AR 192 168 1 106 ETP 104 Resnonse: 331 Password reauired for ananvmous
Command frame: 47
[Current working directory: /abc/]
v Line-based text data (7 lines)
93-12-16 12:20PM 142588562 IDA Pro 6.5 Setup.exe\r\n
08-09-16 11:15AM 128 key.txt\r\n
08-10-16 11:29AM 240 key.zip\r\n
08-09-16 11:12AM 272 pub.key\r\n
08-09-16 11:11AM 891 test.key\r\n
@4-15-16 10:38PM 7357556 Bz -HEEEEE pdf\r\n
04-15-16 10:38PM og71783 HE-HEEEEN pdf\r\n
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M Wireshark - B8 TCP % (tcp.stream eq 20) - Misc-03.pcapng — O X

4 | MIICXgIBAAKBEZQDAUN®A+78iMeVCI1nidn/U1BRIOUSYMWHAQI+xTbhjHgbE7wOUk
0a0+2PyQXiqIzZnf5jCkIUVDYFALGCKrZMAOCQBBA85B/ LTC36XZ7IVFX5kGy5tI
R3tquuPIVKNdAsH1Sqh9S7YSS39RdnSa5rOUyGhrLzxwzzM9I04e+QQ+CQIDAQAB
- | AoGADiaw5mGubtCxbkeBOVYf+V/fXnjVSf76QbrzsD1k0OooUjfV6sKR2C5Pd7S7H
34 | H+1owENBBgEKvoBtb/cgqA2tvU9vQ415TMBI cHVELECbIWPpnMxPV2GNjO+DTPGPY
XnulUZ1Zjwx+NaF5rESoSSVS2ZaalixBs4RWRXk+1HEbBTFECQQDERP6jMweRgPHO
pPR3mMgIK83zL+kzqYM51isIPv3DIC5IQN2kXgK73IDQCFV1FXnr9lAAVRZLDSAXLGV
1| | 1e/06yQLAKEA+edY+GER1LUD1t2kS]s@Dc7EWNLCXOFUE6@1Vi8GTojzLskGHXSV
@IV6I50HWPh54kAXAngCjSGNRAWGNZ r+uwIBALYEFDUM1LAGrxXZ@jAkgHCEZ0zs
aK3uwHdXGcingCp+t9EQpq3KzQF+L4AeKxRQONEG5SMOI2LQ/ vGocwrmD4dcCQQDb
rTyOinWz8upAFPKOe2hUwvA/pkzgyosoCMhDyI9kDOgmV1v10Dbd7Jem9o8dWM97
ZcXHUF41LbSkmNeUBM1FAKEAgGmMZbr35bPfkeoiikwN160VQytgl2TZjw2vIbvfub
fORvtig8Lh/tbrmhZroiz8/13aAZmugI1lNBcbeZRegz8ggg==

B =555 END RSA PRIVATE KEY-----
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Warning, you are using the root account, you may harm your system.

hi, boys and girls! flag is {haPPy_Use_0penSsI}
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