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| don‘t think that sha1 is broken. Prove me wrong.
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<html>
<head>
<title>levell</title>
<link rel='stylesheet' href='style.css' type='text/css'>
</head>
<body>

<?php
require 'flag.php';

if (isset($_GET['name']) and isset($_GET[ 'password'])) {
if ($_GET['name'] == $_GET['password'])
print 'Your password can not be your name.';

else if (shal($_GET['name']) === shal($_GET[ 'password']))
die('Flag: '.$flag);
else

print '<p class="alert">Invalid password.</p>"';
?>

<section class="login">

<div class="title">

<a href="./index.txt">Level 1</a>
</div>

<form method="get">
<input type="text" required name="name" placeholder="Name"/><br/>
<input type="text" required name="password" placeholder="Password" /><br/>
<input type="submit"/>
</form>
</section>
</body>
</html>
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2.Symphony

A less than four characters number, bigger than 999? Maybe the bug is elsewhere.
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<html>
<head>
<title>level2</title>
<link rel='stylesheet' href='style.css' type='text/css'>
</head>
<body>

<?php
require 'flag.php';

if (isset($_GET['password'])) {
if (is_numeric($_GET[ 'password'])){
if (strlen($_GET[ 'password']) < 4){
if ($_GET['password'] > 999)
die('Flag: '.$flag);
else
print '<p class="alert">Too little</p>';
} else
print '<p class="alert">Too long</p>';
} else
print '<p class="alert">Password is not numeric</p>';

?>

<section class="login">
<div class="title">
<a href="./index.txt">Level 2</a>
</div>

<form method="get">
<input type="text" required name="password" placeholder="Password" /><br/>
<input type="submit"/>
</form>
</section>
</body>
</html>
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Of course, a timing attack might be the answer, but I'm quite sure that you can do better than that.
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<html>
<head>
<title>level3</title>
<link rel='stylesheet' href='style.css' type='text/css'>
</head>
<body>

<?php
require 'flag.php';

if (isset($_GET['password'])) {
if (strcmp($_GET[ 'password'], $flag) == 0)
die('Flag: '.$flag);
else
print '<p class="alert">Invalid password.</p>"';

?>

<section class="login">
<div class="title">
<a href="./index.txt">Level 3</a>
</div>

<form method="get">
<input type="text" required name="password" placeholder="Password" /><br/>
<input type="submit"/>
</form>
</section>
</body>
</html>
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Because cryptography is hard, we only implemented a hand-made PRNG. What could possibly go wrong?
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<html>
<head>
<title>level4d</title>
<link rel='stylesheet' href='style.css' type='text/css'>
</head>
<body>

<?php
session_start();

require 'flag.php';

if (isset ($_GET['password'])) {
if ($_GET['password'] == $_SESSION[ 'password'])
die ('Flag: '.$flag);
else
print '<p class="alert">Wrong guess.</p>';

// Unpredictable seed
mt_srand((microtime() ~ rand(1, 10000)) % rand(1l, 10000) + rand(1l, 10000));
?>

<section class="login">
<div class="title">
<a href="./index.txt">Level 4</a>
</div>

<ul class="1list">
<?php
for ($i=0; $i<3; $i++)
print '<1i>" . mt_rand (@, oOxffffff) . '</li>"';
$_SESSION[ 'password'] = mt_rand (@, oxffffff);

?>
</ul>
<form method="get">
<input type="text" required name="password" placeholder="Next number" /><br/>
<input type="submit"/>
</form>
</section>
</body>
</html>
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GET fctf.phpipassword=, HTTP/1.1
Host: localhost 7

Proxy-Connection: keep-alive

Cache-Control: max-age=0

Accept:
text/html,application/x<html+xml,application/xml;q=0.9,image/webp,*/*;
q=0.8

User-Agent: Mozilla/5.0 (Windows NT 6.1; WO'Wa4)
AppleNebkit/537.36 (KHTML, like Gecko) Chrome/39.0.2171.95
Safari/537.36

Referer: http://localhost/ctf.php?password=1

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CN,zh;q=0.8,en;q=0.6

Cookie: PHPSESSID =

/
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align="right'=255728</td > <td bgcolor="#eeeeec'><a
href="http://Avww.php.net/function.session-start’
target="_new'>session_start</a>

( )</td><td fitle ="Dwamplwvwwtctf.php’
bgcolor="#eeeeec'>. \etf.php<b>:</b>9</td> </tr>

< /ftable> < /font>

<br /=

<font size="1"> <table class="«xdebug-error xe-notice' dir="Itr'
border="1" cellspacing="0" cellpadding="1">

<tr><th align="left' bgcolor="#f57900" calspan="5"><span
style="background-color: #cc0000; color: #fce94f; font-size:
«-large;'>(1)</span> Motice: Undefined index: password in
D \wampywwwictf.php on line <i>14</i> </th> </tr>
<tr><th align="left' bgcolor="#e9b96e' colspan="5">Call
Stack</th></tr>

<tr><th align="center bgcolor="#eeecec'>#< th> <th align="left
bgcolor="#eeeeec'>Time</th> <th align="left’
bgcolor="#eeeeec’>Memory</th> <th align="left’
bgcolor="#eeeeec’ > Function </th> <th align="left'
bgcolor="#eeeeec'>Location</th> </tr>

<tr><td bgcolor="#eeeeec’ align="center'>1</td> <td
bgcolor="#eeeeec’ align="center'>0.0011 </td> <td bgcolor="#eeeceec’
align="right'> 255072 </td > <td bgcolor="#eeeeec'> {main}{

)</td> <td title="Diwampiwawwictfphp’
bgcolor="#eeeeec'> . \etf.php<b>:</b>0</td> </tr>
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Because we dont trust mysqli_real_escape_string, we wrote our own military-grade sanitization method.
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<html>
<head>
<title>level5</title>
<link rel='stylesheet' href='style.css' type='text/css'>
</head>
<body>

<?php
require 'flag.php';

if (isset ($_GET['name']) and isset ($_GET['password'])) {
$name = $_GET['name'];
$password = $_GET[ 'password'];

if (ctype_alnum ($name) and ctype_alnum ($password)) {
$request = 'SELECT login FROM user where login = ' . $name . ' AND password = . $password . ';
$db = new SQLite3 (shal($flag).'.db', SQLITE3_OPEN_READONLY); // Ghetto anti-database-download
$result = $db->querySingle ($request);

$db->close ();

if ($result === FALSE)
echo '<p class="alert">"Invalid login or password</p>"';
else
die('Flag: ' . $flag);
} else

echo '<p class="alert">Invalid chars detected</p>';
?>

<section class="login">
<div class="title">
<a href="./index.txt">Level 5</a>
</div>

<form method="get">
<input type="text" required name="name" placeholder="Name"/><br/>
<input type="text" required name="password" placeholder="Password" /><br/>
<input type="submit"/>
</form>
</section>
</body>
</html>
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Sanitization is hard, lets use regexp!
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<html>
<head>
<title>level6b</title>
<link rel='stylesheet' href='style.css' type='text/css'>
</head>
<body>

<?php
require 'flag.php';

if (isset ($_GET['password'])) {
if (ereg ("~[a-zA-Z0-9]+%$", $_GET['password']) === FALSE)
echo '<p class="alert">You password must be alphanumeric</p>';
else if (strpos ($_GET['password'], '--') !== FALSE)
die('Flag: ' . $flag);
else
echo '<p class="alert">Invalid password</p>"';

?>

<section class="login">
<div class="title">
<a href="./index.txt">Level 6</a>
</div>

<form method="get">
<input type="text" required name="password" placeholder="Password" /><br/>
<input type="submit"/>
</form>
</section>
</body>
</html>
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