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SN ITEEBIREFNRE) . MRFIIRITEEM IR SRR FN, RZMURBX . FHeAFHEREETALTHE
#r, FFIE—IE L LA R RIASE .

Blan, ERRBF MRS RRESN, B RSN . REEA TR EFEARRERENERETAREXL, EEM
PRI — B REEHN (RAME LX) o wt, EE—E XA, EinfFaRgtar bl U B B3 77
BT .

EAMEAKFRE BR—MFRESNEARPESEN . WASFMEEEFS. EAGEWE LEEFEXENXH. RaE
W, FEEFERARNEREAGTR-FER, MAEARS —MER. M, XRETFER L%,

NFRERMELAA B TR R NERNHTN, AEEBFMEREE. MREEWRERE, HPERRNELEREE
Mo ETEX K F T

GRDRRGE T — MRHER ERALE S, TORITA MRS A A ME— RS NS CUOSIRER (NF) BERAER
(NFK) . BRRALMEBEFFMKFTH TR, NG DMENREETZ MR BRATRK. KA —FEHHERD
FREEFHMIEMER: & B HNFCHINFKC LA K 7 FINFDHFINFKD. AR RHEEMES IR, B HEREINT,
AL RR ) IE MU XA A HE— T K

4. IEM4L

NT BB RAE—BFERE, WETUMEHEREMEE Rz —. REFLERSERNFZFREROERMERE, 5
MEBRHEXR. H—HH, SNMENEBENSEMABRER. B, FRE&FNfi (U+FB03) . FE iz

X (U+2168) , EZER biafremn (U+2075) ARG —BEAM. AAEERERIFFSHMXELER, EHRFEMAERS
srfEfiit. fu i PrLAEZERU+0066 () Bf, ZENFKCH L), EENFCUI& K. FFEEAEMAT DHFX PERANTF
BEH (U+0049) . K, “"o#EHR 5"

XEFEE, K EAREBRREIE T A RLEZEFN, FAERHERETHEE. AT RFRFMAR, &—BFRHEREEQET
HAR AL, HRMHTHRERBNOA T £SFHRHERLT, ZMIERR  MELROBERTUA » FEXHFRXBEXAE
PRE S NS MEARERE. Flan, HTMLER B e Rk 5" E] EirhrE .

5. IEME R

e NFD Normalization Form Canonical Decomposition PA¥R#EZE 4 77 Rk 43 i@

¢ NFC Normalization Form Canonical Composition PAIR#ESEM 77 R0k, REUMRHSEMEHZ . & Esingletonfif, E
HEERB AR R AR .

e NFKD Normalization Form Compatibility Decomposition LAFE 2 &4 75 Rk 2 #ENFKC
¢ Normalization Form Compatibility Composition PAE &% 7 ok 48, RJGURHESNHELAZ

11.4.4 Tricks

o MAEFHRKREFNARFHOKE, —PMUTF-16RTRERMIAL,
o HMMESAERMBEUTF-16%5 2 F RN, SR,

11.4.5 Z & 19 &

1. Visual Spoofing



%l tnbaidu.com(t Ak fau0430)Fibaidu.com(tt b ijayx6 1 )Mo LR, {H2SEBr 38 M B AN F A .
b a idu.com(it4t 1ayuffa 1)Ribaidu.com(it b iayx61)H — & MR E, (B2 ¥ # A FE A .

XA PR AT BL 5| 2 — L Spoofing Bk & WAF BypassH] i & .

2. Best Fit

WRBAFAFAE WIS AR, ZATKIMISTE 2 )G M B A XN, BF XX Re T /T 8 sk,
HEFRHER T BFHFN, FHREE R,

X PR AR 5| 2 — LEWAF Bypass.

3. Syntax Spoofing

PAFPUASUrFE T8 BB SRR BB, B ARM BN FRFAREIERN D EI T, TRU+2044(/), WTLLFE—LURK
B 1 170

e http://macchiato.com/x.bad.com macchiato.com/x bad.com
e http://macchiato.com?x.bad.com macchiato.com?x bad.com
e http://macchiato.com.x.bad.com macchiato.com.x bad.com

e http://macchiato.com#x.bad.com macchiato.com#x bad.com
4. Punycode Spoofs

e http://#%8 % 38.com http:/xn—google.com
o hitp://f¥.com http://xn—cnn.com
o http://ff & F2 R Y716 .com http://xn—citibank.com
By Yids & HE Eapuncode, B2 AT DUE BhiX AL SLELUI Spooof,
5. Buffer Overflows
RSB R, ARFRIZRENFHR, WFIUR — FLUSS — flussiX 7] it 3 HBOF .
11.4.6 & W2 Fr
1. URL

-+ (U+2025)

: (U+FE30)

(U+3002)

(U+24EA)

/ (U+FFOF)

p (U+FF50)

h (U+02B0)

2 (U+00AA)

2. SQLEA



o ' (U+FFO7)

o " (U+FF02)
o - (U+FE63)
3. XSS

e < (U+FF10C)

o ' (U+FF02)
4. fr AN

e & (U+FF06)

e | (U+FF5C)
5. BRHEAN

e { (U+FE5B)
o [ (U+FF3B)

11.4.7 S E G
1.8 75 X

¢ Unicode equivalence
e Unicode Normalization Forms

e Unicode Security Considerations
2.RFC

e RFC 3629 UTF-8, a transformation format of ISO 10646
e RFC 2044 UTF-8, a transformation format of ISO 10646
e RFC 2279 UTF-8, a transformation format of ISO 10646

3. Tricks / Blogs

¢ |IDN homograph attack

Black Hat Unicode Security

¢ Request encoding to bypass web application firewalls

domain hacks with unusual unicode characters

HSERHAE Unicode

11.5 FE 4 iR &5 B i
11.5.1 a4
DoS (Denial of Service) aIEAARS, & —Fh¥H R AH AR 5525 5 W 48 e 1) W 48 I o5 F B o


https://en.wikipedia.org/wiki/Unicode_equivalence
http://unicode.org/reports/tr15/
http://unicode.org/reports/tr36/
https://tools.ietf.org/html/rfc3629
https://tools.ietf.org/html/rfc2044
https://tools.ietf.org/html/rfc2279
https://en.wikipedia.org/wiki/IDN_homograph_attack
https://www.blackhat.com/presentations/bh-usa-09/WEBER/BHUSA09-Weber-UnicodeSecurityPreview-PAPER.pdf
https://www.nccgroup.trust/uk/about-us/newsroom-and-events/blogs/2017/august/request-encoding-to-bypass-web-application-firewalls/
https://shkspr.mobi/blog/2018/11/domain-hacks-with-unusual-unicode-characters/
https://zhuanlan.zhihu.com/p/53714077

TEER R 2R BN ESHARIE4RS (DDoS, Distributed Denial of Service) i, %I i8F) B8 E KR EYL =
EHEE KM EEIEGL, WME L —&8%2 & B iDDoSHE, MGHIEER S, NTERZEHRNEE, B e
g R IRMEIEH RS HIRE

11.5.2 UDPJx 4t

ETUDP K R 5t DDoSH i R HE 4 ik 55 i ) — i k. Wi F AN E RS BAR, TR LHEM th LT a5 4%, DhiE
et B bk I [ 12 R 55 28 R IA 2 T UDP AR S5 AR BRIE R IRSL, (A Tl RIOCIBIR S SO BRI EIP, AT XS 5 & (8]
W BDDoS YL «

W FDoSHEH RS H:

o NTP

e DNS

[ ]

SSDP

[ ]

Memcached

HADNSHH ¥ 2 £ #DNS Request Flood. DNS Response Flood. R ¥E+E SZ#EDNS Query Flood. BUE R 5528 Brdh #n
Localflr 55 28 Bk -

11.5.3 TCP Flood

TCP Flood & — 4 FH TCP ¥ sk fis i By, XA 77 2B Dy & IP 1) B i AR 25 9% R IZ K E R IE I TCP SYNIER, Bt ik 55 2% ]
MEFRE (SYN+ACK) , BAKRERIPALZENZ FEREFE, REBSRFESYN_RECVRE, HERERK, X&HER
TCPERFERFIRIEFER, ER S TIEHT.

11.5.4 Shrew DDoS

Shrew DDoSFIF T TCPIIEMANLS], HEI T AHIRKR ZMATCPHKIRTO, XRWEHHHE. HEWAURBER. BEik
BRI ) &%, XM AR TCPIE R FI A LB ARE R — /MBS, RN DR T 2958 S AT 1% 4y LU St 3l .

PR RKCEXNTCPIHIGEAT THRE R, M/HRZHW.
11.5.5 Ping Of Death

FEIEF B T ASHFEKRT65536 7 HWKICMPR, HEWRICIR A EANLS . @i Hh 75 AT MUk IE KT 655367 1K)
ICMPRIFFE BAREN LEA, RASIFHPAE BEH X, HEHRARS LS.

RRBERZCEN MBS T AHTRE, FEEAREMN.
11.5.6 Challenge Collapsar (CC)
CCH il & —Fhét 3 WIFHIDOS ity , Traki &l % 2% i RBON T FE IR 55 238 SR I 7 SRS 2 H 1.

CCHEHHTAFRER, ¥ AMBGETLLUEE REV HERT. W Rz TEEAERKMIhEEREI . FoHTTPRS 83t rEid
EEBAS KIZKREBRROSHIIERR LA T

11.5.7 18 & B

HTTP1& 3% X & FHWong Onn Chee F Tom Brennan?E20124EfJOWASP K& EIER BT, FRE KGO RIEFER SR RIFELIAE
HAREHEK.

18 3# ¥ 374> A Slow headers / Slow body / Slow read =# X i 5. Slow headers —EANEHI18H K IXHTTP L, HFER S 5
HIEBEMANFRIE. Slow body &i%—4 Content-Length 1R KK HTTP POSTiER, kR EEBDENEYE, #izEE—BR
RE7iE . Slow read LARAK i3 B 2 BXResponse



11.5.8 B T ik 554

TR AR IE
o ERIOFHRESE
o B

e i /dev/urandom SRR
o ZRHGRFII

o REFIWLEX A
o ERRAT
o WRERHEWRER

11.5.9 ¥ KB 57 75 A

F T U MR SO I By, XA N B AT e R BR G R A
XFIEH TEHAT @A, XHRB W K5 AT B AR 5 A
H T 1P /v D AT 43 6 PR S

BT R A B HEAT B AR PR IE R AR

11.5.10 % g ¥

¢ linux academy dos
e slowhtiptest Application Layer DoS attack simulator

e Slowloris wiki

11.6 Docker
11.6.1 BRAHEAREEZEREAR
1. G BRI E R

BB AR B R NhypervisorZ, EHIHEMNE, WF, CPUSEMEM, BEX LEIZFN, 8N FIEFECHR
AW, EABMUEARUEMIAERET, SEUNAEMLNRERANE, AAEENRRGRARE, HBAFR
FHREE, EHTHERRTHNSHE TR,

2. FAH/BAR

BARLATUEE-MRESNEM TR, FHRIARERERRBZHITEML, TEREENNZ EBITS AR, Mt
TRAXMHUREHE, FaeBELEMEHEMARBITHRERAERE:; METEARUN, FELRFULHRIERS
WIZBLATEETE ENLHIZAT, ST ERKBITRERSRENAHE.

11.6.2 Docker

Docker Hil I AREBHRNBERTFEZ—, BEFETEENR. B FEeXFEME. EE TKubemetesE A 28 4mHE L AL
WHAEREHES, BB ENERRENRE, ARsTRERERESEE. 2855585, N ESIRE.

1. A

Dockerf =AEAM S, #i18 (Image) . &% (Container) . & (Repository) . BB RE— N REKER, H—HXHFRE
BT Union FSHE AR ZH /% .


https://linuxacademy.com/howtoguides/posts/show/topic/13191-denial-of-service-dos
https://github.com/shekyan/slowhttptest
https://en.wikipedia.org/wiki/Slowloris_%2528computer_security%2529

BHEEBSHENL, BFRENEGEIENBITE ., FERHAFRLHE, HEEHOHIKHGE T,
B (Repository) REFFBEGCHRTT, HTHEE. SREE.

AR LUBES. THE. F1E. MR, SNESBMEMLEEK, 7R SREHR MRS Linux 3788 (B4frootH /AL
R, #REEE. H s RN RS MEiTELPRNAER.

2. ARk

Docker5| 8 iin T EEA MM H: DockerZ i (Docker Client) . DockersF#i#t#2 (Docker daemon) . containerdBL &
runc, ‘ETFEF 7SI E R KA BRIZEIT .

Docker Clientf& flDocker Daemoni S.iE 15 % /i, Docker Client®] PLEid http/unix socketZ: 75 Daemoni MBS .

Docker DaemonfEfg EHLIEIT, TENRGSREZRAZ P IHKER, FTEDRAOBEEGEH. S5 MWE. RESTAPL B4%
. 24, BOMELLEgHE. Docker daemoniBiZ 7 F /var/run/docker.sock HJZ<H#i IPC/Unix socket 3 S2HDockerit 2
API, ERINIETLSM R M ~2375, TLSERIA NG H 82376,

3. B

Dockerff1#i# £ B4 NFAUMAEFANLSE, RAFLTIEFANFER AsitIBEFRANSESMHAE, BERES B SMER
FERFANESE, ELnuAE T, FEFANBIRRKNGFHET /var/lib/docker/ T

4. M %
Dockerl™ 4 42U E —Fi 4 B I HERLAO J7 58, EZHCNM, Libnetwork. 4 IREIHGTE.
11.6.3 K&K 5 ZEHLH
1525 FEDocker 2z &t I 15 E EH B UL T JLA
o VIR B i 22 At B S i 4 2 1A Flogroups ) ST

o DockersF i FEA & W
o NIEZK“BZEINEE AL ENWM ERBHITRE

1. Docker& &3 4



HEEE
EAEFM—TimagetliZ , EFaALIEXImage
Isys

/proc/s
fpresiE KHRRIEE
Iproc/sysra-grigger | FRENeETEREE -
/procfirg be% 1.0.0 CVE-2014-3499 121 7.2
/proc/bus CVE-2014-9357 {{B#iT 10.0
Jdev/mem CVE-2015-3627 1Bl 7.2
- namespaces .
fdev/sd* REREIL S MG SRR BERE - CVE-2014-9358 6.4
= = ] fE#E 1.3 —_—
fdev/tty ; dockerBSEE - -1 CVE-2014-6408 £5id 5.0
IPCEE CVE-2014-6407 {{E#HiT 7.5
BiF CVE-2014-5277 5.0
ARPIZH CVE-2015-3630 (SEiiE 7.2
hEZE 1.6.1

IPtableE@HIA EE S . —— = (CVE-2015-36313.6

T—— dockerErEti

A -

| EHNEER - EESTRITEERNRSERRREREIR
IREIREE control groups
T EAGHR AL Linux kernel capabilities |
REHETSRE
- dockerifBaE - REERAEEANSKIHEE
Biddockeri2ilaiAroot - HZroot e —
. R AR

2. 4 By 44 % [6] /namespace

Docker&#% 5LXCEMSIEH AL, HHBEFMUNZ2RE. HHdockeriZ T /831 A 831, Docker&fE)5 G ARHEIE—4
i 44 28 [ A2 4

WAEREHRT - PMREENEESENR: £RSTBITREEEAREE TEEWER —NESEENRAFBITHERE.

FNARDE H ORI, XRRE —NESNEREN BN ERNERTFEE ORI . S8, WREHNRGMM
WE, FHEUTUELEEBHMEEORZE. WRARSEE AR O RERERN, FR2ERHFPERS.

BN LA Epingi, KIZARWUDPHEG, JF@ILTCPER, ERMAFETUREIEN. NNREREMKARRE, &
5EDockerE Al EHIFTA A SREA T RFED L. XEWEENIHEE T8 K DK RSB LEE KBS —

3. Control Group
P RLINUXE BRI 50 — AN R, AR R R SCt B IR A% BRI BR 1

Cgroup 124t T W2 H K E B, BEHABTHRESNASBMERET A FRNF, CPUMBAIO; EEEK R BANES IR
R IR T AR PR R AR RE

Eik, K& Cgroup ANRERHIE—ANA &8T5 I B 53 — M AS BRI, EENX THRE—SIELRSBEREXREEN.
ENMNTFEMPAPFENREE, FIImAINFAANPaaS, BN AR IFIRIT A 2 R RIE— B IER BT E (A
-3

4. sy PR K Bl

fii FiDockerZ 17 A 4 MR H B1TDockersFH B, MRS #ERE 20 7 Zrooth R, Bk, FF#BERTEZRN— M
Tio

B, REZGEEKR P A e R iFizEfDockersF B/, AR Y, Dockerft ¥ 7EDocker LAY & A8 AL E—AH
FE RVFIRIXFEMTT A BRG] RS U7 AR . XEWE T LIRS — AN A, Hi/hostH RN TN LHI/EF, FHKFREAR
SZAEATRR ) AR NS R S

XEARBIZERES: Flin, mEEEWeb/R$#iADockerLLBITAPIEC B A%, WIS & fF 4t iT S 802, DR
BEMP TEEEHENSH, W T Dockerfl ERA A



PR AT BEA 5 2 B HAh N RS, ) 50 I BLA docker f7 8 K 25 BN B docker pull R 48 N #k i 44 .

®%, FitDockersy i ERIZ T R, KRERBAFRRENTHRE, SOMTHEERFTECK GEEFRED Linuxz)
REVEEE, BUMSRE, XHRAEHE. WA, WA, Dockerd| %A & KM HAERFHEIT.

5. Capability
BANEB T, Docker¥ i CapabilityWL#| RS2 8L F 7E Lhroot B 44 i3 17 A 23 I F I, BRI root i #1E o

HEREZBIERT, BRAFEEIEKroottfR. Fik, Dockerd] LAiE4T—A CapabilityBIKHIES, XEWRER ST Kroottk B IE
HrootZE /M3 £ . #il4n:

o THINFTH HE B

o EAVIRFMERTY (BB IEEKER)

o EAVIRMRLEMHREGRME, WMARFNRET R, ESOUFRAERESURYE (BEATRRS)
o JELAMEIINE

o Hith

REWE, MEANREERTFZNRDoott R, #H— PR WAERE . BOABRT, DockerfE BB ARRAZH, Kk
TR L ERITIEE .

6. Seccomp

Dockerfs Fil Seccomp ik P fill 28 25 % 18 EHL N R BT R A A

11.6.4 B i 43 B

1. Bt =2 4

fEt#EDockerfile () 2 rp, B R FHER FEATHIRIE, WA RAFECVERT. BT, SBRITHER .
2. B R

BSRDockerili it iy 4 = BT T XM RA KRN EARRER, HUIFE /sys « /proc/sys « /proc/bus - /dev . time
. syslog ZEERA VA HFNGLTEEERLIREE, MR5EENLEMESEE.

3. FIFH A B i i R
¢ CVE-2016-5195
4. 75 45 3% % 9 T

e CVE-2019-14271 Docker cp
e CVE-2019-13139 Docker build code execution
e CVE-2019-5736 runC

e Docker Version<18.09.2

e Version <= 1.0-rc6

e CVE-2018-18955

5.EEASS



FF JE privileged
HEE EVBURE R
fic BEcap A

® --cap-add=SYS_ADMIN
o Z&inamespace

® --net=host

® --pid=host

® --ipc=host

6. {HA R 55

CPU#ER
WAFFER
FHEFER
o MR

7. f6 R HE 2R

e FE#, /var/run/docker.sock

o FHIIEEMN /dev /proc ZHEKHZ

8. ¥t Docker i 12

B4R Docker A8 B A RIRH Z2RIPHEM, R Docker FH# 24 & A # 5B ERIRY . Docker s #E 24 £ BRI\ B root
R PEAT, 3R AR 5 %A 8 Seccomp Bl AppArmor & 22 TR . X5 — B X # B Ih IR 2R IR 1% )
Docker 5y i BERZ AT AR B UM 5 5B ARG 3AT , B AT DUBTRIZR13 78 EHLET root R T AL Z B &M 2 2 HLHI KRS . EF—1'
B2, BRAMEBH T Docker A&FFJa User Namespace Fg 5, Xt E#kE Docker PIEBHI root 518 E M root X ST 13 5 AL R AH
[, XIE—EAESRNE root HRRIEFRE ENXHHHE, CHRRBEALERN R — M HE. X—["7E CVE-2019-5636
A B .

9. Xk CVE

e CVE-2014-5277
e CVE-2014-6408
e CVE-2014-9357
e CVE-2014-9358
e CVE-2015-3627
e CVE-2015-3630

11.6.5 %4 ¥



o BRNEER
o MBRFTEFRKLR (mFEHRE)
o EHARAIR
e = A AppArmor
e J3H SELinux
o [REIZITEMBKINZINEE
o BERKBII R
o TCE S FR) P00 455 1] 42 1 SRR
o i FrootH /7 J5 docker
e APlprivilegedFAUE R 1T A 3%
o IBHIBIR
e CPU Share
CPU #%
W7 BIR
(OF:3/
o WRHIR
o HEMFBHR
o EAZENERMSER
o EMRETMMEFHT
o RSB T setuid Il setgid LR
* RUN find / -perm +600@-type f-exec chmod a-s {} \;|| true
o P EDockersF# 27 HITLS & i BAE
o MMIARIAE 2R A SR IAEAE

e rootless Docker
e https://get.docker.com/rootless
o 1§ Seccomp fR#i syscall
o MEIFIJMAELINE L IT
o IEFHRE

11.6.6 Docker £ 1% iR 51

1. Dockeriy

o MACH:IHEN 02:42:ac:11:00:00 - 02:42:ac:11:ff:ff
ps aux KEEBITHER pid #IR/D

e cat /proc/1/cgroup dockerf]iiE
docker ¥3% F###E .dockerenv
MAAR/RPROFLSHEH ARG W ping F

2. Docker#}



e /var/run/docker.sock X/HTFELE

e 2375 / 2376 WO

11.6.7 5§

A House of Cards An Exploration of Security When Building Docker Containers
¢ Privileged Docker Containers

e 32c3 docker writeup

o ITERENERETE

e Docker security

o RB|/EE

e CVE-2017-7494 Dockeribf ki

o Docker® a2 Hr

e AppArmor security profiles for Docker

e Docker Bench for Security

e Docker#&t 5 EHE A <https://mp.weixin.qq.com/s/d9D3z13uC0JoIzplpu3WIQ>

e Pfleeger C P, Pfleeger S L, Theofanos M F . A methodology for penetration testing[J]. Computers & Security, 1989,
8(7):613-620.

11.7 APT

11.7.1 fEifr

APT (Advanced Persistent Threat), B NEEFFEEM . 20064, APTEH MBS IERRH, FkHERMN201H L£0FE/REK
F)21 i LA 7E 3% [H F FABUR P 45 R LI Bl ELIF SR N 48 B i

APTHr i £ F THRFI H BB BEAT M4 M 1R3E 30, L BAR RS ZRIRE N ERBREREE 26 B RA, NERRAFEER
T E B -

FGEAPTH S B R 2 —NHN, HEARR B A BRRRFSRTA BT R G KLk . MASRE NGBS —
A LPEFRNAPT, FONBIE L E A B B e € B in, AR I Se st Re AR B8 V5 R 58 U R Bt 4T 49 .

APTHI M F BB F B T, 2 TREYEE . FHIGEME MEEL M7 HETREH ST B E € XH&
BAEBEAE -GBS G EN ERHITIRERES, HORRFEBAKKINE AR

AEG R REARBFRMK G T AR, FEAAPTHIER A M B4R EN BiR, BEHAGEEE—RIIFERZEH—KAPT
Wi, ERAEEERNERIEME RS, IESAPTEE K NAGAHE AWM. B4 8, APTHRHME 3 ZAIE T HX =475
T o

11.7.2 &%t (Advanced)
APTH T & 4E LA AN EFBAME AR, A% EEE WS WERENSER,

MEHERRLPH—MEGE TR AHFER LSS TEZSFERIETFEEEE RN B THME, BXEREENAF
B HGUR S IE A UL FF BRI X B A 5 R BEAR e R T S o 3 3K A S A SRR 5 {5 40 32 5 3 T 10 Lt 2 A O DO i B T
HRAE.

APTH Hi@ W e &K H A 77 ARV 3 H CRIMEAT N, M@ Z e RARMKE K. LA EEAESELhiER
BB BBA TR . URMNFEE A, RERGRBER T amBOER, FHSEKESY LAREET T84, X
Bt F A& ER/ AR BEABEER I ELERANERRBREGEN, AT EAERN.


https://blog.heroku.com/exploration-of-security-when-building-docker-containers
http://obrown.io/2016/02/15/privileged-containers.html
https://kitctf.de/writeups/32c3ctf/docker
https://blog.qiniu.com/archives/7743
https://docs.docker.com/engine/security/security/
http://blog.nsfocus.net/docker-mirror-security/
https://strm.sh/post/abusing-insecure-docker-deployments/
https://www.freebuf.com/articles/system/221319.html
https://docs.docker.com/engine/security/apparmor/
https://github.com/docker/docker-bench-security

BT AMHEEER SN, APTH S ¥ £ X il 12 fh th 2 % R F 58 =07 B3 mUAE A SR M s BAR, TR AR 2 R B R
W XA O F AR K I T

KIHEH R —FANROTFIE, —fRE, RELREENBRA —ETHRE, BERDT RS RKME, 1mEAREFK—4
BUUAMEE, FEXIXER AR, REREIEZMNE R BRI . EAXMEE £ T BAREERSE =77
uh, W R R AR R B R R R R .

FAS—ABARRAPTHE R R RIER T HINF, BifER BT M EHRANMSEESR T ARBE A%, 81N FHE
KR EFN AT ERBNBERN. MEAPTERES, THRAKFAMAIEREZ. APT28R4], #EL4iT, X201554F —H%
HAPT28E B i F i Z A T AN F H IR

11.7.3 ¥4t (Persistent)

AR E T AP BRI MEBEARROAR. APTHHKSEER CFELSAN LR B. WEERRSERTHRERZES
BT RRREERBOIERA, BNYEIRE - BFENE BRI EEZHE. —BORU, APTEEH A LA AT LA
B

1. i EB B

AT RBRB BRNIESE R, WHEEESMARBENHES T EXNHBREEE L2 2EMAET REEI TR ARERERET
e TREZNEEREEBRNGER, AT 2 ERREME T L.

2. IR RHr B

ETWMRMENEE, KEEFEWREED BirERRSRG. #ERARARASER . ARNXEFRE, BEE A UIZH
B X AR A (9 % H IR B 6 ORISR R AMUR AN RAT A, RBU B An— 5 R HIAUR .

3. BURR R THBr B

FERRMET, B YRR TR KARE F R BIRBUR, T8 T #— BB, il & ZRPUE R M BURR R 7
BERBEATHN. ERAHB, Bl H @ F & ARRET R IR SE B A AT AR EIBR BT B, BRERBRAEZH
B AR

4. fR¥F V5 i B Bt

ERIINER BRI ENFEE —ERRRZ G, BEE — R EF 7 R ER KA AR . H—AtiHE =R
RO AEH P REREIE. Y3RRNTHPRVREIEZ G, WeAM#EHZEE#H TR (RAT, Remote Access Tools) SREILiE
B, HEEBEEMNZE, BEAFERETREBIR SRR,

5. By RE B

LAYEEEE-ENERZE, SUBEERRERK T ZBHEANMT . EETRREEAMET —ERME. ETXEMm
#H, REAMTENREXER, HEEXEE B ERRFRRAEE 5% HB0NETF BRI TR KT —PBE, RWNES IR
PRAIE B

6. ik e 28 B B

APTYr i i 1 2 H 2 5T B AR R K5 B BU g i — IR . SRy Rk — 2N MHLEE. DRERE BB
B S 68 P N JEE ) 07 SR IRER 015 BB T B A% R BR N R IR o T DAXE BRBBSR 4 B AR BBt TR XA B AT A L A
B o

11.7.4 Bt (Threat)

AERBGE AR, APTYH H By 3 B 77 SR AR R S04 2 BB Xt A0 B BRBETH. M et ey, BB A H IR HHL
HisfEK, ROSER AR TTT R, TRFEHKE .



FAAPTHI B AR L REBUSHLIE . &R, RedRSEURAL. 8], —BEXEERgR®E, KEmgdtoEXR. EETSHMK
FR, fEXRE. RFHEEMRES, ULKMH—SEGE4S, MEAPTH G I . APTR S &M E R Z A4 H—FE
BEFE.

11.7.8 HHREH 4

o 20104F RN B
* 2013KERHEITHM;F

11.7.9 loC
loC (Indicators of Compromise) 7EBUIESTIR A & XA TR 22 4 P4 B 3 B ESE
W LK oC B UL JLH:

e hash

e |IP

o 4

o M4

o EHUIFAE

e TH
o TTPs

11.7.10 S5 5 #%

o APT 734 Jz TTPs $2HX

11.8 EIREE

11.8.1 USBH 7

1. BadUSB

it E A FEUSB LB B b 28, SRBUTBRIRME, BIMEM AR %, K%K REHIT B RBRIE,
2. AutoRUN

RIEFNEBER TN, —ERERAL HIWATA TUSBR & 78S LR e . 7T LB X Fp 7 NPT BB A
3. USB Killer

BT BRI USB B &3 T RS R A A BB &

4. {538

TR I B US B3 in— L s 0T /A5 TE AR S i 4%

5. HIDX i

HID(human interface device)fa%@# . RAr% M T AHENRESIHERAKNANZ LK & . HIDBE LS E BRI USB IR & 15
PR AR, — BiES B AR IT e B R e . HDZE A LLEE FAndroid & $E 42 9 &5 S«


https://projectsharp.org/2020/02/23/APT%25E5%2588%2586%25E6%259E%2590%25E5%258F%258ATTPs%25E6%258F%2590%25E5%258F%2596

11.8.2 Wi-Fi

1. R
ETWPA2[IETT X, Wi-Fin] LU IR TR 77 AT & T B R
2. {55 Kl

AT LA R R Th R B B % 1l R B TR I B ARAP, AT SEELH R A B it o
11.8.3 1%t
1. BT R e

R4 BT TS0 o T S RO A PR B T 2R 440 4 R R S o BTG Mk o B e Rk, T DA 3 A n BB R Bk v (Electromagnetic Pulse, EMP)
B RBEIR B %, SRSZBUT FFBIBR

2.ICF
BTG AT DAL DR, SRICR BRI,
11.8.4 ZH

o EPFBEEMEL
o AWXMZILIREIE

11.9 % WAE
11.9.1 REMR

e WMI (Windows Management Instrumentation)

11.9.2 M 25 HH 5%
1. M2 il

o 27 H F5 L (Lightweight Directory Access Protocol, LDAP)
e SMB (Server Message Block)

e SMTP (Simple Mail Transfer Protocol)

o ] BRI 458 B i (Simple Network Management Protocol, SNMP)
e POP3 (Post Office Protocol 3)

¢ |IMAP (Internet Mail Access Protocol)

e HTTP (HyperText Transfer Protocol)

e HTTPS (HyperText Transfer Protocol over Secure Socket Layer)

o FNAEHLE E Bl (Dynamic Host Configuration Protocol, DHCP)
e RPC (Remote Procedure Call)

o Javaiff ikt (Java Debug Wire Protocol, JDWP)

e NFS (Network File System)

o JR% EARLFR (Service Principal Names, SPN)


https://www.secpulse.com/archives/123723.html
https://mp.weixin.qq.com/s/dmh3dDt0BaZYIcWdSTsQcg

2. B RS

o HiIA &% (Autonomous System, AS)

o M X HMY (Interior Gateway Protocol, IGP)

o AR MY (External Gateway Protocol, EGP)

o I B (interdomain routing)

o 5k [A] B F % ¥ (intradomain routing)

o B M{E B (Routing Information Protocol, RIP)

o JFIUERIE B2 % (Open Shortest Path First, OSPF)

o FIZSE MY (Dynamic Routing Protocols, DRP)

o BB A MY (First Hop Redundancy Protocols, FHRP)

o A H 23PN (Hot Standby Router Protocol, HSRP)

o GEILEE TR PN (Virtual Router Redundancy Protocol, VRRP)
o 03 f B B (Gateway Load Balancing Protocol, GLBP)
o Mg HhEFE e (Network Address Translation, NAT)

o SNt S HMY (Point-to-Point Protocol, PPP)

o ML (Spanning Tree Protocol, STP)

3. M 2% R A

o iEEHE (Certificate Transparency, CT)
o DNSIEHMAEHHIZI (DNS Certification Authority Authorization, CAA)
o KM (Application Level Gateway, ALG)

11.9.3 FF KA XK

e REST (Representation State Transformation)

o KF84ERL (Continuous Integration, Cl)

o &3 A} (Continuous Deployment, CD)

o M BIARSS (Function as a Service, FaaS)

o KEBIMRS (Container as a Service, CaaS)

o HMENAR S (Software as a Service, SaaS)

o F&5BIRS (Platform as a Service, PaaS)

o FAhEHEEI AR (Insfrastructure as a Service, laaS)

11.9.4 Z2 XK



o {5 (defect/ mistake)
o WAL AR EREE R
o R R GR I FIIRORE ) AR AR
o B (bug)
o SEILE MR A
o BHWRIAMER
o . ZEphIX
o K (flaw)
o —FhBI ERIBRR, MEUIEEE
o BUBAAEREANTL A BAIN
o BUARGHHIRMEEIKBHER, SBREFALEBRMY
o %I (vulnerability)
o AT DA T e g 4 SRS ) SR B B RO
e |AST (Interactive Application Security Testing)
e DAST (Dynamic Application Security Testing)
e SAST (Static Application Security Testing)
e ATT&CK™ (Adversarial Tactics, Techniques, and Common Knowledge, ATT&CK)

1. &R

o L4 fE BMEMEH (Security Information Event Management, SIEM)
o H3hLm M SOARKEAE (Security Orchestration, Automation and Response, SOAR)

e SDL (Security Development Lifecycle)

2. ZAHW

535 % Y $L 5K W8 (Cross-Origin Resource Sharing, CORS)
RAE N FHKIEHELE (Sender Policy Framework, SPF)
B4 %40 IR B4 (DomainKeys Identified Mail, DKIM)

T4 K3 BINEHR S 5 — 8 i (Domain-based Message Authentication, Reporting and Conformance, DMARC)

DNSSEC (The Domain Name System Security Extensions)

- TFDNSHI 4 Lk B4 5 (DNS-based Authentication of Named Entities, DANE)

11.9.5 B H K
1. WRARH

o EEUEIA I (Cross Site Scripting, XSS)

o EEUiERNE (Cross-Site Request Forgery, CSRF)

o mE A¥ i (Man-in-the-middle, MITM)

o R%IiERINE (Server Side Request Forgery, SSRF)
o EmHFFB M (Advanced Persistent Threat, APT)



2. ;H R

o X Wik (Spear Phishing)
o JKILBHE (Water Holing)

11.9.6 Bl 146 5%

¢ |oC (Indicators of Compromise)

1. Bi AR

o WL MIma R (Network-based Detection and Response, NDR)
o R WML (Endpoint Detection and Response, EDR)

o FLEK WM (Managed Detection and Response, MDR)

o Y REMMMISL (Extended Detection and Response, XDR)

o HIEM %44 (Adaptive Security Architecture, ASA)

o EFEML I (Zero Trust Network Access, ZTNA)

o 4 EEH (Cloud Security Posture Management, CSPM)

2. By it

o NRHM ARZ (Intrusion Detection System, IDS)

o EHBNERKEMREZ (Host-based Intrusion Detection System, HIDS)
e RASP (Runtime Application Self-protection)

o Zi—¥i A& (Unified Endpoint Management, UEM)

11.9.7 i 4%

o FEEiz4E (Artificial Intelligence for IT Operations, AlOps)
o RS ANffE 554 PEfh (Risk and Vulnerability Assessments, RVA)

11.9.8 \iE

o XA EINE (Two-Factor Authentication, 2FA)
o ZREZKIIE (Multi-Factor Authentication, MFA)
o —RMEEMY (One-Time Password, OTP)
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