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DAFTH, HERFEHFH

Address Length Type String

B . rdata;00- 000000 C Welcome!Fleaze Input:
is] .rdata:00+ 000000OT C %1000=

[&] . rdata;00 0OOOO00G C Fail!

[&] . rdata;00 0OOOOOOS C success!

[&] .rdata;00-- 0OOOOODG C pause

HERZXXGIH, B EEH

1_inté4 sub_401550()

2H

3| char Strl; // [rsp+208h] [rbp-60h]
4

5 sub_40B380();

46| puts("Welcome!Please Input:");
7| sub_419Ce0("%1008s");

8| if ( !strcmp(&Strl, &Str2) )

9 puts("success!");
10| else
11 puts("fail!");
12| system("pause");
13| return 0ié4;
14(}F

W UE B E& BT



BTS2 DAF&A MU ME, FHIHWE#EX64dbgiTH, ERETW, BIFERfag

0OOOOOLEER40155
5
00401560

1

55

48:81EC 20040000
48:8DAC24 800DOOG
898D BoO300OOO

push rbp

sub rsp, 420

lea rbp,gword ptr ss:[rsp+86]
mov dword ptr ss:[[rbp+3B8]J,ecx

D0401566 48:8995 B80300OOO [mov gword ptr ss:[rbp+3B8], rdx
E8 8ESDOOOO call occasionally.40B300
0OOOOBEBEEER4O1572 48:8D0D0 913A0200 |Lea rcx,qword ptr ds:[42500A]
OORAAEEPER4AL5T9 E8 9A370100 call <JMP.&puts>
00EOO0OE0EN4015TE 48:8045 AB lea rax,qword ptr ss:[rbp-60]
elejelelefofol: 48:89C2 mov rdx,rax

ool 48:800D 943A0200 |lea rcx,qword ptr ds:[425020]
BOOEOOC E8 &F860100 call occasionally.419CB8
0PEEOPENEN401591 48:8045 AB lea rax,qword ptr ss:[rbp-60]
0000000000401595 48:8D15 A4DAO200 |lea rdx,qword ptr ds:[42F040]
POOOOODORE40159C 48:89C1 mov rcx,rax

IEMR D RS IR T H babypy, AidiXiE g iz T Aflag? !

ExeinfoPeT 7, &I ZpyinstallersT A, M LA f

[rbp+3B8]:&"C:\\Files\\IDA Project\\occasi

POEO0POEDEO42500A: "Welcome!Please Input:”

rax:L"1u"
0OODOOOEER425020: "%1000s"

000POOOERO42FR40:"unctf{WelcomeToUNCTF}"
rax:L"1u"

B A H SR struct 8T 16 7T i Blbabypy U4 3k 88, 2442 Ababypy.pyc, Funcompyle6 4w, 53.py

import os, libnum, binascii
-Flag IUnCt'F{*******************}'

X libnum.s2n(flag)

def gen(x):
y = abs(x)
while 1:
ify > 0:
yield y
y=yYy

[i for i in gen(x)]
.reverse()
"%d " len(1) tuple(l)
binascii.b2a_hex(f.encode())
int(a, 16)
hex(b)[2:]
print(c)

0s.system( 'pause’)

Héiatiptt, RESE NP REE




flag '313131303130313031313031313130303131303030313136031313136031303030313130303131360360313131313031313031303139
3130303031313031303030303130303030303030313131303130303031303131313131303131303130303136313131303031313031303131
313131303131313030313030313130303136031303131303030303130303131303030313030313130303031360313131313030313031303131
31313130313130303031313030313130303030303031313030303030303131303030313031313131313031"

n (<]

for i in flag:

if i "1
n (n 1) 1
elif i
n n 1
S libnum.n2s(n)
print(s)

easyMaze

IDAFTIF, K S

1|_inté4 sub_401550()

2H

3| bool vB; // al

4 char v2; /ff [rsp+28h] [rbp-608h]

5| char DOst; // [rsp+220h] [rbp+1ABh]

6| __intlé v4a; ff [rsp+226h] [rbp+1Aéh]

-]

(=]

sub_401AC0O();

7 memset(&Dst, 0, 0x200uié4);
10| memset(&v2, 0, 0x200uibd4);
11| puts("Help Me Qutliliiirnge
12| sub_40AE30("%200s", &Dst);
13| v0O = sub_401757(&0st) && sub_40161A(&v4);
14 if ( vo )

15 puts("Yes! Escaped!");

16| else

17 puts("No way!");

18| return 0164;

19}

AR AR

1| BOOL8 __fastcall sub_401757(const char #al)

2H

3| char #%Strl; // [rsp+30h] [rbp+10h]

£|

5] Strl = al;

4 return !strncmp(al, "unctf{", éuié4) && Stri[strlen(Strl) - 1] = '}';
7|

Hy AwasdfEH] 5 [a], DstibR % = A

}

if (v4 <0 || vi <@ || *(Dst + 10 * v3 + v4) = 68 || *(Dst + 10 * v3 + v4) = 48 )
return 0164;

if (v4d > 9 || v3 > 9 )

return 0164;

if ( *(Dst + 10 * v3 + v4) = 83 )
break;

if ( sub_4019F4() )

{
puts("I See YOU!™):



MR8 2 X 5| R Ar

char *sub_4017AA()

1
_QWORD *vB; // rax
char *result; // rax

Dst = malloc(0x80uib4);
memset(Dst, O, Ox80uié4);
vl = Dst;

9| «Dst = 'G0DoGG00';

18] ve[1] 'Gooo00DS"';

11| vo[2] = 'GDOooooD';

12| vO[3] = 'oo0006ODo"';

13| vO[4] = '00000000"';

14| vO[5] = 'oooBDODo';

15| vo[6] = 'oB@o0G0o00"';

16| vO[7] = 'ocoDooBo0B';

17| vo[8] = 'GoDDDooo';

18] vO[9] = 'ocoooB000';

19| vo[10] '0000D0Do " ;

20| wvO[11] = 'ococooocobo';

21| *(v0 + 24) = 'Dooo’;

22| result = Dst + 100;

23| =*=(Dst + 100) = 0O;

24 return result;

(]
o
—

EER10x108), ZHEEAEW, MHRARE, BEERERFTIOMEUMENT — A

00000D00SD
0oooo0Dooo
00D0oD0000
0000000000
oD0D0ooooo
0000000000
oDoooooDDD
0000000000
oD0D0000oD
000000000D

BEGEHREHESKEZ: dsdddssaaaassssssddddddddwwaawawwddwwwdw

ICU



IDAFTF, BSCX 2 RF &

16| sub_40B3D0OC);

17| sub_49FDDO(&unk_4A6920, "This file was complied by MingW\n");
18| sub_49FDDO(&unk_4A6920, "enjoyin");

19| sub_49FDDO(&unk_4A6920, "Please Input:\n");
200 wv3 = sub_4A2860(0x10uib4);

21| sub_41F030(v3);

22 Memary = v3;

23] v4 = sub_4A2860(0x20uib4);

24| sub_4908BO(v4);

25| v13 = v4;

26| v10 = 0;

27! sub_4AQFAG(&unk_4A65C0, v4);

28| LODWORD(v4) = sub_42A820(v4);

291 wvbh = sub_42A840(v13);

30| Str = sub_40180E(vE, v4);
31| v15 = 8;
32 wvll = strlen(Str);

33| while ( vi1b < v11 )

341 A{

35 sub_41EECO(Memory, &v10);

36 Strlvls+] += v10;

37 ¥

38| if ( !'memcmp(Str, "HSWEH2vXHmRtGZRJIvSmKviwtviv4GabrD25Mvl:uéewBUKg9", 0x30uié4) )
39 sub_49FDDO(&unk_4A6920, "You Win,but you don't enjoy it,right?\n");
480 else

41 sub_49FDDO(&unk_4A6920, "You lose,Try again\n");

420 vée = sub_49FDDO(&unk_4A6928, Str);

43| sub_467C60(vé, sub_4a9D4aFn);

44| system("pause");

BB R S A — W R G R A FRF AT, SR IREE B

—_— e = — e w e — - — — e w w — v

8802 mov byte ptr ds:[rdx],al rdx:"35hgAPém"

000000000040 1AEE 8345 CC 01 add dword ptr ss:[rbp-34],1

00000A0000401AF2( -~ EB BA jmp icu.4B1AAE

POONOERROR401AF4 48:8B45 Bo mov rax,qword ptr ss:[rbp-50] [rbp-50]:"35hgAP&m"
AT ATATATATATATATATAT AN AL N s A1 -.DO TANALANAN maerr =m0 20N 2N 1Al

MIN123456 T BB — KA BIEE R, 6fuAR8hr, FHiltRkEbase64, IDARTLTH W LIE Flbaseb64 ALK
FUPEIAIE B3 IR B 25 R
R fRE A



import base64

table 'UyOPef2ghvwx3ABdT7856QS1ijuCDFGstOLKER4ZabckHIIMNnopqrlmz1VWXY9+/ "
origin ' ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgqrstuvwxyz0123456789+/ "
"HSWEH2VvXHmMRtGZRJIvSmKviwtviv4Ga5rD25Mv] : u6ewBUKg9

chr(ord(i) 1)

odd
flag f.translate(str.maketrans(table, origin))
print(base64.b64decode(flag))

i A AT BRI R E2AN BN a2 AT S M

x64dbgiTFF, A2MBEMM TS 1234715678, —HF8, BFIEmori i siF7, BJEHEA T E K

> b5 push rhbp
BEERT7FF79DD521E1 48:81EC 70020000 |sub rsp,270
AEAOTFF79DD521E8 48:8DAC24 800O00ELea rbp,gword ptr ss:[rsp+80]
AERO7FF79DD521F0 48:C785 EB010000 \mov qword ptr ss:f[rbp+1E8], FFFFFFF
PEBOT7FF79DD521FB 48:8D45 28 lea rax,qword ptr ss:[rbp+28]
OOAOTFF79DD521FF 48:89C1 mov rcx,rax
OPROTFF79DD52202 48:8945 20 mov gword ptr ss:[rbp+20], rax
BEERTFF79DD522046 E8 05940000 call ezrust.7FF79DD5B6&10
PPPET7FF79DD52208B 48:8B4D 20 mov rcx,qword ptr ss:firbp+20]
OORO7FF79DD5220F E8 7CAl0000 call ezrust.7FF79DD5C370
PREOTFF790D52214 48:8945 18 mov gword ptr ss:[rbp+18], rax

—@00EO7FF790D052218| ~ EB 06 jmp ezrust.7FF79005221A

=@ 000O7FF790D5221A 48:8D4D 28 lea rcx,qword ptr ss:|rbp+28]
BEPPTFF79DD5221E E8 DDF7FFFF call ezrust.7FF79DD51A00
GEBOTFF79DD52223 48:8B45 18 mov rax,qword ptr ss:[rbp+18]
AEEOTFF79DD52227 48:83F8 03 cmp rax,3

-8 00007FF79DD5222B| ~ 7% 2E jne ezrust.7FF790D5225B
POEOTFF79DD5222D 48:8D85 90000000 |lea rax,qgword ptr ss:[rbp+90]
OOORTFF79DD52234 48:89C1 mov rcx,rax
PEROTFF79DD52237 48:8945 10 mov gword ptr ss:[[rbp+10], rax
BEER7FF79DD5223B E8 DO930000 call ezrust.7FF79DD5B6&10
PERATFF79DD52240 48:8D4D 78 lea rcx,qword ptr ss:[rbp+78] [rbp+78]:"main"

R—T2BE AT YLBNB'AZ, “12347K)1E L T $4T 5Ecal/Fraxi& 0

@ 00O0YFF79DD52391 48:8D15 88200200 |Lea rdx,gword ptr ds:[7FF79DD74420|rdx:&"YLBNB", GO007FF79DD74420:&"YLBNB"
OOEO7FF79DD52398 48:8080 BOOOOOEO |Lea rcx,qword ptr ss:f[rbp+BO]J

E8 1C5000B0 call ezrust.7FF79DD573CB

AAAAZEETONNRDIAA A/4R RE mnv hvte ntr cc-Prhn-410 a1

ZRIEE — AN 1T YLBNB”, rax& 1

REI0&EEN HEror, RE1LBETHE ZIRAN, FERBEE /e 17 A" RUSTPROGRAMING”



3

N

BiTEEHlag (IDAHAER BN HI TS )

55 /8 = sub_1400073C0(&v15, &YLBNB);

56 if ( v )

57 v21 = sub_1400073C0(&v15, &RUSTPROGRAMING);
h8 else

59 vZ21l = 0;

60 if (v2l )

61 {

base_on_rust
AR ET T RE, Hk— TR
XERRFH RN, (BRBABIEE LA BRK — A R Ik

BFRE-INFOMImAITRMA, BIVMRMA123456, 2RI ELHH —Bbase64, KHMY, KIGEbase32, Hi#E, K
/313233343536, IE4F &% AKIFAF K asciifid i)+ 75 2 i P ok

IDAKIFS TR £ JUMPOUT, L& HFshE—T (RAMBITKABC—T, CMTKEnop, HUBNEE, FEP) , WL
BRI S BABRE, B HERKEHEdump IR, #iB—T, M4 itifag

'756E6374667B6261736536345F6261736533325F6261736531365F656E636F64655F5F5F7D"
i 0
while i len(f):

c = f[i:i + 2]

s chr(int(c, 16))

i 2

print(s)

Trap



DAFTH, KIHAMflag s1fdest&H—17, 7Esub_400CBEJGs15s2thik

1__inté4 _ fastcall main(__inté4 al, char #*%*a2, char *%a3)
21

3| char v3; // ri12

4| FILE *s; // ST10_8

5/ FILE *v5; // rbx

6| char xvé; [/ rax

7 wvoid (__fastcall #v7)(__intlé *, char *); // ST20 8

8| signed int i; // [rsp+Ch] [rbp-A4h]

9| wvoid *handle; // [rsp+18h] [rbp-98h]

10| char dest[48]; // [rsp+30h] [rbp-80h]

11| _ intlé v12; /f [rsp+68h] [rbp-50h]

12| __intlé v13; /f [rsp+62h] [rbp-4Eh]

13| int v14; /f/ [rsp+64h] [rbp-4Ch]

14| __inté4 v15; /ff [rsp+68h] [rbp-48h]

15| wunsigned __inté4 vl1é; // [rsp+98h] [rbp-18h]
16
17| vlé = _readfsqword(0x28u);

18| +#dest = 0;

19| *&dest[2] = 0O;

20| *&dest[4] = 0;

21| memset(&dest[8], O, Bx28ulLLl);

22| puts("Welcome To UNCTF2820_RE_WORLD !!!");
23| printf("Plz Input Key: ", a2);

24 __iso0c99_scanf("%s", sl);

25| strepy(dest, sl1);

26| sub_4B80CBE();

27 if ( !strcmp(sl, s2) )

28| {

29 puts("Success.");

30 for (1 =0; 1 £ 8479; +1 )

31 i

32 v3i = ptr[i];

33 ptr[i] = s1[i % strlen(sl)] * v3;
34 }

35 s = fopen("/tmp/libunctf.so", "wh");
36 fwrite(ptr, 1ulLlL, 0x2120uLL, s);

PR BN T, REERTTR&RE

1fint sub_400CBE()

2H

3| int i; /f [rsp+8h] [rbp-8h]

4 int v2; /f [rsp+Ch] [rbp-4h]
b

4] v2 = strlen(sl);

7 o for (1 =0; 1< v2; 1)

8 s1[i] = 0Ox22u;

9! pthread_create(&th, BLL, start_routine, OLL);
10| return pthread_join(th, OLL);
110}

XNMEFEREZHRERIER RRIE, Fat— TFILERG T
Ebiniisub_400C13, —FFIAFSEEANE, BIFLUE R IZA & i A

lunsigned __inté4 _ fastcall start_routine(void =*al)

2

- SRR . SR | g T —_—— - A . r: ——



o =] O~ 1 I U

11
12
13
14
15
16
17

UNsSilgned __1Nntod PesuLT; f/ rax
int i; // [rsp+8h] [rbp-8h]
int v3; // [rsp+Ch] [rbp-4h]

sub_400BCO();
v3 = strlen(sl);
for (1 =0; ; +~1i)
{
result = 1;
if (1 =2 v3)
break;
sub_400C13(&s1[1], v3);
}

return result;

B R — A RE, RANRBEEAREA RIARK, HBEnoph T

00 =1 O~ N I~ Ol B =

{

inté4 suh_400BCA()

__inté4 result; // rax
unsigned int i; // [rsp+8h] [rbp-8h]
signed int v2; // [rsp+Ch] [rbp-4h]

v2 = strlen(s2);
for (1 =0; ; ~1)

break;
s2[1] "= 0Ox33u;
}

return result;

Xts1 s2MBEILAR R, REGRHBBARIRZ 941463¢8-2bcb-

26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48

ff s1[i]+=v3

sub_400CBE();
if ( !strcmp(sl, s2) )
{
puts("Success.");
for (1 =0; 1 £ 8479; w1 )
{
v3 = ptrl[il;
ptr[i] = s1[i % strlen(sl)] * v3;
}
s = fopen("/tmp/libunctf.so", "wh");
fwrite(ptr, 1ulLlL, 0x2120uLL, s);
getchar();
handle = dlopen("/tmp/libunctf.so", 1);
if ( 'handle )
{
vh = stderr;
vé dlerror();
fputs(vs, vi);
exit(1);

}

v7 = dlsym(handle, "jo_enc");
dlerror();

vl2 = 0;

- -~



qy Vi3 = u;
50 vlg = 0;

51 memset(&v15, B, Bx28uLL);

52 printf("plz Input Answer: ", "jo_enc", &v15);

h3 __1s0c99_scanf("%s", &v12);

54 v7(&v12, dest); J// dest = 941463c8-2hch-
550}

56| else

57 {

58 puts("Loser!!!");

59| }

401 return OLL;

610F

IBAT B\ I A flag 2 57 B & B SNSRI B UM, BRI BN SO I 1A Fjo_encER 0N 5 T R A A AT I 2
K Ubuntu20 AN 51TE At A A SIS FE SR, T REAMpH R B EEF S 0

1| inté4 _ fastcall jo_enc(char *al, char *a2)
21

3| char %v2; // ST20_8

4| size_t v3; // ST10_8

5/ int n; // [rsp+60h] [rbp-580h]

6| int m; // [rsp+64h] [rbp-4FCh]

7| int 1; // [rsp+68h] [rbp-4F8h]

8| int k; // [rsp+6Ch] [rbp-4F4h]

9| int v9; // [rsp+70h] [rbp-4FGh]

10| int j; // [rsp+74h] [rbp-4ECh]

11| int v11; // [rsp+78h] [rbp-4E8h]

12| signed int i; // [rsp+7Ch] [rbp-4E4h]
13| int v13[48]; // [rsp+88h] [rbp-4E0h]
14| int v14[128]; // [rsp+140h] [rbp-420h]
15| int s[129]; // [rsp+348h] [rbp-220h]
16| int v1é; // [rsp+544h] [rbp-1Ch]

17| char *v17; // [rsp+548h] [rbp-18h]
18| char *v18; // [rsp+550h] [rbp-18h]
19
200 v18 = al;
21 vl17 = a2;
22| vlé = 0;
23| memset(s, B, Bx2BBuLL);
24| memset(vlsd, 8, 0x208uLL);
25| memset(vl13, B, BxCBuLL);
26| for (1 =08; i< 128; =i )
270 {4
28 s[i] = 2 % 1i;
29 v14[i] = 2 = 1 + 1;
30| }

31| w1l = strlen(v18);

32 for (J =0; 7 <vll; w3 )

33 A

34 v9 = v18[7j];

35 if ( '(ve % 2) )

36 {

29 vi4[i]l = 2 % 1 + 1;

30| }

31| vil = strlen(v18);

320 for (7 =0; < vil; +7 )
33 o

34 ve = v18[il;

35 if (1(ve % 2) )

’ T



Jo 1
37 for (k= 0; k <v9; k 4= 2 )

38 13[31 += slkl;

39 1

40 if ( %2 )

41 {

42 for (1 =0; 1T <v9; 1 4=2)

43 13[3] += vi4a[1];

44 T

45|}

46| for ( = 0; < vll; +m )

471 4

48 v2 = v17;

49 v3i = strlen(vl?7);

50 13[m] = (16 = v2[m % v3] & OxE827490C | ~(16 % v2[m % v3]) & Ox1708BAF3) ~ (v13[m] & BxEB27490C | ~v13[m] & Bx17D8B&F3);
51, }

52 for (n =0; n < vll; +n )

53| {

54 if ( vi3[n] == *(off_200FD8 + n) )

55 {

56 V16 = 0;

57 exit(1);

58

59 ey

61 if ( vle = 22 )

62 puts("Win , Flag is unctf{inputl+input2}");
63 return OLL;

64}

1566, 5596, 1525]
'941463c8-2bcb-"'
2 for i in range(128)]
2 + 1 for i in range(128)]
[16 * ord(input2[m % 14]) cipher[m] for m in range(22)]
for d in c:
for n in range(128):
j=20
if n 2¢
for i in range(@, n, 2):
J afi]
else:
for i in range(@, n, 2):
J b[1]
if j d:
inputl chr(n)

print("unctf{’ input2 + inputl 1Y)

ezre

54| memset(vas, 0, Oxé4u);
55| wva4[0] = 141;

hée| va4s[1] = 99;

7| wva4l[2] = 177;

8| v44[3] = 2081;

9| va4[4] = 161;

60| v44[B] = 205;

61 wv44[6] = 177;

62| va4l[7] = 177;

63 v44[8] = 203;

64| memset(va3d, 0, sizeof(v43));
60| v44[9] = b1;



6b
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81

VasllY] = 82;
v44[11] = 33;
v44[12] = 19;
v44[13] = 31;
v44[14] = 12;
v44[18] = 24;
v44[16] = 33;
v44[17] = 23;
memset(v4h, 8, sizeof(v4b));

sub_806FC80(1, "please input your flag:");

scanf("%s", vab);
if ( strlen(v4b) == 18 )
{
sub_804FB40("wrong!");
exit(-1);
}

BANRYGEHEREERNjunkfUiE, 8 oE—EReEN A X eAEAt4RE

82
83
84
8b
86
87
88
89
90
921
92
93
94
95
96
97
98
99
100
101
102

vl = v45[0];

v42 = B;

vZ2 = 9;
while ( 1 )
{

v3 = v4b[v2];

v4 = sub_8048EBB(-1, vl);

vh = v4;

vé = v4;

v7 = 128;

do

{
v8
vé
v7

v7 & vb;
~(v7 & ve) & (v7 | vé);
2 % vB;

}

while ( 2 * v8 );
v% = vb;

vl0 = 128;

if ((v3 < vé )

{

HITES T RN LRI B, Ak LR check A

264
265
266
267
268
269
270
271
272
273
274
275

2B Z FE 1602 AT R R RAKEILT, T4 WAk E KA

v4l = 0;
do
{
if ( sub_8048D70(v4a4[v4an], vai[vanl) )
{
sub_804FB40("you are not a hacker!");
exit(-1);
}
HV40;

}
while ( v40 == 18 );
sub_804FB40("flag is so good!");

/1 A REE R %

/1 Bido whileHETwhBvé+=v7;v7=0

/1 R EEE SRR



if (vl + v3 < 128)
{
v43[va2] 128 v3;
v4a3[v42 9] v3 vl
b

else
{
if (vi \E]
{
v43[v42] vl;
v43[v42 + 9] v3;
)i
else
{
v4a3[va2] 2 vl v3
v43[v42 9] vl;

}

if (++v42 9)
break;

vl = v45[v42];

v2 = v42 + 9;

Hpythons — /™R3 Il 4 i1 Hi flag

for i in range(@, 9):
for j in range(©@, 256):
for k in range(®, 256):
if chk(j, k) (flag[i], flag[i
flag_pre chr(k)
flag post chr(j)
print(flag pre + flag post)

DAFTH, #’—4AVM

9]):




1|_int64 sub_4@311@()

21

3| __inte4 wve; [/ rax

4| wvm al; // [rsp+28h] [rbp-28h]

5

6| sub_4@25B@();

7| sub_4@198a();

8| sub_4@leE@(&z1);

9| sub_4817D8(&=z1);

18| wve = BiB4;

11| while ( flag[v@] == *(al.input + v&) )
12

13 if ( +vB == 8x15 )

14

15 puts("wuhu flag is what you input™);
16 return @i64;

17 }

18

19| puts("wrong! maybe you are not a hacker !");
28| return @ie4;

21}

—JFIRTE X VMBEAT T W3R

1| inte4  fastcall sub 4816EB(wm *al)
2[¢

3| wm *wl; /S rbx

4| _WORD *v2; // rax

5| _WORD *v3; // rdi

6| __ints4 result; // rax

7

8 vl = alj;

9| al-»>field @ = @;

18| al->field_ 4 = @;

11| al->field & = @;

12| al-»_rip = &unk_48488@;
13| w2 = malloc(@x512uigd);
14| wil->input = vZ;

15| memset(v2, @, 8x510uisd);
16| v3 = v2 + 648;

17| result = @ied;

18| *v3 = 8;

19| return result;

28}

RIERIIRLATS, BBk

22220008 vm struc ; (sizeof=8x28, mappedtoc_44)

Baaaaaae ; ¥REF: sub_483118/r
ceaeeeee field @ dd ?

peaeaeas field 4 dd ?

ceaeeees field B dd ?

peaeaeal field C dd ?

PRAEEA1E rip dg ?

peaeaels input dg ? ; XREF: sub_4@311@+24/r
0EeE0828 vm ends

W 1R AR R TN T | B R

case 3:
v2[1];
v8 = vi-»field_8;
if ( wv2[1] )

=
ca
n

vle = v8;

v1ll = v9 & v3;

v12 = v3 ™ v18;

vl3 = 2 * yll == 8;
vB 2 * vwll;

va wl2;

while { !'vi13 );
vi->field_8 = viZ; /i vl->field_8 += v2[1]
}

else

{



v1-»field 8 = vo;
h

goto LABEL_12;

case 38:
v4 = vi-»>field @;
5 = 3;
5 = 1ik4;
v7 = 7i6d;
do
¢ if & )
i i 1
o= vl *ous - 187 * ((((6313324174959418735164 * (w4 * vE)) x> B4) > B) - (w4 F ub »» 63));
7 oxx= 15
—“¥
4 = w4 ¥ oy4 - 187 F ((((83133241749594187351i64 * (va * va)) »» 64) 3x 6) - (w4 F oud xx 63));

¥

while ( v5 );
++wdy

vi-»Tield @ = ve;

return re
goto LABEL 3;
default:
puts("fxxx me 2");
v2 = vl->»_rip;
break;

FropcodetREUH R, FH 5 HARE
9 1563 -157 0 * -155 @ -8 -15 2 0 -16 20 -13 2 -12 11 -7

7 return

16 if [8]==next [0]=0 else [@]=([8]>=next)+1
rip+=2

15 if next==5 [@]=input[[8]]
else if next==6 [4]=nnextt
else if next==7 [8]=nnextt
else if next==2 input[[8]]=[9]
rip+=3

13 [8]+=next

12 if [@]==1 rip-=next else rip+=2

9 input flag 21

8 [0]2?2=[0]

([@]'=1 return)



while True:
if v7 1:
V6 = v4 * v6 - 187 * ((((6313324174959418735 * v4 * v6) 64) 6) - (v4
v7 1
v5 1
v4d = v4 * v4 - 187 * ((((6313324174959418735 * v4 * v4) 64) 6) - (v4
if v5 Q:
break

return v6

flag = [150, 48, 144, 106, 159, 54, 39, 116, 179, 49, 157, 95, 142, 95, 17, 97, 157, 121, 39, 118, 131]
S

for i in range(21):
if i 2 1:
s chr(flag[i])
else:
for j in range(128):
if func(j) flag[i]:
S chr(j)

BetterCPU
AHENRN 4, BXADBITATXIEBRRE, TRTHAERST

IDAITIT, KILRZVM

1|__inté4 _ _cdecl main()
2H

3| ezvm #v0; [/

4

5 _main();

b ) = operator new(Ox30uis4);
7 ezvm:zezvm(vD);

g8 ezvm::run(vB);

9 if ( ve )

10, {

11 gzvm::~ezvm(v0O);

12 operator delete(vi);
13| }

14| return B164;

15[}

BRSR, BAH

void __cdecl ezvm::ezvm(ezvm *const this)
{
__inté4 vi1; // [rsp+@h] [rbp-88h]
unsigned __inté4 enc_flag[45]; // [rsp+20h] [rbp-60h]
ezvm *thisa; // [rsp+1ABh] [rbp+120h]

o L I A

]




8] this—memory = 0164;

1 this—stack = 0164;

10| this—rip = 01i64;

11| this—rsp = 0164;

12| this—reg = 01i64;

13| memcpy(&vl + 4, &gword_409020, 0x168uibd4);

14| thisa—memory = operator new[](0x1000uib4);

15| thisa—stack = operator new[](0x1000uié4);

14| memset(thisa—stack, 0, Ox280uib4d);

17| memset(thisa—memory, 0, 0x200uid4);

18] memcpy(thisa—memory + 336, enc_flag, 0x160uib4);
19}

FEEBRBRMIEAS T, FERmp rax

llvoid __cdecl ezvm::run(ezvm *const this)
2K

3| unsigned int v1; // eax

4| ezvm *thisa; // [rsp+90h] [rbp+10h]

h

b a = this;

7

this

vl = ezvm::order[this—rip] - 14;

if (vl £ 0x72 )

9 JUMPOUT(__CS__ , dword_40A020 + dword_40A020[v1]);
10| puts("RUNTIME ERROR!");

11| text_67("rip: %Lld\n", thisa—rip);

12| exit(2);

<o

BEIRKKopcode

~]
(1]

; unsigned __int8 ezvm::order

=2
-
= O~
-
=
-
=
-
=
-
=
-
=
-

_ZN4ezvmborderE db 20h, 57h, 22h
ATA XREF: ez
ez un(voi

db 20h, 65h, 0, 0, @, 0, @, @, @, 22h

db 28h, 31h, 0, B, 6, 0, @, @, @, 22h

db 20h, 63h, 0, 0, @, 0, @, @, @, 22h

db 28h, 30h, G0, B, 6, 0, @, @, @, 22h

db 20h, 6Dh, O, O, @, 0, @, @, @, 22h

db 28h, 65h, 0, B, 6, 0, @, @, @, 22h

FFimp raxij®

; signed int dword_40A020[116]
dword_40A020 dd OFFFF75F2h, OFFFF764%9h, OFFFF76ABh, BFFFF76E7h, BFFFF7736h
DATA XREF: ezvm::run(void)+38To
; ezvm::run(void)+44To
dd OFFFF7797h, OCh dup(8FFFF7C42h), OFFFF77FBh, OFFFF782Ah
dd OFFFF7852h, 0Dh dup(@FFFF7C42h), OFFFF787Ah, OFFFF7910h
dd OFFFF79A3h, OFFFF7A4Fh, OFFFF7BB3h, OBh dup(OFFFF7C42h)
dd OFFFF7BB2h, 3Fh dup(OFFFF7C42h), OFFFF7C74h, ©

BATSIC AT CABL B B bk R B, I BREMSICS, BN jmpHIfEH

0x401810 : mov_reg
reg=*(rip+1)

rip+=9




@x401c62 : put_error
puts runtime error

0x401872 : putchar_reg

putchar reg

stack_sub

rsp-1) (stack+rsp)

stack_add

rsp-1) (stack+rsp)

push_reg

rsp)=reg

pop_memory

(memory+reg)="*(stack+rsp)
rip

Ox40184a : getchar_reg
getchar

reg=input

rip

Ox4017b7 : push_memory
rsp

(stack+rsp)=*(memory+reg)

rip

©x401707 : pop_reg
rsp
reg="*(stack+rsp)

Ox401bd2 : stack_cmp
rsp

a=*(stack+rsp)

rsp

b=*(stack+rsp)
this->?=a==b

rip

0x401669 : jmp_sub
if this->?==0
rip+=9

else
rip-=order[rip+1]

Ox4019c3 : stack_xor
rsp
b_1=*(stack+rsp)
rsp




rsp
(stack+rsp)=a_17b_1

rip+=order[rip+1]

Ox401c94 : end
return

R 5 5 IDAPythonfll A fi# it opcode

def getaddr(i):
return -0x100000000+0x40a020+Dword (0x40a020+(Byte(i)-14)*4)

i in range(0x4091a0,0x409480) :
if jmp>0:
jmp-=1
continue
if Byte(i)==0x20:
s+=str(i-0x4091a0)+"' : mov_reg\n'+str(i-0x4091a0+1)+"' : '+str(Qword(i+1))+' "'+chr(Qword(i+1)%256)+'" \n

jmp=8
continue
if Byte(i)==0xf:
s+=str(i-0x4091a0)+"' : jmp_sub\n'+str(i-0x4091a0+1)+"' : '+str(i-Qword(i+1)-0x4091a0)+"'\n"'
jmp=8
continue
if Byte(i)==0xe:
s+=str(i-0x4091a0)+"' : jmp_add\n'+str(i-0x4091a0+1)+"' : '+str(i+Qword(i+1)-0x4091a0)+"'\n"'
jmp=8
continue
s+=str(i-ox4091a0)+"' : '+str(hex(getaddr(i)))[:-1]+"\n"'
.replace('0x401c62"', 'put_error")
.replace('0x401872', 'putchar_reg')
.replace( '0x401930"', 'stack_sub")
.replace('0x40189a', 'stack_add"')
.replace('0x4016c0', 'push_reg')
.replace('0x401756", 'pop_memory")
.replace('0x40184a"', 'getchar_reg')
.replace('0x4017b7"', 'push_memory")
.replace('0x401707"', 'pop_reg')
.replace('0x401bd2"', 'stack_cmp')
.replace('0x4019c3', 'stack_xor"')
.replace('0x401c94', 'end")
open('op.txt"', 'w")

n u nun u nu nu u nu u nu nu n

.write(s)
.close()

A LAAS B Py ARG

@ : mov_reg
: 87 "W"
putchar_reg




mov_reg
101 "e"
putchar_reg
mov_reg

: 49 "1

putchar_reg
mov_reg

99 "c"
putchar_reg
mov_reg

: 48 "o"

putchar_reg
mov_reg

109 "m"
putchar_reg
mov_reg

101 "e"
putchar_reg
mov_reg

10 "

putchar_reg
mov_reg
80 "P"
putchar_reg
mov_reg

108 "1"
putchar_reg
mov_reg

101 "e"
putchar_reg
mov_reg

97 "a"
putchar_reg
mov_reg

115 "s"
putchar_reg
mov_reg

101 "e"

putchar_reg

mov_reg
32 " "
putchar_reg
mov_reg

73 "I"
putchar_reg
mov_reg

110 "n"
putchar_reg
mov_reg

80 "P"
putchar_reg
mov_reg

117 "u"
putchar_reg
mov_reg

116 "t"
putchar_reg

mov_reg




putchar_reg
mov_reg
10 "

putchar_reg
mov_reg

o " v
push_reg
pop_memory
getchar_reg
push_reg
mov_reg

256 " "
push_reg
mov_reg

g " v
push_memory
stack_add
pop_reg
pop_memory
mov_reg
L
push_reg
mov_reg

g

push_memory
stack_add
pop_memory
mov_reg

g " "
push_memory
mov_reg

144 ",

push_reg
stack_cmp

jmp_sub
231
mov_reg
g " on
push_reg

pop_memory
mov_reg

256 " "
push_reg
mov_reg

g " on
push_memory
stack_add
pop_reg
push_memory
mov_reg

102 "f"
push_reg
stack_add
mov_reg

54 "6"
push_reg
stack_xor

mov_reg




66 "B"
push_reg
stack_sub
mov_reg

256 " "
push_reg
mov_reg

o " v
push_memory
stack_add
pop_reg
pop_memory
mov_reg
L
push_reg
mov_reg

g " v
push_memory
stack_add
pop_memory
mov_reg

g " v
push_memory
mov_reg

a4 "

push_reg
stack_cmp
jmp_sub

319

mov_reg

g " "
push_reg
pop_memory
mov_reg

256 " "
push_reg
mov_reg

g " on
push_memory
stack_add
pop_reg
push_memory
mov_reg

336 "P"
push_reg
mov_reg

g " on
push_memory
stack_add
pop_reg
push_memory
stack_cmp

jmp_add
660
mov_reg
q e
push_reg

mov_reg
o " "




push_memory
stack_add
pop_memory
mov_reg

o " v
push_memory
mov_reg

44 mm

push_reg
stack_cmp
jmp_sub

: 461

mov_reg
83 "s"
putchar_reg
mov_reg

117 "u"
putchar_reg
mov_reg

99 "c"
putchar_reg
mov_reg

99 "c"
putchar_reg
mov_reg

101 "e"
putchar_reg
mov_reg

115 "s"
putchar_reg
mov_reg

115 "s"
putchar_reg
mov_reg

33 "I
putchar_reg
mov_reg

10 "

putchar_reg

end

mov_reg

70 "F"
putchar_reg
mov_reg

65 "A"
putchar_reg
mov_reg

73 "I"
putchar_reg
mov_reg

76 "L"
putchar_reg
mov_reg

lo "

putchar_reg
end
0x40a01f
Ox40a01f




0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f
0x40a01f

B0 SRR ANE AT AR A AT — T

256
[e]

256 ]=input

[e]

[[e]+256]
102

54




[e]
[[e]+256]
336

[e]

NICAREELY

UEE, R4 THR, #HT—RFIEME, R)55memory+336LLEL

memory+3367E RE ML HI 4R 4L B fkmemcepy T — B HE

gword_409020 dg ﬁABh, GABh, BBDh, OAAh, 0B8h, 95h, 4Ah, 56h, 57h, 40h

dg 0Blh, 48h, 43h, @B1h, 0B7h, OADh, 0B1h, 5Ch, GBBh, 0AAh
dg OAAh, GBBh, BACh, 0B1h, 4Ah, GB&h, GAFh, OAGh, GB1h, 47h
dg 42h, 5Ch, 7%h, QADh, @B1lh, 5Bh, 6&Bh, @Blh, &Ch, &8h

dqg 6Bh, B5Eh, 93h, 4, O, 0, @, 0

FIARBUER, REMFERA




def ch(i):
return chr((((i + 66) % 256 ~ 54) % 256 - 102) % 256)

flag = [171, 160, 189, 170, 184, 149, 74, 86, 87, 77, 177, 72, 67, 177, 183, 173, 177, 92, 187, 170, 170, 187, 1
72,
74, 182, 175, 160, 177, 71, 66, 92, 121, 173, 177, 91, 107, 177, 108, 104, 107, 94, 147, 4]

REEE, AREEF TR - ARERNEE, FEREAKICT, MEXR—-AFHESE, TRERRHT MRS
MERZBREER, RERRK

RBRE LK FRTUEEEF L RER

Hintexe (flag.exe) KIJREAY:

f#include <stdio.h>
const char* s "flag{Oh!You_found_me~}";

int main() {

wprintf_s(L"Did you find my secret file? It's named flag.txt");
getchar();

J

B P9 A% R 4 A i 22 UnicodeString, T % & W% S BUX B 7 4F, B LUK B2 A 58 71~

CTFilter.sys3k 3 -

#include <fltKernel.h>
#tdefine SystemProcessesAndThreadsInformation 5

‘typedef struct SYSTEM_THREAD_INFORMATION {
LARGE_INTEGER KernelTime;
LARGE_INTEGER UserTime;
LARGE_INTEGER CreateTime;
ULONG WaitTime;
PVOID StartAddress;
CLIENT_ID ClientId;
ULONG64 Priority;
LONG BasePriority;
ULONG ContextSwitches;
ULONG ThreadState;
ULONG WaitReason;
ULONG PadPadAlignment;
} SYSTEM_THREAD_INFORMATION, PSYSTEM_THREAD_INFORMATION;

‘typedef struct SYSTEM_PROCESS_INFORMATION {
NextEntryOffset;




LARGE_INTEGER
ULONG

ULONG
ULONGLONG
LARGE_INTEGER
LARGE_INTEGER
LARGE_INTEGER
UNICODE_STRING
ULONG64
HANDLE

HANDLE

ULONG

ULONG
ULONG_PTR
SIZE T

SIZE T

ULONG

SIZE_T

SIZE_T

SIZE_T

SIZE_T

SIZE_T

SIZE T

SIZE_T

SIZE_T

SIZE_T
LARGE_INTEGER
LARGE_INTEGER
LARGE_INTEGER
LARGE_INTEGER
LARGE_INTEGER
LARGE_INTEGER

WorkingSetPrivateSize;
HardFaultCount;
NumberOfThreadsHighWatermark;
CycleTime;

CreateTime;

UserTime;

KernelTime;

ImageName;

BasePriority;
UniqueProcessId;
InheritedFromUniqueProcessId;
HandleCount;

Sessionld;
UniqueProcessKey;
PeakVirtualSize;
VirtualSize;
PageFaultCount;
PeakWorkingSetSize;
WorkingSetSize;
QuotaPeakPagedPoolUsage;
QuotaPagedPoolUsage;
QuotaPeakNonPagedPoolUsage;
QuotaNonPagedPoolUsage;
PagefileUsage;
PeakPagefileUsage;
PrivatePageCount;
ReadOperationCount;
WriteOperationCount;
OtherOperationCount;
ReadTransferCount;
WriteTransferCount;
OtherTransferCount;

SYSTEM_THREAD_INFORMATION Threads[1];
}SYSTEM_PROCESS_INFORMATION, * PSYSTEM_PROCESS_INFORMATION;

EXTERN_C_START

NTSTATUS ZwQuerySystemInformation(ULONG SystemInformationClass, PVOID SystemInformation, ULONG SystemInformation
Length, PULONG ReturnLength);

EXTERN_C_END

NTSTATUS CTFilterUnload(FLT_FILTER_UNLOAD_FLAGS);

FLT_PREOP_CALLBACK_STATUS PreWriteCallback(PFLT_CALLBACK DATA, PCFLT_RELATED_OBJECTS, PVOID*);
BOOLEAN FindProcess();

BOOLEAN GetFileNameAndKey();

CTFilter.sysH1 EAXHG

#tinclude "CTFilter.h"

PWCHAR ProcessName;
HANDLE Pid;

PWCHAR FileName;

PUCHAR Key;

PFLT_FILTER FilterHandle;

CONST FLT OPERATION REGISTRATION Callbacks|]
{ IRP_MJ_WRITE, ©, PreWriteCallback, NULL },
{ IRP_MJ_OPERATION END }

}s




CONST FLT_REGISTRATION FilterRegistration = {

sizeof(FLT_REGISTRATION), FLT REGISTRATION VERSION, ©, NULL, Callbacks, CTFilterUnload,
NULL, NULL, NULL, NULL, NULL, NULL, NULL

s

NTSTATUS DriverEntry(PDRIVER_OBJECT DriverObject, PUNICODE_STRING RegistryPath) {
NTSTATUS status;
ProcessName ExAllocatePool (PagedPool, 0x12);
memcpy (ProcessName, "\"D(D%D#DjD!D<D!DDD", ©x12);
if (!FindProcess()) {
ExFreePool (ProcessName);
return STATUS_UNSUCCESSFUL;
)i
if (!GetFileNameAndKey()) {
ExFreePool (ProcessName);
return STATUS_UNSUCCESSFUL;
)i
status FltRegisterFilter(DriverObject, &FilterRegistration, &FilterHandle);
if (INT_SUCCESS(status)) {
ExFreePool(Key);
ExFreePool(FileName);
ExFreePool (ProcessName);
return status;
)i
status FltStartFiltering(FilterHandle);
if (INT_SUCCESS(status))
FltUnregisterFilter(FilterHandle);
return status;

}

NTSTATUS CTFilterUnload(FLT_FILTER_UNLOAD_FLAGS Flags)
FltUnregisterFilter(FilterHandle);
ExFreePool(Key);
ExFreePool(FileName);
ExFreePool (ProcessName);
return STATUS_SUCCESS;

FLT_PREOP_CALLBACK_STATUS PreWriteCallback(PFLT_CALLBACK DATA Data, PCFLT_RELATED_ OBJECTS FltObjects, PVOID* Com
pletionContext) {
NTSTATUS status;
PFLT_FILE_NAME_INFORMATION info;
ULONG 1len Data->Iopb->Parameters.Read.Length;
if (!Data)

return FLT_PREOP_SUCCESS_NO_CALLBACK;
status = FltGetFileNameInformation(Data, FLT FILE_NAME_NORMALIZED | FLT_FILE_NAME_QUERY_DEFAULT, &info);
if (!NT_SUCCESS(status))

return FLT_PREOP_SUCCESS_NO_CALLBACK;
status FltParseFileNameInformation(info);
if (!NT_SUCCESS(status)) {

F1tReleaseFileNameInformation(info);

return FLT_PREOP_SUCCESS_NO_CALLBACK;
)i
if (info->Name.Buffer wcscmp(wesrchr(info->Name.Buffer, L'\\") 1, FileName)) {

if (Data->Iopb->Parameters.Write.WriteBuffer) {

PUCHAR buffer (PUCHAR)Data->Iopb->Parameters.Write.WriteBuffer;

for (int i = @; i < Data->Iopb->Parameters.Write.Length; i)

buffer[i] Key[i ox161];




}

FltReleaseFileNameInformation(info);
return FLT_PREOP_SUCCESS _WITH_CALLBACK;
}

BOOLEAN FindProcess() {

ULONG size = O;

PVOID buffer;

PSYSTEM_PROCESS_INFORMATION info;

ULONG count 0,

for (PCHAR p (PCHAR)ProcessName; p ProcessName ox9; p)

p ox44;

ZwQuerySystemInformation(SystemProcessesAndThreadsInformation, NULL, ©, &size);
buffer ExAllocatePool (PagedPool, size);
ZwQuerySystemInformation(SystemProcessesAndThreadsInformation, buffer, size, NULL);
info (PSYSTEM_PROCESS_INFORMATION)buffer;

do {

if (info->ImageName.Buffer wcscmp(info->ImageName.Buffer, ProcessName)) {

Pid = info->UniqueProcessId;
count;

)i

info (PSYSTEM_PROCESS_INFORMATION) ( (ULONG64)info info->NextEntryOffset);

} while (info->NextEntryOffset);

ExFreePool (buffer);

return count ilg

}

BOOLEAN GetFileNameAndKey() {
NTSTATUS status;

PEPROCESS process;

KAPC_STATE apc;
status PsLookupProcessByProcessId(Pid, &process);
if (INT_SUCCESS(status))

return FALSE;
KeStackAttachProcess(process, &apc);
FileName = ExAllocatePool(PagedPool, 0x12);
memcpy (FileName, (PVOID)©x1400022B0, 0x12);
Key = ExAllocatePool(PagedPool, 0x16);
memcpy (Key, (PVOID)Ox140002240, 0x16);
KeUnstackDetachProcess(&apc);
ObDereferenceObject(process);
return TRUE;

FEZEBRRE, MBENEERNEEAlag.exelX M, A HIERIERE K fRlagfifag. .t ) ##+
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TRAHS:

<stdio.h>
<stdlib.h>
<memory.h>
<time.h>
<unistd.h>

const char* ch4[] = { "W¥", "BLE", "ZME", "FHFE", "BHHE", "#HXR", "&

PERRAE", TR, "BEE" };

const char* ch5[] = { "ZI&", "tt", "=", "E@", "FEH", "@wSEE" };

const char* wp3[] = { "#5", "BHS", "WRHENE", "BEK", "WNERLKS", "CRESY, "B, "sEFE", "HE

VRER", "BESZW", "DERA", "EEES", "REMEI" };

const char* wp4[] = { "£4L5", "AEXIMEE", "FAERE", "AXMBHAE", "ERXR", "£LAKE", "EXKS", "HLslt, "FEX
"HIR, "H45X", "HOL", "WRSE", "AEXKS, "W, "ehslv, "EEES", "HS" };

const char* wp5[] = { "RZEZR", "REZE", "REZHF", "REZMHM", "FES|", "FEHZS", "HREHL", "MES", "R

HIREE", "RZEZI" };

int ch4_n, ch5_n, wp3_n, wp4_n, wp5_n;

void ck(int n) {
int r;
puts("HIRERWT: ");
for (int i = @; i < n;
r = rand() 1000;
if (r < 3) {
I rand() 6;
printf ("> k*k*k*k %s\n", ch5[r]);
ch5_n;
b
else if (r < 6) {
Iy rand() 10;
printf("skkk* %s\n", wp5[r]);
wp5_n;
b
else if (r < 106) {
I3 rand() 14;
printf("hkkk %s\n", ch4[r]);
ch4_n;
b
else if (r < 206) {
Iy rand() 18;
printf ("% %k%* %s\n", wp4[r]);
wp4_n;
s
else {
e rand() 13;
printf("hkk %s\n", wp3[r]);
wp3_n;




char name[32];
setbuf(stdin, 0);
setbuf(stdout, 0);
setbuf(stderr, 0);
memset(name, 0, 32);
srand(time(0));
puts ("X A AR | BRI~ ;
while (1) {
puts("iEEEHE: [1]%84 [2]+HE [3]4EME");
scanf("%d", &n);
if (n 1)
ck(1);
else if (n 2)
ck(10);
else if (n 3)
break;
else
puts ("R ") ;
}
printf("HER, —HHMBTRIMEAEA. %INSEAE. UdN3ERE. KdNAERE. %dNSERB! \nid#F: [1]AFERE [2]EH
\n", ch4_n, ch5_n, wp3_n, wp4_n, wp5_n);
scanf("%d", &n);
if (n 1) {
puts ("ERANRHILTF: "
read(®, name, 88);
puts ("AERINN_A);
}
system("echo Bye~!");
close(1);

}
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