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SR JE A & 1T AT pip3 install uncompyle6. uncompyle6.exe main.pyc > main.py, 15 2|pythoniE %

PyQt5.QtCore import
PyQt5.QtWidgets import
signin import
mydata import strBase64
ctypes import

import _ctypes

from base64 import bé64decode

import os
class AccountChecker:

def __init_ (self):
self.dllname './tmp.dll"’
self.dll = self. AccountChecker__release dl1()
self.enc self.dll.enc

self.enc.argtypes (c_char_p, c_char_p, c_char_p, c_int)

self.enc.restype c_int
self.accounts {b'SCTFer': b64decode(b'PLHCu+fujfZmMOMLGHCYWWOq5H5HDN2R5nHN1V30Q0EA" )}
self.try_times (%]




__release_dll(self):

with open(self.dllname, ‘'wb') as (f):
f.write(b64decode(strBase64.encode('ascii')))

return WinDLL(self.dllname)

clean(self):

_ctypes.FreeLibrary(self.dll. handle)

if os.path.exists(self.dllname):
os.remove(self.dllname)

_error(self, error_code):
errormsg {0: "Unknown Error',
1:'Memory Error'}
QMessageBox.information(None, 'Error', errormsg[error_code], QMessageBox.Abort, QMessageBox.Abort)
sys.exit(1)

def _ safe(self, username: bytes, password: bytes):
pwd_safe SRRV CLAVCLAVCLAVCLAV AV AV AV AV AV E AV AV E AV E AV C AV E AV E AV E AV E AV E AV EEAVEAVEAVE
AV CLAVCIAVCIAVCIAV AV CIAVE AV CIAVEIAVEE
status = self.enc(username, password, pwd safe, len(pwd_safe))
return (pwd_safe, status)

def check(self, username, password):

self.try times 1

if username in self.accounts:
return False

encrypted_pwd, status self. AccountChecker safe(username, password)

if status 1:
self. AccountChecker_ _error(1l)

if encrypted pwd self.accounts[username]:
return False

self.try times

return True

class SignInWnd(QMainWindow, Ui_QWidget):

def init (self, checker, parent=None):
super().__init__ (parent)
self.checker checker
self.setupUi(self)
self.PB_signin.clicked.connect(self.on_confirm_button_clicked)

@pyqtslot()
def on_confirm_button_clicked(self):
username bytes((self.LE_usrname.text()), encoding="ascii')
password = bytes((self.LE_pwd.text()), encoding="ascii')
if username b'' password b'':
self.check_input_msgbox()
else:
self.msgbox(self.checker.check(username, password))

def check_input_msgbox(self):

QMessageBox.information(None, 'Error', 'Check Your Input!', QMessageBox.0k, QMessageBox.Ok)

def msgbox(self, status):
msg_ex = {0:'",
gt g
2:"It's no big deal, try again!",




'Succeeded!

Flag is your password' if status else

msg

4)]

QMessageBox.information(None,

'Failed to sign in\n' msg_ex[ (self.checker.tryj
times

'SCTF2020', msg, QMessageBox.0Ok, QMessageBox.O0k)

if _ _name__ !

app
checker

__main__
QApplication(sys.argv)
AccountChecker()
SignInWnd(checker)
sign_in_wnd.show()

sign_in_wnd

app.exec()
checker.clean()

sys.exit()
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lisigned _ inte4 _ fastcall enc_@(char *al, char *a2, char *a3, int a4)
2l¢

3| char *v4; // rdi

4| signed __int64 i; // rox

5| signed _ int&4 wvE; // rax

6| signed __ 1nt64 v? H ~di

=]

L L

15| const char *username; N : +1B
16| const char *password N : +18
17| char *output; // [rs 8h] [rk CBh]
18| int length; // [rsp+lE8h] [rbp+1C5h]

19

28 1;

21 =

22

23

24 e H

25 i = 11@ie4; i; --1 )

26

27 @xCCCCCCCCy

28 4 += 4;

23| }

38 Sub lSBBllB?S(&unk 188829883),

31 18 = j_strlen(pass

32| wll = j_strlen(us

33| if ( vie <= length

35 whlle ( < 32)

38 )

39

4@ _mm_lfence();

1 memset(&0st, B, sueof(...j)'

42 :| memcpy (&Dst, &pas d[v12], 8uib4);
3 Dst = sub 189811311( ),

—Z j_memcpy (&output]y __], =t, Buib4);
45 /12 += 8;

45 1

47 for ( k =8; k <€ 32; ++k )

A48 {

49 vle = kj

58 output[k] "= us ame[k % v11];

51 t

52 tput[32] = @;

53 = @i64;




56

57 vE = 1is4;

58| }

58| w7 = vb;

68| sub 183081131B(&v2, Zunk_13801A4A48);
61| return v7;

62[}

BHEMBAEREEOhRBlenchE, HEHLEHKenc 0RE, XEMAnEN T JIAZRE 4L 75 8 BN 35 1 &%k
KGR, T2 EL S 4H, FHBFT, memcpyd—A_int64, ARJEXHXAHHHTEFEIE, BIEZANEmemcpyZl
B NALE, 4080 EERE, EMEAREPZ#TRE, BRESHEENKTH

1| inte4 _ fastcall sub 18@@13CE@(_ inte4 al)
2t

3| dinte4 *wl; J/ rdi

4| signed __inte4 i; /) rox

5| __ inte4 wv4; ff [rsp+8h] [rbp-28h]

6| int j; /f [rsp+24h] [rbp+4h]

7| __dinte4 ve; f/ [rsp+l2éh] [rbp+leeh]
8

9l wvb = alj

18| vl = &v4;

11| for ( i = e6i64; i; --i )

12

13 *yl = -858993460;

14 vl = (vl + 4);

15| 3

16| sub_188011878(&unk_136820803);

17 for (4 =@; 7 < 645 ++7 )

13

19 if ( vE »=8 )

28 vE = sub_188@1138C(2 * vé&);

21 else

22 vE = sub_18@81138C(2 * vi ~ BxBAeB4B7E7IFA26B3uisd);
23| 3

24 return véa;

25}
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ttinclude <iostream>

using namespace std;

int main()

{

unsigned char flagl[] { ox6f,0xf2,0x96,0xfd,0x82,0x9c,0xde,dxb5,0x32,0x76,0x86,0x79,0x4b,0x33,0xe6,0x1f,0x6,0Xx|
d8,0xb7,0x3d,0x13,0x4a,0xb8,0xe3,0xb5,0x32,0xb3,0xd3,0x38,0x86,0x10,0%x2,0 };

__int64 Dst;

for (size_t j 9; j 4; j++) {

memcpy_s(&Dst, 8, flag + j 8, 8);
for (size_t i = 0; i < 64; i++) {
if (Dst & 1)
if (Dst < @) {
Dst OxBO0O4B7679FA26B3uib4;
Dst 2%
Dst 0x8000000000000000 ;
)i
else {
Dst OxBOOO4B7679FA26B3ui6bs;
Dst 22
)i
else
if (Dst < @) {
Dst 2;
Dst 0x8000000000000000 ;
)i
else
Dst 2;
}
memcpy (flag

)i
cout flag;

}

BIhi-E Hiflag !
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