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Franklin-Reiter attack against RSA.

# If two messages differ only by a known fixed difference between the two messages

# and are RSA encrypted under the same RSA modulus N

# then it is possible to recover both of them.

# Inputs are modulus, known difference, ciphertext 1, ciphertext2.

# Ciphertext 1 corresponds to smaller of the two plaintexts. (The one without the fixed difference added to
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franklinReiter(n,e,r,cl,c2):

R.<X> = Zmod(n)[]

fl = X%e - cl

f2 (X + r)re - c2

# coefficient © = -m, which is what we wanted!

return Integer(n-(compositeModulusGCD(f1,f2)).coefficients()[0])

GCD is not implemented for rings over composite modulus in Sage
so we do our own implementation. Its the exact same as standard GCD, but with
the polynomials monic representation
compositeModulusGCD(a, b):
if(b == 0):
return a.monic()
else:
return compositeModulusGCD(b, a % b)

CoppersmithShortPadAttack(e,n,C1,C2,eps=1/30):
Coppersmith's Shortpad attack!
Figured out from: https://en.wikipedia.org/wiki/Coppersmith's_attack#Coppersmith.E2.80.99s_short-pad_at
import binascii
P.<x,y> = PolynomialRing(ZZ)
ZmodN = Zmod(n)
gl = x"e - C1
g2 = (x+y)~e - C2
res = gl.resultant(g2)
P.<y> = PolynomialRing(ZmodN)
# Convert Multivariate Polynomial Ring to Univariate Polynomial Ring
rres = 0
for i in range(len(res.coefficients())):
rres += res.coefficients()[i]*(y~(res.exponents()[i][1]))

diff = rres.small_roots(epsilon=eps)

recoveredMl = franklinReiter(n,e,diff[0],C1,C2)

print(recoveredMl1)

print("Message is the following hex, but potentially missing some zeroes in the binary from the right e
print(hex(recoveredMl))



print("Message is one of:")
for i in range(8):
msg = hex(Integer(recoveredMl*pow(2,1i)))
if(len(msg)%2 == 1):
msg = '0' + msg
if(msg[:2]=="0Xx"):
msg = msg[:2]
print(binascii.unhexlify(msg))

def testCoppersmithShortPadAttack(eps=1/25):
from Crypto.PublicKey import RSA
import random
import math
import binascii
M = "flag{This_Msg Is 2 1337}"
M = int(binascii.hexlify(M),16)
e =3
nBitSize = 8192
key = RSA.generate(nBitSize)

#Give a bit of room, otherwhise the epsilon has to be tiny, and small roots will take forever
m = int(math.floor(nBitSize/(e*e))) - 400

assert (m < nBitSize - len(bin(M)[2:]))

ri
r2 = random.randint(rl,pow(2,m))
M1 = pow(2,m)*M + ril

M2 = pow(2,m)*M + r2

C1l = Integer(pow(M1,e,key.n))

random.randint(1,pow(2,m))

C2 = Integer(pow(M2,e,key.n))
CoppersmithShortPadAttack(e,key.n,C1,C2,eps)

def testFranklinReiter():

p = random_prime(2°512)

g = random_prime(27512)

n=p*q# 1024-bit modulus

e =11

m = randint(@, n) # some message we want to recover

randint(@, n) # random padding

cl = pow(m + @, e, n)

c2 = pow(m + r, e, n)

print(m)

recoveredM = franklinReiter(n,e,r,cl,c2)

print(recoveredM)

assert recoveredM==m

print("They are equall!")

return True
e=7
Nn=919952729271050811226591920110560204683055707485558496503099668872368713181568553186665404616696692478667
€1=10186066785511829759164194803209819172224966119227668638413350199662683285189286077736537161204019147791
€2=46182103994299145562022812023438495797686077104477472631494150222038404419414100727667171290098624214113
CoppersmithShortPadAttack(e,n,cl,c2,1 / 8Q)#BRERXNMSHERER R
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p=917721542229738182596747105398145057167224010912215068039847944533631426506133743826792253108992470761890

FH R g=n//p

q=100243122443861526304438928321116873147014244638154659769849204101122168716564932345074157785644256025701
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from Crypto.Util.number import *

from sympy import nextprime

import gmpy2
n=919952729271050811226591920110560204683055707485558496503099668872368713181568553186665404616696692478667
m=0x277catad56bebadf916b725a92128868138cb99a2d457a0d9ea6212bec789d6e87a1152278c5fd21df5f57b2a7¢c8247aee8709a
e=71
c=785437672858723490290760590734583160008473417920888052581730419424256872393132152766701069263203597779626

p=917721542229738182596747105398145057167224010912215068039847944533631426506133743826792253108992470761890
q=100243122443861526304438928321116873147014244638154659769849204101122168716564932345074157785644256025701

d = gmpy2.invert(e, (p-1)*(g-1))
print(long_to_bytes(gmpy2.powmod(c,d,n)))

#i217/38flag: Neepu{Have-a-g@od-day12138}

2. E A AN



HEXANEH TE=Ahint, XA FFIEREM T XK.
REZEARFEB T, REgrFidisidiE

BESNE-HRRCEEAEN -8, XERAFEENER, BAE-—NM40SHEREANEANST
#, BIEPAERREE - EFE--141, e TR lagh TKE, FFEflagh i ik &M BN %
#1141,

TH—ERES THMRZE, RNERNZZERTIH:

RIEB <= =

BV RSAEATRIFES, SN0 S BB AT SN R M R

TR L2

GHMLEGSNILS TR AHIN2 B 36T FRIRIEHHTRE | A2 MRS HERR
BUAEE, #05-21,§019-1 , ATMRSHEAE “dijun ( B ) " MNAE,

=3 Bl 12 3 405 o 7 B 910 11 12131415
ﬂE | b g q 4 t zh r sh m ¥y chax d zh ¥ j Zh
Wik SsE, .F.Fﬂ"-‘i‘*[]H*T '!h"‘tiﬂ TEsS8aH

N2 12 3 4 5 6 7 B 910 111213 1415 16 171819

un uva lang iv an ai ilain wane v In e U eng uang u

B8 o6, BLi . BERBASK, BY % WHRE

222 23 M4 3B 2.5 27 28 29 30 31 32 33 34 3536

I ang lao wo | I I eng uiu lan | & al & ouw

Z W i'ﬁ.t.i“!#:‘;.:"ida#i!y]} , BT EE Ef‘

HRIXEAY T HE R P XEFitlagh EHE, XEERAHE, #T7ERRUIG, #3)—%EZENGEIT
1&

Despot

EFSSNESTHIEFNRS, wy-rs@E~E, yEE, (Rehesiiht, 1, 2, 3, 4
SRIRIRCER—A A=A SR, X = ERIAE T — e UEIHE, BT T

F0F £ — A% 3 BB AR G 1R R 4R 2 T A IR B )
WAL HIHE, BLANMMIE: <chiK8, anift10, uit12
BE 2T &JEKflag

Neepu{141181832310414124141}






	【Neepuctf】Crypto部分writeup

