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Snow web-page encryption/decryption (misty.com)
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As of 16 June 2013, SNOW is available under an Apache 2.0 licece. The usual conditions apply, but if you
to hear about it.

Recent changes

Prior to 22 November 1998 the DOS version, contained in snowdos.zip, had a bug affecting encryption.
could not be decrypted by the other versions, and vice versa. The bug was caused by bit-shifting of 16-

The source version, when compiled under Unix, also had a bug where it could not read data concealed |
character appended by DOS. This has also been fixed as of 22 November 1998.

* Documentation
o How it works
o Manual page
o About the logo
Download source
o snow-20130616.targz (16210 bytes)

o snow.zip (22071 bytes)
Download DOS/Windows executable /
o 16-bit executable snwdos16.zip (27001 bytes)

o 32-bit executable snwdos32.zip (30961 bytes)

* Download Java 1.1 version

o Java source jsnow.zip (10691 bytes)

o Java classes jsnow.jar (24039 bytes)
Java 1.1 applet

o Download source, classes, and doco jsnowapp.zip (35117 bytes)

o Run the applet (Note - needs Java 1.1 browser)
Examples

o Dr Rick Perry's interactive CGI script for concealing/extracting messages in HTML pages.
About the author
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https://www.darkside.com.au/snow/
https://fog.misty.com/perry/ccs/snow/snow/snow.html
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Options (&)

C
WRFER, WEZEEE, BE IR, WSRES.

Q

BERNA. WRARE, WEFRERIHER, FlmESE 2 LT AEEZRKEE.
S

W& XA PR B RE O M E. FREKE, HZARLhEmR.

-p passvord

SR BBk, TR R 1A A5 L A i B s, B AR HUY R R

-l line-length

FEMINEHERT, Snowkh & =AW EEKIZ % . BRAERT, ER’ENS0.

-f message-file

SR ST ) A R R GERAE N SCAR S e

-m message-string

P77 5 B AR B R A SCAR SR R . EER, BRIEETRE PRS- NRATR, BUWERRER, SRS
ITEIHATHE o
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AR fir &K RO frinfile IVH 2“1 am lying”™s, 48, {8 F 2585 ‘Hello World™ N o A8 BRI SCA K AR 7E SRS
snow -C -m "I am lying" -p "hello world" infile outfile

ERIEE, mAKR

snow -C -p "hello world" outfile

HER, ERHHEBASBEHRTHEL

AT IR AR, A0 SE I b S IR 5 A A R R () (Y SCA, BT DA A 728 AN AR KR

snow -C -1 72 -m "I am lying" infile outfile

AT LA P -s 36 0 5E SCAF B AU A 8

snow -S -1 72 infile
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snow.exe -C -m "flag" -p "123456" test.html
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Welcome Welcome
"; echo "Your Login name:'. $row['username’]; echo " "; echo "Your Login name:". $row['username’]; echo "

"; echo 'Your Password:' .$row['password']; echo ”",' } else { echo "; ", echo "Your Password:" .$row['password’]; echo "",‘ } else { echo ”;
print_r(mysql_error()); echo "*; } } else { echo "Please print_r(mysql_error()); echo "*; } } else { echo "Please
input the ID as parameter with numeric value®;} 7> input the ID as parameter with numeric value®;} ?>
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4 Compare X

Compare Files
File A: |\BaiduNetdiskDownload\snwdos32\index.html v | B

File B: | D:\BaiduNetdiskDo

Comparison Type Options

® Binary | Match Case

Byte by Byte (Simple) Enable Synchronized Scrolling

Advanced Options
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File Edit Search View Format Scripts Templates Debug Tools Window Help
s EfddeFd YhRhEDE SEB5 53 ST Bl EFf on

olor= "#FFFF00">
‘s ...print_r(mys
ql_error());...e
cho "</font>";
L..boboolelse {
echo "Please in
put the ID as pa
rameter with num
eric value";}...
.?>..</font> </d
iv></br></br></b
r><center>..<img
src="../images/
Less-1.jpg" /></
center>..</body>
. .</html>

olor= "#FFFF00">
‘. ...print_r(mys
ql_error());...e
cho "</font>";
...}..}...else {
echo "Please in
put the ID as pa
rameter with num
eric value";}...
.?7>. . </font> </d
iv></br></br></b
r><center>..<img
src="../images/
Less-1.jpg" /></
center>. .</body>

D:\BaiduNetdiskDownload\snwdos32\index.html
Result Address A i Address B Size B
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File Edit Search View Format Scripts Templates Debug Tools Window Help

R v Efgmgdg YhELe 22> S8 =

76 69 74 79

22 53 45 4C "SELECT * FROM u
73 65 72 73 sers WHERE id='$%
69 64 27 20 id' LIMIT 0,1";.
0A 24 72 65 .$result=mysql_q
75 65 72 79 uery($sql);..$ro
77 20 3D 20 w = mysql_fetch_
61 72 72 61 array($result);.
0A 0D 0A 09 co. if(Srow).. . {
0D 0A 20 20 .. .echo "<font
20 73 69 7A size='5" color=
20 27 23 39 '#99FF00'="; .
20 09 65 63 .echo 'Your Log
69 6E 20 6E in name:'. $row[
27 75 73 65 ‘username’]; ..
09 65 63 68 .echo "<br=";..

test.html x

wER




Dh: 73 65 7320 sers WHERE id='$

h: 69 64 20 4C id' LIMIT 0,1";.

h: 0A 24 6573 .$result=mysql_g

h: 75 65 79 28 uery($sql);..%ro

3BOh: 77 20 20 6D w = mysql_fetch_

“0h: 61 72 6179 array($result);.

Oh: OA 0D 09|69 oo if($row). . {

Oh: 0D DA 20 09 .. .echo "<font

Dh: 20 73 7A 65 size='5" color=
Dh: 20 27 39|39 "#99FF00'>"; ..

10h: 20 09 63 |68 .echo 'Your Log

h: 69 6E 6E 61 in name:'. $row[
)430h: 27 75 65|72 ‘username’]; ..
0440h: 09 65 68 6F .echo "<br>";..

Find Results
Address Value

Found 99 occurrences of '20'.
20
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File Edit Search View Format Scripts Templates Debug Tools Window Help

R v Efgmgdg YhELe 22> S8 =

S« index.html x

RE B

.echo '"Your Pas
sword: " .$row['p
assword'];.. .e
cho "</font>"; ..

.do..else ...
...echo '<font c
olor= "#FFFF00">
';...print_r(mys
gl _error());...e
cho "</font>";

oot lelse {

echo "Please in

put the ID as pa
rameter with num

eric value™;}...
e

test.html x

Dh: 20 09 .echo 'Your Pas
h: 73 77 sword:" .$row['p
h: 61 73 assword'];.. .e
h: 63 68 cho "</font>"; ..
h: 20 20 .do..else ... {
AOh: 0D DA ...echo '<font c
30h: 6F 6C olor= "#FFFFOO">
COh: 27 3B Y, ...print_r(mys
Dh: 71 6C gl _error());...e
)h: 63 68 cho "</font>";
)h: 0D OA ..o o lelse {
00h: 20 65 echo "Please in
510h: 70 75 put the ID as pa
'0h: 72 61 rameter with num
h: 65 72 eric value™;}...
0540h: 0A 3F Ry s

Find Results
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D:\BaiduNe ¢ \ snwdos32 snow -m "99999999999999999999999999999999” —

ge used approximately 22.07% of available space

D:\BaiduNetdiskDownload\snwdos32>

) CSDN @25 b (i)
B &G T22.07%T )

File Edit Search View Format Scripts Templates Debug Tools Window Help
R Efdaf *REOF AR B8 TR BReL?

SElg«l index.html x

.echo 'Your Log
in name:'. $row[
‘username’]; ..
.echo "<br=>";..

.echo 'Your Pas
sword: " .$row['p
assword'];.. .e
cho "</font>";..

.}...else ...{
...echo '<font c
olor= "#FFFF00">
‘.. ..print_r(mys
gl _error());...e
cho "</font>";

.}..}...else {

echo "Please in

09 63 |68 .echo 'Your Log
h: 69 6E 6E 61 in name: . $row[
h: 27 75 65|72 ‘username’]; ..
h: 09 65 68 6F .echo "<br>";..
h: 20 09 63 |68 .echo 'Your Pas
73 77 72 64 sword:" .$row['p
1: 61 73 77 |6F assword'];.. .e
. 63 68 20 22 cho "</font>"; ..
: 20 20 7D | 0D .}...else ... {
h: OD 0A 65 63 ...echo '<font c
h: 6F 6C 723D olor= "#FFFF00">
h: 27 3B 0A 09 Y ...print_r(mys
)h: 71 6C 65|72 gl error());...e
h: 63 68 20 22 cho "</font>";
h: OD 0OA 7D | 0D ...+..}...else {
65 68 6F echo "Please in

Find Results
Address Value

Found 99 occurrences of '20".
9h 20
20 CSDN @B b (kg )
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Snow web-page encryption/decryption (misty.com)
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Snow web-page encryption/decryption

Also see the applet version jsnowapp which can work with local files instead of URL's.

URLs used below must be direct, i.e. they must not generate a redirect, otherwise it won't work.

Decryption

URL containing concealed message:
http:m fog.misty.com/perry/ccs/snow/snow. html
Password: |

Decrypt

Encryption

URL to conceal message in:
http://
Message to encrypt:

“
Password: | |

Encrypt
After selecting Encrypt, save the resulting page as HTML source (i.e. type "Web Page, HTML only", NOT "Web Page, complete”)
and put it on your web site. You can decrypt the message using the Decryption section above, or using the command-line
version of snow: snow -C -p password filename
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Decryption (f#%)
A ERRE B RURL: ...
Encryption (jn#)
BeiBvE B HURL: ...

EINE I B .
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Encryption

URL to conceal message in:
http:/ﬁ localhost:8080/sqgli-labs-master/test/index.html

Message to encrypt:
dddaadaa



https://fog.misty.com/perry/ccs/snow/snow/snow.html

| p
Password: | 123456 |

| Encrypt |

After selecting Encrypt, save the resulting page as HTML source (i.e. type "Web Page, HTML only", NOT "Web Pag
Decryption section above, or using the command-line version of snow: snow -C -p password filename

BERZNERIER

RTILERENEEERNER A ZE, Bt AJLERNFIER.

JEIZS S e Bl AS S RIRFIEHL: localhost: 8080

< C m A %= | fog.misty.com/cgi/snow

Script Failed

Script failed: host not found: localhost:8080

Hskr ERE S

R BE VT 1]
« - C QO D localhost:8080/sqli-labs-master/test/ ] 0 o € =
O aE D xalssmEs O =R Al RIEPPTENR ... DEW@LB’\F@E

Welcome
" echo 'Your Login name:'. $row['username']; echo "

*: echo "Your Password:' $row['password']; echo *"; } else { echo " printﬁr(mysqlmerror()); echo ""; }}
else { echo "Please input the ID as parameter with numeric value”;} 7>

Vb TATARTa L Talilt' /i ah ogho hnce



BRRMEL, HRERFER T ENRE

Oftih: B—PEAERREEO

HEF
[#ERR] —&8AIIREE, %2 word. B, BIIRE&. SUHESEIE R


https://blog.csdn.net/qq_53079406/article/details/123537834?spm=1001.2014.3001.5501

	【HTML中隐写】Snow免安装、网站版
	Snow
	准备阶段：
	原理：
	使用方法：
	Options（选项）
	Examples（例子）

	使用：
	对比：
	用浏览器打开瞅瞅
	使用工具

	换网站：
	Decryption（解密）
	Encryption（加密）
	让我来浅试一下：
	总结：



