[ FireShell WriteUp] Simple Encryption
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EEER B A ;{_int@- _ fastcall sub_481CA8(signed int al, _ int64 *a2)

=ub_401000 Jinit a 3| __intea vz; // rsi

sub_401018 plt o 4| __int64 v3; // rdx

sub_401020 -plt o 5| __int64 result; // rax

sub_401028 plt o G| unsigned _ int64 v5; // rcx

sub_401030 plt o 7| unsigned _ inte4 we; // rtl

sub_401035 plt o 8| __int16 v7; // [rsp+16h] [rbp-1Ah]

sub_401040 plt il 9| __inte4 vB; // [rsp+l8h] [rbp-18h]

sub_401048 plt i 18| __int64 vo; // [rsp+28h] [rbp-1@h]

=ub_401050 plt o 11| unsigned _ int64 v1@; // [rsp+28h] [rbp-8h]

=ub_401058 plt o 12

sub:tlﬂlﬂﬁﬂ .1p:lt al 13| vle = _ readfsqword(@x28u);

sub_401068 plt o i i:bf“g_lc 32(%5 )

sub_401070 .plt o 18] { B

=ub_401078 .plt a 17 v2 = *a2;

sub_401050 -plt o 18 sub_41089@((unsigned _ int64)"Use: s <input_file> <output_file>\n\n");

sub_401088 -ple o 19| sub_4@FDE@(@xFFEFFEFFLL); - -

sub_401020 cplt o 28| }

sub_401095 plt o 21| v8 = sub_41FC78(=2[1], "r");

sub_401040 plt o 22| wO = sub 41FC78(22[2], "w+");

sub_401043 .plt o 23| while ( (unsigned int)sub_s4leA2e(vi) != -1 )

sub_401080 .plt a 241 {

sub_401083 cplt o 25 LOBYTE(v7) = ~(((unsigned _ int8)v7 >»> 7) | 2 * v7);

sub_4010C0 plt o 26 sub_42183@( (unsigned _ int8)v7, v3);

sub_4010C8 plt o 3; } b a1rcorus. e

b 401000 R o 29 :3b_41F?caE-:-;J "%E"gf

sub_4010F4 . text o = * *

sub_401630 - bat o :E P :a:;li;;. word (8x28u);

=ub_401670 text o i N :

start . text o 33

mullsub_i . text ul} 34 vsY;

sub_401550 - bext o 35| return result;

=ub_401E30 L text a 36}

zub_401EC0 L text o

sub_401C00 . text i}

sub_401C2D

sub_401TC0 . text a

sub_d402 160 . text a

sub_402890 . text i}
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1lint _ cdecl main(int argc, censt char **argv, const char **envp)
2t

3| __dinte4 w3; J/ rdx

4 __int64 va; f/ rcx

5| _ inte4 w5; J/ rdx

6| __int64 ve; S/ rcx

7| int result; // eax

8| const char **v8; // [rsp+éh] [rbp-3eh]

9| _ intle v9; // [rsp+l6h] [rbp-1ah]

18| _QWORD *vi1@; // [rsp+l8h] [rbp-18h]

11| _QWORD *vil; // [rsp+28h] [rbp-18h]

12 unsigned __ inte4 v12; // [rsp+28h] [rbp-8h]
13

14| v8 = argv;

15 12 = readfsgword(@x28u);
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16 welcomqj;

17| if ( argc <=2 )

19 printf({"Use: ¥s <input_file> <output filex\n\n", *argv, argv);
28 exit(-1);

22 wvie = fopen(argv[l], "r");

23| w11l = fopen(argv[2], "wt");

24 while ( get_next_char(vla, "%c", &9, vB) != -1 )
250 {

26 y9 = 2 * yo;

27 LOBYTE(vS) = HIBYTE(vS) | vo;

28 LOBYTE(v3) = ~ud;

29 write_char{v9, v1l, v11l, wv4);

31| close(vie, "¥c", v3, v4);

32 close(vll, "%c", v5, v6);

33| result = @;

34 if ( __readfsqword(@x28u) != v12 )

35 sub_45AF18();

36| return result;
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int main()
i
char flag[140] {0 };

FILE* fflag = fopen("flag.enc", "rb");
fgets(flag, 140, fflag);

for (size t i = 0; flag[i]; i++)

{
L

unsigned char tmp flag[i];
for (short j 9; J 65536; j++)

I
1

if ((unsigned char)j

I
1

cout (char)j;
break;
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