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A RMEHEEMPGEE Bhidsleep() BRI jleBki: BHEBUSFIREMANORBEIITRE TLLE

B A2 5 Sk 27 Rl R £
T =ANjletEsub_400COA()H

E _text:00POOOPOPOAOPEAS loc_ AGOEAS : ; CODE XREF: main+D21j ~|RAX 0000000000000000 ~|SF @
E - text :0000000000400EAS cmp [rbp+var_4], 29 ] \ REX 0000000000080000 ZF e
. |.text:POPOPOPOPBOABOEAS jle short loc_4@@E67 ; & MoeFl29 H3aik L |AF 1
: RCX @0@O7EFE373A83CO & libc
_text :000000000O40PEAB mov edi, @Ah = e | | v|PF @
.text:00000000POL0BEBO call _putchar < > JCF 1
.text:00000000OO4BBEES mov edi, offset alUsername ; "Username 5 Modul es O &
.text:0000000000400EBA mov eax, @ h
_text:P0PDOAPOROABREBF call  printf Patl
.text:0000000000408ECA mov ri T ﬂ Jhone/igigiva/Desktop/dbgsrv/ <55
.text:P0PAOOROLRALBBECS mov rs 4 ﬂ/'_l@b/'x%_ﬁ‘l-_ljmux-gnu/'_li_bc-Z-19-50
_text: 9OPOOABOROAGPECE mov eq | >
_text:000000000040BEDD mov Rl Eahle [0x0 ! v]
_text:P0ANOARALOABREDS call | ok Cancal E _—

main() & $ T
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__inte4 _ fastcall main(__int64 al, char **a2, char **a3)
{

unsigned int v3; // eax

int v4; // eax

int v5; // eax

void *my_mima; // [rsp+8h] [rbp-18h]

unsigned int *my_zhanghao; // [rsp+16h] [rbp-106h]

signed int j; // [rsp+18h] [rbp-8h]

signed int i; // [rsp+1Ch] [rbp-4h]

my_zhanghao = malloc(@x3E8ulLL); #HE SN F B AR A

my_mima = malloc(®x3E8uLL);
v3 = time(OLL);

srand(v3); #srand () FR&Erand () F=AEBEHLEE MEENLER 7, S#seed b

puts(a3im); #HA K HI
puts(a33m); #E AW THE LMK
puts(a32m);

puts(a36m);

puts(a34m);

puts(a35m);

puts(a34m_0);

puts(a36m);

puts(a32m_0);

puts(a33m_0);

puts(a3im_0);

puts("\x1B[@mWelcome to Catalyst systems");
printf("Loading", a2);

fflush(stdout);
for (i =0; i <= 29; ++i ) #XERRER FH3e".
{

v4 = rand();
sleep(v4d % (3 * i + 1));
putchar('.");
fflush(stdout);
¥
putchar(10);
printf("Username: ");
__isoc99_scanf("%s", my_zhanghao); HaNK S
printf("Password: ", my_zhanghao);
__is0c99 scanf("%s", my_mima); HNETD
printf("Logging in", my_mima);
fflush(stdout);
for ((j =0; j<=29; ++j ) #XRER3N" .
{
v5 = rand();
sleep(v5 % (j + 1));
putchar('.');
fflush(stdout);
}
putchar(10); # P EX A RERE B RATK S HAD 8
sub_400C9A(my_zhanghao);
sub_400CDD(my_zhanghao);
sub_4008F7(my_zhanghao);
sub_400977(my_zhanghao, my_mima);
sub_400876(my_zhanghao, my_mima);
return OLL;
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__inte4 __ fastcall sub_400C9A(__int64 al)

{
int my_zhanghao; // [rsp+1Ch] [rbp-4h]

for ( my_zhanghao = ©; my_zhanghao <= 49 && *(my_zhanghao + al); ++my_zhanghao )
g #1X Bfor B3 G RE T ITE Hwp A 518 £ F KRB E M K S R FRBRT 507 MiksoFWitT i

return sub_400C41(my_zhanghao);
}

FREATAR 23 A I

__int6e4 _ fastcall sub_400C41(int i)

{
__int64 result; // rax

if (4% (A> 2)!=1|] 4* (i> 4)==1> 2 || (result = (i >> 3),
{

puts("invalid username or password");

exit(0);
}

return result;

}

for i in range(1,20):
if 4 * (i > 2)==1and 4 * (i > 4) =1 >> 2:
if 1 << 4:
if 1 << 3 1= 0:
print i
#4,8,12
HXERMHR=ME FEwpREFI BEFXANREMHER XAEH5E
#201810263k#MjL AR DT
#1MGURAEERLG, HLHKF4, TRER16HEBELE, iVF/NTF16
#TLRFS, 12/ &
#EAATTPLF XIS T: https://bbs.pediy.com/thread-247423-1.htm#1566256
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signed _ int64 _ fastcall sub_400CDD(unsigned int *my_zhanghao)
{

signed __int64 result; // rax

__int64 v2; // [rsp+16h] [rbp-206h]

__int64 v3; // [rsp+18h] [rbp-18h]

__int64 v4; // [rsp+20h] [rbp-106h]

v4
v3 = my_zhanghao[1];

*my_zhanghao;

v2 = my_zhanghao[2];
if ( v4 - v3 + v2 != 1550207830
|| v3 + 3 * (v2 + v4) != 12465522610LL
|| (result = 3651346623716053780LL, v2 * v3 != 3651346623716053780LL) )

puts("invalid username or password");
exit(0);
}

return result;

RERMBHZZEGF AT KA H

from z3 import *
v4 = Int('v4")
v3 = Int('v3")
v2 = Int('v2")
s = Solver()
s.add(v4 - v3 + v2 == 1550207830)
s.add(v3 + 3 * (v2 + v4) == 12465522610)
s.add(v2 * v3 == 3651346623716053780)
if s.check() != sat:
print 'unsat'

else:

m = s.model()

print m
#s2=[1868915551,1953724780,1635017059]

Fe 7Nt il

s2=[1868915551,1953724780,1635017059]
for i in s2:

print hex(i)
#s3 = [Ox61746163,0x7473796¢C,0x6T65635f ]

FoARNmF FIRBETIRTF &/E1182KScatalyst_ceo

import binascii

from libnum import n2s,s2n

print n2s(0x63617461) + n2s(0x6c797374) + n2s(0x5f63656F)
#catalyst_ceo
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(0X60'0X7A) #Eﬁ—ﬁ\if%M\ﬁ%ll_vu

__inte4 _ fastcall sub_4008F7(__int64 al)
{

__int64 result; // rax

int i; // [rsp+1Ch] [rbp-4h]

for (i =0; ; ++i )
{
result = *(i + al);
if ( !result )

break;
if ( (*(i + al) <= @x60 || *(i + al) > 'z') && *(i + al1) != '_' )
{
puts("invalid username or password");
exit(0);
}
}
return result;

H#Fsub_400977()"E

__inte4 __ fastcall sub_400977(_DWORD *my_zhanghao, _DWORD *my_mima)
{

int v2; // ebx

int v3; // ebx

int v4; // ebx

int v5; // ebx

int v6; // ebx

int v7; // ebx

int v8; // ebx

int v9; // ebx

int v1@; // ebx

int v11; // ebx

unsigned int v12; // ebx

__int64 result; // rax

int i; // [rsp+2Ch] [rbp-14h]

for (i = 0; *(my_mima + i); ++1i ) #FIXASFor B3 F K R e B i 2 i E
{
if ( (*(my_mima + i) <= 96 || *(my_mima + i) > 122)
&& (*(my mima + i) <= 64 || *(my_mima + i) > 90)
&& (*(my mima + i) <= 47 || *(my_mima + i) > 57) )
{
puts("invalid username or password");
exit(0);
}
}
srand(my_zhanghao[1] + *my_zhanghao + my_zhanghao[2]); #srand () FRiEE rand () =4 BB I BEHLE R T
v2 = *my_mima;
if ( v2 - rand() != 1441465642 )
{

puts("invalid username or password");



exit(9);
}
v3 = my_mima[1];
if ( v3 - rand() != 251096121 )

{
puts("invalid username or password");
exit(o);

}

v4 = my_mima[2];

if ( v4 - rand() != -870437532 )

{
puts("invalid username or password");
exit(o);

}

v5 = my_mima[3];

if ( v5 - rand() != -944322827 )

{
puts("invalid username or password");
exit(o);

}

v6 = my_mima[4];

if ( v6 - rand() != 647240698 )

{
puts("invalid username or password");
exit(0);

}

v7 = my_mima[5];

if ( v7 - rand() != 638382323 )

{
puts(“"invalid username or password");
exit(0);

}

v8 = my_mima[6];

if ( v8 - rand() != 282381039 )

{
puts("invalid username or password");
exit(0);

}

v9 = my_mima[7];

if ( v9 - rand() != -966334428 )

{
puts("invalid username or password");
exit(0);

}

v10 = my_mima[8];

if ( v1@ - rand() != -58112612 )

{
puts("invalid username or password");
exit(0);

}

vll = my_mima[9];

vl2 = v11l - rand();

result = v12;

if ( v12 != 605226810 )

{
puts("invalid username or password");
exit(0);

}

return result;
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srand()F >k & Erand()F= £ BEVLEET FIBEVLEFT T, S%iseed B FUREEL, 8% W LAHtime(0)IR E{EEN

seed

BRI R kseed# B BAHRIHIME, rand()r=4: HIBENIEUE 5 R 5 — 1

IABMNTA AT VRS MAE R E T BN S 3ha R ED AT 3R B rand ()7 4= KB

puts(“invalid username or password");
exit(0);
¥

v3d = my_mima[1l];

{

puts("invalid username or password");
exit(0);
¥

vd = my_mimal[2];

{

puts("invalid username or password");
exit(0);

F8:itcall rand Bhhfeax = 0x684749

W Et Arand() = 0x684749

v2 = 0x00684749 + Ox55EB052A

s Lum vievair w |us rseunocone=a el as Legis s
text:0000000000400A62 add  rax, 8 ~|[rax oeeae00pos8a745 |
.text:0000000000400A66 mov eax, [rax] RBX 0000000056534C73
Ao @ e oo RCX 00007FFO6CF100D4 % libc 2.19.s0:_fpu_cont
:text;aaaaaaaaaawmﬁc call sr;nd ? RDX @@0R7FFAECF100C8 % libc 2.19.s0:_ fpu_cont
AT CIIIIA ey e, [ A RSI@AO7FFFD2D3FIEC W [stack]:60007FFFD2DIFOE
.text:0000000000400A75 mov. ebx rax] <
-text: 7fcall — rand | fodules [ FreudocodeB (@
B | text:0000000000400A7C sub _ ebx, eax T s
.text:0000000000400A7E mov eax, ebx b oY -
~text:000000000090AD Crp eax, ;} R
_text:0000000000400A85 jz short Toc_400A98

BEEBBIVI V4.

V2 = 00684749 + 55EBO52A
v3 = 673CE537 + OEF76(C39
v4 = 7B4505E7 + CClE2D64
v5 = 70A0B262 + C7B6C6F5
v6 = 33D5253C + 26941BFA
v7 = 515A7675 + 260CF@OF3
v8 = 596D7D5D + 10DACAEF
v9 = 7CD29049 + C666E824

v10
v1l

= 59E72DB6 + FC89459C
= 4654600D + 2413073A

python®% B o7 17 8 it 2 3 1
HRERENBRMERER THEERDPRF




import binascii

from libnum import n2s,s2n
V2 = 0x00684749 + OX55EBO52A
v3 = Ox673CE537 + OXOEF76C39

v4 = Ox7B4505E7 + OxCC1lE2D64
v5 = Ox70A0B262 + OxC7B6C6F5
v6 = 0x33D5253C + Ox26941BFA
v7 = Ox515A7675 + Ox260CFOF3
v8 = 0x596D7D5D + Ox10D4CAEF
v9 = 0x7CD29049 + OxC666E824

v1e Ox59E72DB6 + OXxFC89459C
v1l 0x4654600D + 0x2413073A
mima = [v2,v3,v4,v5,v6,v7,v8,v9,v10,v1l]

for i in mima:
print hex(i)
'''9x56534c73
0x76345170
0x14763334b
0x138577957
0x5a694136
0x77676768
0x6a42484c
0x14339786d
0x156707352
0x6a676747"' "'
print n2s(@x734c5356)+n2s(8x70513476)+n2s (0x4b336347)+n2s(0x57795738)+n2s (0x3641695a)+n2s (0x68676777)+n2s (0
#sLSVpQAVK3cGWyW86AiZhggwLHBjmx9CRspVGggj

BRI MNRBECREVR BEEALHKKSER W15 2flag

ALEXCTF{1_t41d_yOu_yOu_ar3__gr34t_reverser__s33}

Welcome to Catalyst systems

Loading. .

‘Username: catalyst_ceo

Password: sLSVpQ4vK3cGWyWB86A1ZhggwLHB jmx9CRspVGgg]

Logging in.
your flag is: ALEXCTF{1_t41d yOu_yOu_ar3_ gr34t_ reverser__ s33}
ILooking for GNU DWARF filelat'2"/lib/&k86 64 -Ninux-gnu/Nibe<2 e 5oLl Fa

SHE:
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