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Library function MMl Regular finction Ml Instruction Data Unexplored External symbol
[FlFunctions window o f x DA View—4 [ Pzeudocode—4 B @  Hex View-1 [ Al structures [ 3l Enums B8
Function name Segn 1fint __cdecl main(int argc, const char **argv, const char **envp)
7] _init_proc Linit 2l .
| F| sub_80483B0 .plt 3| int result; // cax
7] _printt _plt 4| int v4; /[ [esp+24h] [ebp-84h]

[f] ___stack_chk_fail .plt 5| dint v5; // [esp+36h] [ebp-78h]
7| _puts .plt 6| char nptr; // [esp+38h] [ebp-78h]
?777gmonistart77 .plt 7| unsigned int v7; // [esp+9Ch] [ebp-Ch]
Ed ___libc_start_main .plt 8
z ___isoc®9_scanf .plt 9| v/ = _ readgsdword(@x14u);
|f] _atei -plt 10| printf("please input the key:");
|f| _start Ltext @ 11| memset(&nptr, 8, 0x64u);
L__do_glohal_dtors_aux . text 12| __isoc99_scanf("%s", &nptr);
et ctext @ 1T IF ( strlen(&pir) 1= 4
L$ maln . ~tex) |l (va = atoi(&nptr), v5 = v4 % 10@ / 1@, v4 % 18 + v5 + v4 / 1000 + v4 % 1000 / 100 != 23)
- it Stext g [1 vs / (va % 10) 1= 2
/] -1ibe_csu fini ctext g || v2 % 1000 7 100 - v5 != -1
L__16E16_get_pc_thunk_bx . text 1 || va [ 1088 % vs 1= 3 )
L __do_global_ctors_aux . text 1 I
L _term_proc . fini 1 puts("wrong!");
Lprintf exte: 2 result - 1_‘ ?
f|__stack_chk_fail exter e T
? puts exte: 2 }
? __libc_start_main exte: 2 else
? __i50c99_scanf exter 2 {
7] atoi ol g puts("correct!");
z __gmon_start__ exter 2 result = 1;
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2 return result;
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Line 13 of 25
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v4 = atoi(&nptr)
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ARIBUT:

from z3 import *
v4d = Int('v4d")

v5 = Int('v5")

s = Solver()
s.add(v4
s.add(v4
s.add(v5
s.add(v4
s
s
s

<= 9999)

.add(v5
.add(v4
.add(v4
if s.check() != sat
print ‘unsat’

else:
m = s.model()
print m
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== v4 % 100 / 10)#v5X100BUR B X 108E M4 HMHA T vAR AL EREF
% 10 + V5 +
/ (v4 % 10)
% 1000 / 100 -
/ 1000 % v5 ==

v4d / 1000 + v4 % 1000 / 100 == 23)#MMi+ i+ B+ T A% F23
2)#HhseE / ML = 2
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[vd = 9663, vG = 6]
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igiqiya@521:~/Desktop$ ./aaa
please input the key:9563
correct!
iqiqiya@521:~/Desktops




	【CTF刷题之旅】XCTF嘉年华体验赛逆向题re1的writeup

