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#1/usr/bin/env python

# -*- coding: utf-8 -*-
import gmpy2

from libnum import n2s, s2n
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1364344744362854466453245309632533244423538397321529685198664897252467080139806066355278301576555901412750048173
4840943982860140825226698285782587617017641082609318072626911388895416390026604815207283861133331278244441933073
76521294377427870384102128500516960684947L, 47691504878760881580922078018339304924104185087667016979442506057345
7337955303727789916282822926201406364332382046051240356500628370366623329015794697920258379859878582272015668034
5481949741468336883744252416349425692863975145641191695837839335637368844322856886906613050961753097516258566929
761607581854452L, 3095993177089566136577366247029066050682526140606789746504795042046306295061860045665062751435
3480704138525843506175906147163722415875078456195887237951065474208725566820929688439489181815653581366068782107
495855200442175091769300191401276169525885040982173400894816740864495713267532055984024720558728143611L, 3383753
2960782971009791077799738764896858649583072963199517227302081393621122306404955447605996320839470145314998033425
6611150688015701113257276132770351525757749828761494503130820128241287432180001492525578367442809116747246840035
61337786214393597090329060449104920400289411467319248511722415235332423804311L, 30030303315850134541983623762793
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6142879418000874164534510255100626106244640607206741L ]
=0
for tmpe in range(2, 20000):
if(tmpe%1000==0) :
print tmpe
for i in range(256):
if pow(i, tmpe, n) == c[0]:
print i, tmpe
e = tmpe
break
if el=0:
break

target = []

for i in range(256):
target.append(pow(i, e, n))

for i in c:
m += chr(target.index(i))
print m

flag{caf94ef5f8400ae920c0bd79489f3791}
HardRSA

A8 K CoppersmithE iz, SAIdREMRABE M. RIELEHE, A

e * d =1 mod ((p-1)*(g-1)*(r-1))
e * d =1+ k*¥(p-1)*(g-1)*(r-1)

FIiAi2/540, 15:

e * do = 1 + k*(p-1)*(g-1)*(r-1) mod 2”540

Pii13R g

(e * do - 1) * g = k*(p-1)*(g-1)*(r-1) * g mod 2°540

(e*de-1) * q = k*(p-1)*(qr-q-r+l)*q

(e*de-1) * q = k*(p-1)*g*r*q - k*(p-1)*g*q - k*(p-1)*r*q + k*(p-1)*q
(e*de-k*(p-1)*(g*r)-k*(p-1))*q + k*(p-1)*q~2 + k*(p-1)*(q*r) = ¢
e*de*q-k*(p-1)*(q*r+-q+1)*q + k*(p-1)*(q*r) = q




EXTRARTF I —u kT2, HPRE—TREEYF K, B LB EUR 4 CoppersmithUiER 2. thibsteptsk
BIERBIKqEEW KM, FUARE R Tstep2. TEAMUT:

from sage.all import *

def find p(de, kbits, e, n, p):
var('X")
for k in xrange(1, e+1):
results = solve mod([e*dO*X - k*(p-1)*X*(n-X+1) + k*(p-1)*n == X], 27~kbits)
for x in results:
q = zz(x[e])
ifn%q==0:
return q

return None

if __name__ == '__main__"':

#n=q*r

n = Ox5c44cflcc8b3cPefdbd76abbb5236f772edf728c59ea29ee8af3fe9e2d3a44a004c2694a398102be6480c2b418fcfOc8e21805
77318fa%eeb80abclldla’ee6c6945912eaac23322f6c1ak609bddc7e012e58163ed6eb3el3a88e880eele77e7aalaacdb2e364b2df56093a
Mecel80c539126F60cofff7ff4f325e49a0caadaf

p = 0x3bfd387720814dd8952e73745e96cb270964a35f7d5c6a0b23b200d7e64bct95e3c8a2850dd3842dcc90f61c236332b1b85492]
@ca5+9373d12b75e9aaf867271

e =17

Cc = Oxec76baafl15a5c04bf857155374da8408f10c142c79b7bt1a9359244e813a1b046543dd2e74bel6746cc71de@6c876380618d87
d3027ebc0345deb34d884bb24ba8536ca981433d4d3ed66285b155820bd5ela626f5badeda57ffbdd2cbc7422a9baa2c5b486bdacd9abdlb
fd5452110b41d0859585924Feb57890dfb0al8cfd649b203a401361da4604e6c01663cle7fd81db9033e07cF327b5bb2e0@9bd23a5bclbf49
ea2le79fa2ecce7f57035d9f9ebd795d5bblla7e2c2al6abf6937884

tempd = 0x414946b9c4072819801e61e98ec6d17525cbed4163a5ffb8367b65c652ae4cc3abceb2e70atbfb84fcf937b3119953b4892
2bel9ef4312c413a88313368cabc9b1d658b7

kbits = 540

do = tempd & (27kbits-1)

= find_p(de, kbits, e, n, p)
print q

f#1e

q=
171768549986489619777590703727368301353369354721362744223435149769846660378741614519308553110035365
5867384681748218717546880918920992536675836375071473317

R LT A5 B 3L



import gmpy2
from libnum import n2s, s2n

qr = 40495840300029705456640808238481295829384110345567926009143802294615467917723278944378449746945628043223200
9859720082163236186040402974961029091882237823075130953519343479128106486118256971022486379588493180631844709029
9326829551214573212997789976022379378237846483710647686355658059931581771863291348036943

p = 314188634811298833917486543217920641294258839022816964516229392047018888244785520878322089975288762022105986
1467348059334030873350571979462363834615231089

c = 869677127201551373688784339561236164731429728778150760919693635418321165536474468416430071058362547387294271
2063309507651496314800393009480421886926137403759228421858414833429980059903049311837014449093365911603108158352
8718516774572560585108225091574077032108663174728945860875540011585409517871676991617204911986748485260936441317
©956199537956564371601735973120193585524728549857492365619112142661830618633161528046140591365378128386076001321
5603007314688132

q = 171768549986489619777590703727368301353369354721362744223435149769846660378741614519308553110035365586738468
1748218717546880918920992536675836375071473317

r=qr//q

d = gmpy2.invert(7, (p-1)*(g-1)*(r-1))

print n2s(pow(c, d, p*g*r))

flag{6809781d08e120627e623dcdafe26b8a}

polycrypto

A ANTRUENCrypt, 2 BBwiki
https://en.wikipedia.org/wiki/NTRUEncrypt
BIVEBEEAREX A, ZRBEM
F—HitHa=e CGE) *f (R



from sage.all import *
import random

def randomseq(N):
return [randint(-1, 1) for _ in range(N)]

61

11

5039

Integers(p)

Integers(q)
PolynomialRing(Ip, "x"
PolynomialRing(Iq, "y")
Rp.gen()
Rg.gen()
Rp.quotient(xp ~ N - 1,
Rg.quotient(xq ~ N - 1,

pubkey = Sq([2002, 3371, 2744, 363, 4617, 4767, 4447, 490, 2348, 909, 4739, 4766, 1417, 4776, 1606, 4383, 699, 3
445, 1989, 986, 2450, 971, 2890, 1050, 3887, 2624, 3083, 329, 1917, 1014, 2189, 4843, 4982, 3708, 4094, 535, 294
2, 1807, 4643, 3876, 2191, 476, 844, 1352, 4079, 637, 402, 4037, 2576, 2803, 1949, 3704, 4828, 2502, 526, 2032,
1145, 976, 2078, 3566, 2447])
prikey = Sq([12, @, 5028, @, 11, ©, 5028, 11, 5028, 11, 11, 5028, @, 5028, 11, @, 0, 0, 0, 5028, 5028, 0, 5028,
11, 0, @, 0, 11, @, 5028, 0, @, 5028, @, 11, 0, 5028, 5028, @, 0, 0, 11, 0, 11, @, 0, 5028, 0, 11, 5028, 0, 0, ©
, 11, o, 5028, 11, 0, 0, 5028, 5028])
ciphers = [[221, 4761, 791, 4565, 163, 2959, 2174, 2402, 3083, 4464, 340, 752, 4898, 709, 3085, 4393, 156, 3680,
600, 2074, 3058, 4331, 1621, 2977, 2420, 891, 429, 4304, 3811, 2672, 3615, 3592, 1069, 561, 3183, 1197, 931, 16
25, 89, 4118, 1214, 2147, 3542, 3305, 1192, 2768, 4519, 2672, 1548, 2598, 4075, 1667, 577, 924, 810, 1239, 4033,
2198, 2742, 4197, 2069], [1249, 2762, 483, 3324, 449, 1647, 1024, 3292, 285, 83, 1144, 1818, 2323, 2215, 1157,
2370, 3735, 1712, 3278, 1118, 3073, 4803, 783, 4765, 3120, 4709, 3304, 199, 987, 4939, 3969, 1749, 1045, 450, 40
, 1644, 1143, 2642, 1464, 3462, 1990, 1235, 4756, 2240, 2808, 4728, 3874, 3746, 2106, 926, 778, 1071, 3488, 3469
, 926, 4497, 2220, 1425, 4549, 3130, 4937], [4287, 3659, 4672, 521, 3387, 1631, 674, 1739, 1927, 1655, 4653, 477
2, 245, 216, 845, 3161, 2756, 1752, 2562, 2893, 443, 1195, 2430, 2438, 152, 4567, 965, 1200, 1709, 1109, 3349, 2
088, 147, 3214, 4391, 2726, 1531, 251, 2685, 1624, 2963, 2385, 4992, 4995, 3296, 3262, 4337, 1002, 63, 959, 2631
, 315, 4114, 1292, 3588, 1867, 3349, 3928, 3886, 1258, 2783], [834, 3120, 1420, 3534, 3926, 2862, 1840, 1083, 32
58, 3146, 1080, 145, 119, 3348, 4115, 1551, 3426, 2077, 3493, 4002, 3008, 1321, 2182, 4197, 3047, 3349, 1555, 70
0, 2803, 63, 2792, 538, 4943, 1081, 2204, 2993, 4398, 1007, 3623, 4243, 2276, 2332, 2287, 363, 3920, 2229, 3078,
1438, 1152, 297, 3425, 4381, 3651, 3818, 2970, 159, 3726, 1190, 1645, 632, 2697]]

for cipher in ciphers:
e = Sq(cipher)
a = prikey * e
print list(a)

/R e, REHTHEZS, itHa%p. ERXBEAGRKT—F (2519) HiF, TEEHBAHH (R5039) HL. R
A ESE, Hig

list(Sp([-121, -22, 133, 45, 1@, -22, 122, -67, -67, -32, 32, 121, 100, -66, 43, 23, 166, -67, 65, 67, 33,
78, -45, -78, 89, 66, -33, -23, 32, 154, -34, -65, -43, -21, -22, -44, 22, -98, -43, -1, -1, 21, 175, 54, -45, 1
o, 76, 87, -144, -12, -34, -111, 32, 21, 65, 54, 21, 21, -78, 142, 32]))
= list(Sp([-1, 164, -78, 21, -21, -1, 44, 165, 21, 12, -43, -1, -131, -32, 110, 43, 22, 12, 54, 34, 111, 34,
-99, 67, 67, 21, -122, 78, 1@, -12, -22, 76, 34, 12, -44, -143, 34, 78, -56, -23, -111, 32, 65, 43, -34, -1
@0, 21, 21, -45, 65, 54, 43, -100, -67, -34, -1, 10, 21, -100, 76]))
= list(Sp([144, -1, 34, -34, 78, -78, -100, -55, 66, -12, 34, 110, 22, -67, 78, 10, -10, 56, 45, -11, -89, §
-133, -56, 23, 153, -54, 76, 111, -77, -165, -12, -65, 11, -44, 132, -98, 1, 100, -1, -1, 21, 109, -12, 21, 2
-89, -111, -23, -12, 65, 87, 98, -12, -56, 43, -144, 65, 43, 76, 21]))
= list(Sp([32, -32, 54, 44, -23, -66, -23, 89, 23, -45, 89, 89, 23, -55, 45, 109, -11, 44, -22, -55, 21, 65,
56, 98, -34, 65, 110, 54, -76, 11, -34, -22, 32, 11, 66, -89, 32, 76, 55, -34, 43, -34, -67, -1, -12, 109, -
, 10, -45, 120, 43, -12, 32, 87, -1, -111, 76, 120, -23, -89]))
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#!/usr/bin/env python
# -*- coding: utf-8 -*-

from libnum import n2s
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for b in range(len(bs)):

count = @
for i in range(len(bs[b])):

count += ((bs[b][i]+1)%3)*3**i
m += n2s(count)

print m
# 59d34a385e1b59c977eea74e92e0d9dc

[153]

achy

BE—TXMRAHE, md5(md5(ntru)), RiZEER B T
flag{569d34a385e1b59c977eea74e92e0d9dc}
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