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Cipher Text

Dictionary attack |v|| Stop ‘

Clues Ealv=Txmh

Solutions: |
Rank Score | Solution
M= K zapreb olt one edening. Tapving bozn Uristop Ytreet, the crozbs lyon the yadexent zere kiephs ok hardest zheat. Mnb bozn fu the frizxing rider K hearb a poder
1 —3. 6624 sing lnber an arch ok the raipzan: ZxmhZ7s8CxEmDvezDL4=!
Ms F zavjek olt one edeming. Tavjing kozn Uristov Ttreet, the crozks lyon the yadexent zere pievks op hardest czheat. Mnk kozn fu the frizwing rider P heark a voder
2 —3. 7042 sing lnker an arch op the raivzau: ZxmhZ7s5ExPmDwjzDL4=!
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change(c, a, b):
dicl
dic2
if ¢ in dicl:

return dici[(dicl.index(c) a)%26]
elif ¢ in dic2:

return dic2[(dic2.index(c) b)%26]
else:

return c

i in (26):
for j in (26):
m
for k in s:
m change(k, i, j)
if m.find(
print i, j, m

RIMBRRIXEE, —M128—M415, BEflagB L ZmxhZ7s8MmIXYZkwYX4=, RIDEREM, BIh—k¥. HbhKEF
BRUNG FRHARD S HEA LR, BFEBodiR, FHFNXE M iKbase64, FF0-9M+#F S5 HREINROT, LLWKHHIAEN

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz456789+/0123

iS55 2lflag



def myb64decode(text):

dic

b
for i in text:
if i
b
else:
tmp (dic.index(i))[2:]
tmp G (tmp) )+tmp
b tmp
return .join( ( (b[i:1+8], 2)) for i in

print myb64decode( )
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(A 9202004 %5 H H 8113 K 38 R B GMB S B E 18 21D
AR E 45t T NAIphi, BrBARTBALABESR HipAiq. #R¥EEE A, —MEpHIREM— MEqHIREZAAN-phi-1=(p-1)+(q-1), TitH
PHIRE B A Ap-1, MoK A Ng-1, LA

pow(q ** 2 * x, (p-1)/2, p) =p - 1

pow(p ** 2 * x, (9-1)/2, q) = q - 1

WEE—IXT, A

pow(g**2, (p-1)/2, p) * pow(x, (p-1)/2, p) = p-1
pow(q, p-1, p)* pow(x, (p-1)/2, p) = p-1

RIERRPLE B, F—TN1, Arblpow(x, (p-1)/2, p) = p-1
F#pow(x, (g-1)/2, q) = g-1

AFRBZAWXESHT, EIB)

4N % 8 = 1HIphi % 8 = 4740, p. qi4¥y A3, T RIRIEGoldwasser—Micalins &R &K HETETRERE, x=n-12—MHLE
B BRKE (M E, (B E)

H—5H, BATHEPhiFIN, AL

N - phi + 1 =p + g
(N - phi + 1) ** 2 = (p + q) ** 2

=p *2+2*p*q+q**2=(p-q)*F2+4*N

" AR Hip + gfilp - q, #EmR Hpfilg
St RIDKflagiE o —dtm], RGN isiRHR, BE—EILZ#REBrEL, Bl— 1, RETE

HEFEN . Hx=n-10F, TUEEM -1 W%tE, 1532

(pow(x, 2r+s, n) * p ** 2) % n
= (pow(-1, 2r+s, n) * r ** 2) % n

= (pow(-1, s, n) * r ** 2) % n



Ls=10, IMEE-r*2%n; Hs=0r, XIMERRr**2%n, FEIXEIEFEELe =2MRSA, FrElRNIZRAA
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import gmpy2

from libnum import n2s

1
(gmpy2.iroot(pandq
(pandq pming)/2
pandgq - p

egcd(a,b):

if b==0:
return 1,0

else:
x,y=egcd(b,a%b)
return y,x-a/b*y

tmpc in c:

(tmpc, (p+1)/4,p)
(tmpc, (q+1)/4,q)

yp, yq = egcd(p,q)

re = ( yp*p*mg + ygq*q*mp ) % n

if ((re**2) n) tmpc 9:
m

else:

]

print n2s( (m,2))
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Crypto_x0RSA

AR SCHICHEAT T RN, R 8B SR IMAET SKcipher, X5 M EA#% MauroraR Bk, FAEARMENRE. BTHXM
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.decode(
rankey strxor(strxor(c2[:6],

C (strxor(strxor(c2, rankey),

73

C 185669711099291882446429878745429415901110627151136312828086086258415559426902939513124822626661180820023893
1950746057431333545971341991313163605943208153559470152489577910087800309443262712360025994919201672332342449038
2715642515498913302212129043290838405651411394212979065532235931101285040792252252435241773746468292786739841107
2376969271427572547894145640647101795941355092113466111810547919905410856455545332899633181421345786874319549634]
0578924282780663064707938974495150564020521340356222508089180921289647010152389694500150509627382979696253027096
903638933128803114000672648029082716956897545736938679433985

GRS S5REHE . HTROEBPNMFERRER, &

X = e*phi+2*d+2000

REH, Hp. qA102446L, eX25667, diKH2048F7, N

X = e*(p-1)*(g-1) + 2*d + 2000

e Sawsipul 2308

x/n = e - e/p - e/q + e/n + 2*¥d/n + 2000/n

MEBHE D, HTe@iZ/MFp. qv ni, FrbAnBIBEE > BifEefMe+22 6], KA FHEF LT UK e
Kitez 5, BA4LEEE RN

X-2000 = e*(p-1)*(q-1) + 2*d
FiiaRle
e*e*(p-1)*(q-1) + 2*e*d

= e¥*e*(p-1)*(q-1) + 2*(a*(p-1)*(q-1)+1)
= (e*e+2*a)*(p-1)*(q-1)

fit Lle*(x-2000)-2 2 phi ] — M Hf%, HAsR. EAIHE

pow(c, d, n) = pow(pow(m, e, n), d, n) = pow(m, ed, n) = m * pow(m, phi, n) ** a =m

FrLAit & dd = inv(e, e*(x-2000)-2), &

pow(m, e*(x-2000)-2, n) = pow(m, phi, n) ** b =1

pow(c, dd, n) = pow(pow(m, e, n), dd, n) = pow(m, e*dd, n) = m * pow(m, e*(x-2000)-2, n) ** a =m

TR



import gmpy2

from libnum import n2s

def strxor(a, b):
return .join( ( (a[i]) (b[1i (b)])) for i in (a)))

X 126798266807251323145289186304342429559983485910014957363113269159598332947042388423910428936924221225189149
0867692440047416100533141306836274387621030189535353453497214687975530093393776691837662099778202721802783459072
3436256578479024833645740746758443701141870415015161645248445605011806024916350320950540504684096681063179729330
4571324758626603052973221799751148696795366559794555189558307640721791805024253315132336357306815124931114754976
1111688506751695988878207998582474739061539806489240491925479395640190191976972656159237635585081329365088001534
3086529659621502101604851252927109030280616554671180747928037018130914738489608213791584226782529857252824947309
99219827545731624223169002

n 124816746148556859534313100691392627701811118966793328588663685340475376664805697601068696667139996061876556
6652109132428651018647959543608436710165550945254250234924568067018809628881898902366059051334775347118228981728
6176898990883927311061256037550588683828709224481144088322585331288408741487874543701938368655046545540421273512
3321626175523931314173907935553938983546067316431265007251273501048401634201407679535283013498776321961731838392
9922091764348940445665695573716484408816502409190755990996766412229580726452656710231241838526987571924257650384
9975407146024422857786698109651727438983673071610691953929487

.decode(
rankey = strxor(strxor(c2[:6],
C (strxor(strxor(c2, rankey),

X 2000

e = x/n

new e*x-2

dd = gmpy2.invert(e, new)
print n2s(pow(c, dd, n))

flag{s1mplE_xOr_uND _rs4}




	【CTF WriteUp】2020中央企业”新基建“网络安全技术大赛初赛Crypto题解
	Crypto
	Crypto_ezCrypto
	Crypto_LD
	Crypto_x0RSA


