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B | bit7 | bité | bit5 | bit4 [ bit3 | bit2 | bitl | bito
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B1.bit7 = 0 &7~ &8 i A CANARHE M

B1.bit6 = 0 fe/ i@ MU A EIE W, LA N_PCRBS 748 &
B1.bit3-0 #87xN_PCIRIN_Dataf
B2.bit7-0F1B3.bit7-6#4 Bk 3 ID

s B

9.499693 1 7BO Rx d 8 06 50 02 00 32 01 F4 00 Length = 235910 BitCount = 122 ID = 1968

H 11968 = 0x7BONIRLID, B2 =0x7B0 >> 3 = 0xF6, B3 =(0x7B0 & 7) << 5 =0x00

B | bit7 [ bith [ bit5 | bit4 | bit3 | bit2 | bitl | bit0
El 0 0 0 0 1 0 0 0
E2 1 1 1 1 0 1 1 0
E3 0 0 0 0 0 0 0 0
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B FREN_PCIFIN_DatafI N % . 7TECANYMIRIMLE R, 45 2 8] R PR 25 4 Y 28 B U838 B2 76 45 #0 AN_PDU(Protoco Data
Unit)e HBE=#5Hk: EEKRBEISO-15765-2-2004)

6.4.6.1 N_PDU format
The protocol data unit (N_PDU) enables the transfer of data between the network layer in one node and the

network layer in one or more other nodes (peer protocol entities). All N_PDUs consist of three (3) fields, as
given in Table 2.

Table 2 — N_PDU format

Address information Protocol control information Data field

N_AI N_PCI N_Data

HN PCIIZH T :

Table 3 — Summary of N_PCI bytes

N_PCI bytes
N_PDU name Byte #1 Byte #2 Byte #£3
Bits 7 -4 Bits 3-0
SingkeFrame (SF) N_PCitype =0 SF DL NiA MiA
FirstFrame (FF) M_PCltype = 1 FF DL NIA
ConsecutiveFrame (CF) N_PCltype = 2 SN NA MiA
FlowControl (FC) N_PCitype =3 FS BS STimin

Table 4 — Definition of N_PCltype values

Haex valua Description

] SingleFrame

For unsegmented messages, the network layer protocol provides an oplimized implementation of the
network protocol with the message length embedded in the PCI byte only. SingleFrame (SF) shall be
used to support the transmission of messages that can fit in a single CAN frame.

1 FirstFrame

A FirstFrame (FF) shall only be used to support the transmission of messages that cannat fit in a singla
CAN frame, ie. segmented messages. The first frame of a segmented message is encoded as an FF.
On receipt of an FF, the receiving network layer entity shall start assambling the segmented message.

- | ConsecutiveFrame

When sending segmenied data, al consecutive frames following the FF are encoded as
ConsecutiveFrame (CF). On receipt of a CF, the receiving network layer entity shall assemble the
received data bytes untl the whole message is recelved. The recehving enftity shall pass the assembiled
message io the adjacent upper protocol layer after the last frame of the message has been received
without ermor

3 FlowControl

The purpose of FlowControl (FC) is to regulate the rate at which CF N_PDUs are sent lo the receiver.
Thrae disinct types of FC protocol control information are specified to support this function. The type is
indicated by a field of the protocol control information called FlowStatus (FS), as defined hereafter

4-F Reserved
This range of values is reserved by this part of IS0 157&5,

WIELFHE, N_PCIKIEIAN PCITypetn TN _PCIF)SEH.

0x0* 7 FL
Ox1* R 2 i Hh ) 25—
0x2* RN 2 i Hh i) J&5 S
0x3* gt 2 il

Ox4*~0OxF* -8 (CRMEH, LESO

il

FELT — B iE:

7DF Txd 8 02 10 02 AA AA AA AA AA

7B0 Rxd 8 06 50 02 00 32 01 F4 00

BATRREREFECURTTREHIE, KIXKIN_PCLIOX02R R BT, HHAAE2F T, BJFAM[1002]; RERBKIN_PCLY
OXOB[FIFE A B, HARMA6FY, EIEAMI[500200 3201 F4]. 5 AFAAROOE AEAE MR, &HHEF.



BIE|AM, RABEHIN, RE—FBBRABZFRBFEMA 2. AFELER, BRREE BRI RA, BERE KRR
HB.

(1) [4.000621 1 7DF Txd 8 02 3E 80 00 00 00 00 001 (LA

RIERIA N BT, TTAARBKIE T[3E 80], HH3EX RTesterPresent (0X3E) service, BISEIaEMR{R%E. Sbr bi%
FEEN ML, RHMENT B ILEEPRTRANRKEER. £488F, AZEENLSHBRIZERRIFRS. WER
%0 T BB IRRR, H Testerdm < Wt 2 AR % v i 85 B% (R 77 1IEWA B2, 4n[02 7E 80]

Table 65 — Request message definition

A_Data byte | Parameter Name Cvt |Byte Value Mnemonic
il TeslerPresant Request SID M w3E TP
#e sub-funchon = | ZeroSubF unchan | M D ¢ O30 | LEY _ZSLUBF

(2) [9.498709 1 7DF Txd 8 02 10 02 AA AA AA AA AA]

[9.499693 1 7B0O Rxd 8 06 50 02 00 32 01 F4 001 (f#&ETLH)D
ARBRIZT[1002], BRAKRET[50 0200 3201 F4]. [10 02]R<ABHBIF /A fIE<1E, [50 02IRFIEMIM . W41 HEEEIE
4, MR SID+HERRIBENE.

(3) [9.740585 1 730 Txd 8 02 27 05 AA AA AA AA AA]

[9.741697 1 7BORxd 8 06 67 05 11 22 33 44 001]

[9.782739 1 730 Txd 8 06 27 06 EE DD CC BB AA]

[9.783703 1 7BO Rxd 8 02 67 06 00 00 00 00 00) (fERETF)
HABEFERESTE, ZESREHE, MUTERTRERIE. RIEPEN: ARIER27 05iIERZEKIE, BRIFIENPA
0x11223344; AMR#EOX11223344, AN thE I ZeHiEEalgo_op CERMERIE) tHHE Hkey, 5 RKIE[27 06 keyl%
B: BFikey#HATRAE, RAF@EE/E, REIIENIR[67 06]. HRIERET, MBRIELFLERE.

(4) [9.788131 1730 Txd 8 10 0D 31 01 FF 00 44 08]

[9.788947 1 730 Txd 8 21 00 00 00 00 00 20 001 (f#RET A
F—ATREBEIEKEN13(0D), B AT21RREEEM, Fr LA RESHE LB 8[31 01 FF 00 44 08 00 00 00 00 00 20 00], &
i kreraseMemoryid 2. RIEMHPMIE SR, ITRAZPIT— RIS OTENENAH, HEWMAK; FFOORRER; 44K
N 1A FRAC B HU R /N8 45, B AAOX08000000 4t # F0x00002000 K /N I 2

(5) [9.791765 1 730 Txd 8 10 0B 34 00 44 08 00 001

[9.792625 1 730 Txd 8 21 00 00 00 20 00 AA AA] (SRR

ML, &IiEZHEN[34 00 44 08 00 00 00 00 00 20 00], 34K/~ FEHHIEER; 00K~ KAHOX00H S HIMEH R (BIAME) ;
A4FREAR R B HE AN KN R4, T H0x00002000 K /MIEHE, & FI0x08000000 - 45 AL B .

[9.795696 1 730 Txd 8 10 82 36 01 28 04 00 20]
0x82F A A B FHEKEA130F T, HFBHANFH[B6 01RKRENE —BEEE, FUREN130-2=128F3 NN EE. WEE
HAZAT, M[3601]FI[36 40]—3LE A\ T 0x80 * 0x40 = 0x2000 K /M HE . 528 HI[36 011%dE BonBlin T -

. BOLS0S- 1. - T30 Tx

i 1 5F 01 D0 08 5F D1 00 Length = 234244 BitCount = 120 ID-= 1840
§.E0LT45 1 T30 Tx

2 DB 5F D1 DD DB AA AR  Length = 230244 BitCount = 118 ID = 1840

S.TESEDE 1 T30 Tx d B L0 B2 36 DL 2B 04 00 20 Length = 232284 BitCount = 115 ID = 1840
Te A B 21 45 01 0O 0B 21 03 00 Length = 236244 BitCount = 121 ID = 1840
Tx d-8-22-08-23 03-00 08-27 03 Length = 236244 -BitCount = 121 ID = 1840
Tz d-8-23 0008 2B 03 00 00 2F  Length = 234000 Bitg = 120 1D = 1840
T - 8-24 0300 0800 00 03 00  Length . = it o= 124 ID- = 1840
Te.  -4.8-25 00 DD DO.DOD. DO. D0 DD Lengt At o= 124 ID = 1840
Tx 4 B 26 00 DD OO DD DO 23 DI Lengt nt = 122 ID = 1840
Te A B 27 00 DB 35 03 DO DB 0D  Length = BitCount = 121 ID = 1840
T B2 00 00 0037 0300 08 Length = 23 BitCount = 122 ID = 1840
T d-8-29 3903 0008 5F 01 00 - Length = = 11% ID = 1040
I'x - §-2A DB-5F 0L 00 OR-5F DL Length - = = 120 10 = 1940
T 4 B 26 00 0B 5F D1 DD DB 5F  Length = At = 120 ID = 1840
Te 4 B 2C 0OL DD DB.SF DL D0 DB Langth = - 120 ID = 1840
Tx & B 20 5F 0L DO DB 5F 01 0D Langth = = 120 ID = 1840
Tx 4 B 2E 0B SF 01 00 08 SF 01 Length = 5 BitCount = 121 ID = 1840

d-8-2F 00-08 SF-0L 0008 5F  Length = 234015 BitCount = 120 ID = 1840
d 8
4-8
4 8

s
20-0L-00-08-5F 0L 00 08 Length = 236015 BitCount = 121 ID = 1849
2
-
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1 /usr/bin/env python
# -*- coding: utf-8 -*-

= open('data','r').readlines()

final data = "'
tmpdata = []
# Step 1: Remove RX
for line in lines:

if line.find('Rx"')>=0:

continue
tmpdata.append(line.split('Tx"')[1].split('Length"')[0][7:-2].replace(' ',"'"))

for i in range(len(tmpdata)):
if i % 19 == 0:
final data += tmpdata[i][8:]
elif i % 19 == 18:
final data += tmpdata[i][2:-4]
else:
final data += tmpdata[i][2:]
final data = final _data.decode('hex")

open('bin', 'wb').write(final_data)

AN ISR, RS UHARMBGET . HRAT BERL, BRNSSKERE B HILABS .
[10.314499 1 730 Txd 8 02 37 01 AA AA AA AA AA]
OX37 R LRI 4 o
[10.318529 1 730 Txd 8 04 31 01 DF FF AA AA AA]
PATOXDFFFiRE RS, AR K L.
[10.322633 1 730 Txd 8 04 31 01 FF 01 AA AA AA]
PATOXFFOR BRI FE, it NcheckProgrammingDependencies, 2 4w FEH T,
[10.325697 1 7DF Txd 8 02 11 01 AA AA AA AA AA]
HRERIREECU,



WM Ete, Y SRR, KSR, KRIZ R BRI SO IDAFTIF, EREFARMANGF, WM mE A E
0x08000000. ifid RIERAI+GE BETE AN1EFEThumb)/E, FEXT0x080000004 tRIEEC R JmiE, W Frn:

AUESEDH RS, NEREEHE, KIlsub_800016874 I Eflaghtf 5% &%

int Fesulty Jf

sub_Bee12eC(d. 1, “flag{cannecr?-zdsh-1esd-ore-fawmdodBlnfi)”, a2);
sub_BBO1XSE[.1, Bui):
= 5

'canoecr7-zd9h-lemi-or8m-f8vm2od81nfk"'
operate = [-48, 3, -13, -11, -52, -48, -14, 43, @, -23, -2, -5, -48, 0, 3, -44, -56, -5, 0, -
-67, -60, 50, -55, -52, 46, @, -55, -53, -56]

"+ '"'.join(chr(ord(c[i])+operate[i]) for i in range(len(c))) + '}’

flag{3dad13db-cb48-4950-b023-3231d80f1713}
R 58 AT F5
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1 /usr/bin/env python
utf-8

*

# -*- coding:

import re

result

for i in range(39):

filename str(i)

filename 0'*(3-1len(filename))+filename
'./file/part.

open(filename, 'r',encoding="UTF-8").read()

filename '+filename+'.svg'

res =

re.findall('wy-data="(.+?)""', res, flags=0)

for j in c:

C

result += j

print(result)
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< IDOCTYPE html>

<meta charset="UTF-8">
<title>01</title>

BEBITHEIER:

ABMIERIERZ BT -

OHEMNF\FEREIL EUER = —S—4&, Hb -4 O ELEHE RFHRE G0 BN BEEFTRE I8,
(i XA B R i AR (R)(0) THER R, B B X HEa;

(i (B0 WA KR BEFEAEE R W), HP REEE b BEHE RER) Mg, Hd 85 25,
(VBEMEE B AR (RHE) £, EREREDEAHTRE, FUAERELEAR.

TRBENRER FRRAA: — R RH (R ) AR ERE; —RERBOGEL() s — DN E RS — 7.
FERH WHEB)X), HHKNZREEEE, B EZE.

var 7% 1H = function HEZFHE (KL, K X) {
[*= =>{};var.-*f
F k46 = undefined;
const. _ans413 = WFiEY (ELEE) (KR (16) ;
this["!5"] =. _ans413;
const _ans4l4 = WFiEY EEE) (K X) (16) ;
this[" "] = _ansd4lé4;
var KoL = => {};
1 ot o= o= =
return. this['5Z%d'] .4 (this[}l]1,  this[ 1) ;
}i
const: ans4l15.-=- KL ("E") (" X");
var & = _ans415;
const. _ans416. = 1%§.71.0) ;
return. _ans4le;
}:

Hep MFEY AR ZER RS, BEH 0T

Jvar E77E = function ETE () |
/*=_=>{}ivar */
bk #H = undefined;
1 if (5 o'=0) {
const. ans408 = this. i () ;
- -}z
1A (WAL == 0) {
const. ans409.= FE5 ) :



—_————— - ———— .

-};
e I F.
7R BT
1255 gvar B9 PF = function HE“FVF (EE) (
1256 f*=_=>[l:var.*=f
1257 Bl #H = undefined;
1258 this["[i]"] =
1259 this[" "] =.0;
1260 const _ans365 = ff.length;
1261 var Il = _ans3e5;
1262 var f#fi =
1263 B while. (trua) {
1264 const _ansiéé = [ - 1;
1265 K = ans366;
1266 = if (<0 |
1267 break;
1268 | }:
126% const _ans367 = {5 (F) (ER);
1270 var % = _ans367;
1271 B if (#i = 0
1272 const _ans368 = this["[]"];
1273 var CH .= _ans368;
1274 const _ans369 = Wit (this) (C2HN) (4 ;
1275 const _ans370 = this["[x]"];
1276 const _ans37l = _ans370 4+
1277 this["[if]")-=-_an3371;
1278 } else {
1279 @ if (45 < 25) - (
1280 const._ans372 = this["[#]"];
1281 var S Hh = ans372;
1282 const._ansi73.= this[LHh. - 1];
1283 var S5/ = ans373;
1284 const _ans374 = #dF (&) ;
1285 const _ans375 = P9I % _ans374;
1286 var 9 = _ans375;
1287 this[LMh - 11.= FEE. |- Sigh;

X ERIC+H+H 36 HE R 4, (HRARXS MM 28640 -

B flaght ¥ hex)5 166 6¢ 61 67

¥5666c6167 M 3633 i 57 £ F abcdefghijkimnopgrstuvwxyz0123456789 i B EX Hi /8 32 32 32 02 32 27 32 33
H¥EEER A163EH]: 20 20 20 02 20 1b 20 21

RIEHALRE, T ER:

€ -6 -6--c-6--1- -6 .7
32.32-32.02-32-27 32 33
2.0
2.0
2.0
0.2

2.0
1 b
2

Bt A5 B4 22220210216
SeRETE, BB WERPBHBEN BT, SRHEHT BT, WK this["ZW Sl BEEE R EHAT
int(“506c6561736520696€70757420796{757220666¢61673a00000000000000000000000000000000000000”, 16)
YA this[* 49" (this[], this[ X]) :

Evar HEF = function FEFFAF (ML, ) {
f*= =>{};var.*/

Bl $8 = undefined;

const _ans379 = RFiEY LG JR);
var J. = _ans379;

const _ans380. = [HAEH () ;

var #— = _ans380;

AAanek anel1fl = KE=sHrdmin -




Tt B Rl ot Wk T I A TS W R

var . .=. ans381;
const _ans382 = JG.¥; (this) ;
var i = _ans382;

const. _ans383.=. 3 ["[#]"];

const. ans384.=. ans383 . -.1;
const.  _ans385.-=. 28.%. ans384;
var J¥J& = _ans385;

const _ans386-=. X ["[H]"];
const. ans387-=. X[ ans386.---1];
var ¥ PE = _ans387;

const _ans388 = B1L.Z K (HPD) ;
const ans389.= J¥J¥ + ans388;
const. ans39%0.-=. ans389.-.1;
var M = _ans390;

const _ans391 .= I . Ui (¥W—);

i while (true) {

const. _ans392. = W - 1;
MF.=. ans392;

var iUl = false;

= if (B2 >= 0)

bl = true;
};
= if (PHOP . ==.0) {
break;
|
var 4 L= =» {};
B A= o= o=
return .ZE(H, )
};

const. _ans393 = K () () ;
const _ans394 = iEJCZ A () () ;
var [ = ans394;
= if (LA |
j var 4. = =>{};
PN - B A S B |
return f.HEE(H, 2, M)
|
const _ans395 = 2 (4 ) (lin) 44— ;
} else {
var [H] .= #—;
wm— =4
=[]
}:

b
const _ans39% = Jo. ol (41— ;
return _ans39%6;

s

RERE MK B RO G A, RERRBID -

326 @var EZIE = function HEZEI () {

327 fi= =»{}svar.*/

328 BrigE 4 = undefined;

329 var-d.-= {};

330 var m-= false;

331 var-r-="";

332 const _ans48 = this["[v]"];
333 var |° ] .= _ans48;

334 const- _ans49 = ] -.1;
335 var i-= _ans45;

336 var - tp-=.0;

337 var - a- = {};

338 var-b-= {};

338 var p-= ;

340 B -while  (true)  {

341 E if (1-<-0)-{

342 break;

343 L

344 const _ans30 =p - 4;




L%
346
347
348
349
350
351
352
353
354
355
356

35T
358
355
360
36l
362
363
364
365
366
367
368
365
370
371
372
373
374
375
376
317
378
375

p-=-_ansoau;

const _ans51 = 3k (this) (i);

var %% = _ans51;

var HhijA. = %% . >> p;

const _ans52.= HUPA. % 16;

d = _ansh2;

if (p <= 0) |
const._ans53
p-=-_ansb53;
const- _ans54.=.1 -.1;
i-= _ans54;

{1}
[l
s
+

i };

= if. (tp-!'=-i) - {
tp-=-1i;
= if. (tp.-=-38) - {

a.-=.123;

const._ans55.-=.-a.---1;
a = _ans55;

const. _ans5é

- b:

= if- (d->-0) - {

m = true;

F bi

= if (m) {

const _ans57
const-_ans5E
r = ansb58;

K (22) (a) (0) ;

KEHEAR) ;
r-+-_ansb7;

FEIf (m) WERIOABI 7T AE Br— e —ArHfak, Hk fB 200 RSk be B2 — A hex() i

a

W e

Sadal
Sag41b
Sads1bf
sads1bfd

Sadsibfds
Sad41b#dss

| Sad41bfdsse
Sadalbfdsses
sage1bfassess
sads1bfossense
Sadalbfdsoescas

Sadalbfdcoeecoad
Sad41bfaSSeetadds

Sad41bfd5oeeERal6T
Sade1bfdssecEaa4ETE
Sag41bfasSecEdssTES

o 88 il Fimom

T PSR ) ESIAMTEER 00 TERS LR RHT | M ) FoRESILoR

AU RS, BB AERRSA: % c =m”e (mod n)

WIGEE RBEREEL()

difk = R =

var bz ¥ .=
var iEfb ek
var JCEififk
Sz ¥ .-=.0;
while (true)  {
an=A1Q

mranat

{}:

LU L
r

=il > ¥

ke El



var &L = _ansa18;
const _ans419 = iffbF-1.length;
var /¥ H = false;

B if (ifbH <= _ans419) {
JHH = true;

- };

=) if (R = 0) {
break;

- };

var Fli5 = = {);
=i T = @b = {
return HHFFECHP GEALF1,  16);

- };

var fify = _ = {};
e s = eE = itk = {

return ii{bfh 1. substring GEfL#L, i&E1b) ;

};
const _ans420 = ififb. 2% + 3;
var ififk £ = _ans420;
const _ans42l = Ha%% (G2 ¥ GEL L) ;
var JlifLiF W = _ans421;
const _ans422. = FHE (i L H) ;
ket = ansd22;

var B 5 _ = ();
= T =6 = |
return JCF Y] .pop() ;
- bi
const _ans423 = ififbwit % 64;
const. _ans424 = ififk& - _ans423;
const. ans425.=. ans424./. 64;
var /h/N&J6 = _ans425;
const _ansd26 = RN (hAAEX);
var  K/N@& ) = _ans426;
const. _ans427 = ififb & % €4;
var W5 = _ans427;
const. ans428.= FN (N5 ;
const. ans429 = K/N&) + ans428;
const _ans430 = JCRiEfk + _ans429;
TEiffb = _ans430;
const. _ans431 = ififb 2 ¥ + 3;
il #L = _ans431;
| L

RBOEWL WETEED, RASHEEWMT B, S3NFRON B, BRIUHERHOVEE, B U648 i J7 32 A
W7o H—Mbaseba RNRAIKR, BHHINFHAEE, KE RFPE] FRNAEMEMESpopti .

const _ans432 = ii{b. 2% + 1;
var ififbiN = _ans432;
8. Aif (ki == b Fr. length) {

const _ans433 = iifb.z¥ + 1;
itifbiN = _ans433;
const. _ans434. = #E&% (ilfifb 2 #) GELH) ;
var JGfLIF £ = _ans434;
const _ans435 = HIH GETEEEFE L)
{4 = _ans435;
const _ans436 = ififb &t * 4;
var P45 = _ans436;
const. _ans437. = HL (EEW S0 ;
const _ans438 = JLRIE{L + _ans437;
T EiEfk = _ans438;

} else. {

- nabe Fi. oo sied,



const _ans4dy = ImH.L T+ 2
var iifk T = _ans439;
if (kT == itifbFP1.1length) {
const _ans440 = jfifb. 24 + 2;
itifkT = _ans440;
const _ans441 = & (fb 2 ¥ @itk 1) ;
var ifb = _ans441;
const _ans442 = FHi§ GEIER ) ;
itifb 4t = _ans442;
const _ans443 = ififke & 4;

var —53% = _ans443;

const _ans444 = iEfb®t - =53;
const _ans445.=. ans444 ./

var /4% = ansd45;

const _ans446.-= (/&K ;
var G & .= _an5446

const _ans447 = =5 * ;

var @5 = anr:flﬂ;
const _ans448 = ¥ (W 5K ;
const _ans449 i 4% + _ans44s;
const _ans450 = JLEIE(L + _ans449;
K Ridift = _ans450;
|
| 3

const ans451 = J&iE{l . length;
var #¢lol = ans451;
const  ans452 = %¢la] % 4;
¥¢l8] = ans452;
Joif (el o= 2) {

return JC &L+ ML+ LR
R
g if (fEl0] == {

return JC B+ FLA;
r ]r

return oG Bl ;

-}

—

BRHE KEFESY, AT AEMESRREKEN MBI U ENEHAEIERE,

RIERHER, RMNFEKBlag, HETRSATHEHCEBLTEN RHEEHREHE —S 4. REAMYLLEHE, FHie
RAK, FrCART AR WienerBik Bk iHd, ZRN

d = 0xa50b2b58ebae31b821f9e2817185ffdc8a351b51166fa7e281963c29146248c5

HHRBIZMAMLLBRB T, BANTFAEEMESR, PFrUlHEMBRITIEREADMEF H & FBR %1 ARSI

n = Oxdlbcc2c2583a355489d4df31375ee3c91e6496632a966c8fe350169217d3c3895331f178c3call63eb8d0cl4a9e221eed4192183c804
77a60917710d7861b395743cd51b00703e3b3238F57263f1leel5893caa99e2b7b70a47d78c32dedd966489888e38a2d47ccd2df3d1142cdc
dd7e3abdc504ac48dbab4cd5e6cbdc2ba29205

e = 0x1a418b654d77d0f242ec5abfcde0451e81d0076631d67819F53578b4+d349507e36115F43e40b7e3971c9681a6fTa859fae52c66783
c8ad9b6707816e5067blelcd40ca7f840fd21c235d9ea%9e81a4bb539b06ca528b3a502819186186b96191026552e74756bd3b85892ae98eeb)|
d3a0b952bd7d19d63f07c7d1leb6db093a91e95

d = Oxa50b2b58ebae31b82119e28f7185ffdc8a351b51166Ffa7e281963c29146248c5

sha256flag = '41589e08cc938fa719d7c21c83befcbf75b8490764af210a769b07ee32339741"

sha265base64 = '2348cd09e1624d3454280654590612054218036ce8alcbe@ed5b0e4869bee5c2’
basebaformat = ' ¥¥kkskkykokskk D kokkk fykkok ok QREA KKK A KN A KK A KK | ok Aok oK ok JTHAK G KK QR A A KA AT H 7 G K CHKRFH KKK

*4*******OK**PW***J****D*********Q****B**g**sj**Z**DWXS*T**jd***yl**********'

iﬁ%*ﬁ?ﬁf&@bﬁ%ﬁiwm%mkﬁJmﬂ%%%ﬂT WFHEW?&'A
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# AR AT, BHEH, BEiRRER
def solve(parttext, level, letters):
if(level == len(cipher)): # CL&EBHEI)
tmpbase64 = parttext+'="'
if(mysha(tmpbase64.encode())==sha265base64):
# print(tmpbase64)

# LxnWBAlyiXc62kCBHfyEo8woR60Muk7cKQQN8T75gbbQtZ1LBx2AwL4CZ3M/IT510g4Fp6y70mle@ZTTgzKr8EUCWSR1D+E7 x4
AuBI/CsOKm5PWnhpJaUoPDpk9PscMXLQIUGkBs080/SjggzjvDwxSiTqF jdKPKylKc6F4fKes=
tmpc = bytes_to_long(base64.b64decode(tmpbase64))

tmpm = pow(tmpc, d, n)
print(hex(tmpm)[2:])
# 222021b2311dfdddbdfdfldf31dc3dddfdbddc3dfdfidf3c3f21df321c3ddf31f1df221f3dfdfdddb2213
return
suitable = []
if(base64format[level]!="*"): # fiikbase64’k i Rl
m = dic.index(base64format[level])
if(letters[m][-1] == cipher[level]):
suitable.append(m)
else:
for i in range(64): # WEHEER, FWARK T
if(letters[i][-1] == cipher[level]):
suitable.append(i)
for i in suitable:
tmpletters = {}
for a in range(64):
tmpletters[a] = []
for b in letters[a]:
tmpletters[a].append(b)
tmpletters[i].pop()
solve(parttext+dic[i], level+l, tmpletters)

n_EFiR, HB3Esha256%iEbase6445 &, ARG EEm

m = 0x222021b2311dfdddbdfdfidf31dc3dddfdbddc3dfdfidf3c3f21df321c3ddf31f1df221f3dfdfdddb2213

BT RBERRI TR T . RIERIABATHI RS B3 N, AT gt LA, R, WATREER
2184, RATHERZK . FrUARNIBAT —EHIBRS], BI: flaghtNEE, BRT kR EK-SM8R0-9a-z, F#H uhexsid it AR
FE0-9a-Zia), B HRBAEL AT

flagcheck = 'flag{********_****_****_****_************}'

flagcheckmode = GEGEEILE]/ 7/ 05 FEBRE A RBERE R ERABEIER ) g R AR RBEER ERERNI D) g [ERBEEBEBERENERT)  [FRER R ENEBEBERERY) g | P B R R R e B e R AR Y g |

dic36 = 'abcdefghijklmnopgrstuvwxyz0123456789"

dici = [1, 3, 5, 7, 9, 11, 13, 15]

dic2 = [2, 3, 6, 7, 10, 11, 14, 15]

dic_avail = '©123456789abcdef’

check_avail = ['30', '31', '32', '33', '34', '35', '36', '37', '38', '39', '61', '62', '63', '64', '65', '66']

usage_avail = ['dda', '1db', '1dc', '1dd', 'ide', '1df', '1fe', '1f1', 'if2', '1f3', '21b', '21c', '21d', '21e’
"21F', '220']




'213', '1c3']
def contains(a, b):
if(a[@]!=b[@])or(a[1]!=b[1]):
return False
tmpa = bin(int(a[2],16))[2:]
tmpa = '0'*(4-1len(tmpa)) + tmpa
tmpb = bin(int(b[2],16))[2:]
tmpb = '@'*(4-1len(tmpb)) + tmpb
for i in range(4):
if(tmpa[i]=="0")and(tmpb[i]=="1"):
return False

return True

count = @
def burphex(knowntext, level, unusedpart):
global count
if(level == len(flagcheckmode)): # FrAMALEEH
count += 1
tmpflag = str(bytes.fromhex(knowntext))[2:-1]
if (count % 10000 == 0):
print(tmpflag)
if (mysha(tmpflag.encode("UTF-8"))==sha256flag):
pr\int("****************")
print(tmpflag)
pr\int("****************")
return
if(flagcheckmode[level:level+2] != "**'): # ML
tmp = swapl.index(flagcheckmode[level:level+2])
tmp = swap2[tmp]
if not contains(unusedpart[:3], tmp):
return
cl = int(tmp[2],16)
c2 = int(unusedpart[2],16)
if(cl == c2):

burphex(knowntext + flagcheckmode[level:level+2], level + 2, '@' + unusedpart[3:])
if(cl | 1 == c2):
burphex(knowntext + flagcheckmode[level:level+2], level + 2, '1' + unusedpart[3:])
if(c2 | 2 == c2):
burphex(knowntext + flagcheckmode[level:level+2], level + 2, '2' + unusedpart[3:])
else: # PAHIEME
avail = []

for i in range(16):
if contains(unusedpart[:3], usage avail[i]):
avail.append(i)
if(len(avail)==0):
return
for i in avail:
cl = int(usage_avail[i][2], 16)
c2 = int(unusedpart[2],16)
if(cl == c2):
burphex(knowntext + check_avail[i], level + 2, '@' + unusedpart[3:])
if(cl | 1 == c2):
burphex(knowntext + check_avail[i], level + 2, '1' + unusedpart[3:])
if(cl | 2 == c2):
burphex(knowntext + check_avail[i], level + 2, '2' + unusedpart[3:])




SRV EABBEAN N UL L, SRR ARANG, FrUREHRER. RiEfaghX, BSCRMES R HEOgmal, AT
DAL L PR 2 7 th A2 ] 72 ) -

0->0x30 ->1da 1 -> 0x31 -> 1db 2 -> 0x32 -> 1dc 3 -> 0x33 -> 1dd

4 ->0x34 -> 1de 5 -> 0x35 -> 1df 6 -> 0x36 -> 1f0 7 -> 0x37 -> 1f1

8 -> 0x38 -> 12 9 -> 0x39 -> 1f3 a -> 0x61 -> 21b b -> 0x62 -> 21¢c

c->0x63 ->21d d -> 0x64 -> 21e e -> 0x65 -> 21f f -> 0x66 -> 220

WRBAVRE AN FREWAPIAL—ERE, WHESNK=A0, B —=E e (REXRE) , MERASERN=
fréd &, LrpE—fEER, U —uAEER. Rt ATEZERE—LHTREME. EXZHEBERT, BE—NREH
FHEUERTRE, XN FAF R ik —, T B:

Pt AR 20 58 0 745 B B TH R 20284, R RFRAELT BE ¥ BH)E, #ATUBRRNA BIm, Bl e SR TR & E AT
B IS WAL

1,
1,
1,
1,
for i in range(@,2**28):
if (i%1000000==0):
print (i)
bini = bin(i)[2:]
bini = '@'*(28-1len(bini))+bini
tmpflag = '666c61677b'
for k in range(@, 8):
tmpflag += resource[k][int(bini[k])]
tmpflag += '2d’
for k in range(8, 12):
tmpflag += resource[k][int(bini[k])]
tmpflag += '2d'
for k in range(12, 16):
tmpflag += resource[k][int(bini[k])]
tmpflag += '2d'
for k in range(16, 19):
tmpflag += resource[k][int(bini[k])]
tmpflag += '662d’
for k in range(19, 24):
tmpflag += resource[k][int(bini[k])]
tmpflag += '66'
for k in range(24, 28):
tmpflag += resource[k][int(bini[k])]
tmpflag += '31667d'
tmpflag = str(bytes.fromhex(tmpflag))[2:-1]
if(mysha(tmpflag.encode("UTF-8")) == sha256flag):
print(tmpflag)




2i7£93000000~94000000 K B, KM ZE R4S
flag{52143c7¢c-2513-45b9-8b7{-37eb8f94431f}
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