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The Viet Cong in transmitting a secret message. They built a

password checker so that only a selected few can view the

secret message. We've recovered the binary, we need you to

find out what they're trying to say.
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unsigned int v3; // eax
char *s; // [rsp+18h] [rbp-8h]

= = malloc(@x4@6ull);

7| fgets(s, 1824, stdin);
3| setbuf(_bss_start, @LL);
9| while { *s )

18 {

11 v3 = *sz - 33;

12| i (w3 <= 6@ )

int _ cdecl main(int argc, censt char **argv, const char **envp)

13 JUMPOUT(_ €S, dword 462020 + dword_4820828[v3]);
14 ++3;
15

16| str = &5TR;
17| if { !strcmp(&STR, "HELLOAn") )

138

19 puts(str);

28 system("cat flag.txt");
21

22 else

23| {

24 puts("Failed.™);

25

26 return @;
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.rodata:eeepeRee004020208 dword_462020
.rodata:p080000000402020
.rodata: 60000000004626020
.rodata:p080000000402020
.rodata: 60000000004626020

dd BFFFFF289h, 2 dup(@FFFFF39@h}, @FFFFF1ECh, & dup(@FFFFF39&h)

; DATA XREF: main+&Eto

3 main+7Ato
dd BFFFFF28Dh, BFFFFF2C6h, BFFFFF24Bh, @FFFFF2DEBh, 2Ch dup(@FFFFF39@h)
dd @FFFFF2FEh, B@FFFFF398h, @FFFFF349h


https://blog.csdn.net/tqydyqt
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/tqydyqt/article/details/107466074

XPERRERRAIRKEM, 5IDAPythoniZA b —TF

HATHEE n
RES% it TN S
=R for i in range(@x4082020,8x4082114,4):

& AR

PatchDword (i, @x402028+Dword (1))

< >
iT:2 536
HEEs Python ~ #REH|
=T =) Sh

XAERURE B RIS & 0 AP i Y BBk i st bk T

.rodata:

2ERERERE00402028 dword 4082020

dd 4812A5h, 2 dup(4@13Beh), 48128Ch, & dup(4@13B@h), 48122Dh

.rodata: #800000000102026 ; DATA XREF: main+6Eto

.rodata: 868000068402628 ; main+7Ato

.rodata: #800000000102026 dd 4812E6h, 48126Bh, 4@12FBh, 2Ch dup(4@13B8h), 48131Eh
.rodata: 868000068402628 dd 481368h, 48136%h
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LLext:papapapapa4al2ES
Ltext:eebapapapadal2E6
LLext:pepapapapa4al2ER
Ltext:eepapapapadal 2ED
CLext:papapapapa4al2r4
Ltext:eebapapapadal2Fe
LLext:pepapapapa4al2FB
Ltext:eebapapapadal2FB
LLext:papapapapa4alie
Ltext:eapapapapadal3ec
LLext:papapapapa4al3eD
Ltext:eepapapapadalils
LLext:papapapapa4alily
Ltext:eepapapapad4al319
LLext:pepapapapa4al31E

)

)

call _getchar
mov edx, eax
mov rax, cs:sa
mov [rax], dl
jmp loc_4813B7
mov rdx, cs:za
mov rax, cs:str
lea rex, [rax+l]
mov cs:str, rocx
movzx  edx, byte ptr [rdx]
mov [rax], dl
jmp loc_4813B7
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0x4012a9 ! AFlE

Ox40120c
Ox40122d
Ox4012eb6
Ox40126b
Ox4012fb
Ox40131e
Ox401369
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