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| encrypted my flag so that nobody can see it, but now | realize
| don't know how to decrypt it. Can you help me?
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import random

# TODO: Remember to remove real flag before deploying
flag 'csictf{fake_flag}"'

key 'fake_key'

def encl(text):
r random.randint(1,25)
return bytes.fromhex('"'.join([hex(((ord(i) ord('a") )
")

enc2(text, key):
k [key[i len(key)] for i in range(len(text))]
return ''.join([chr(ord(text[i]) ord(k[i]) ord('a"')) for i in range(len(text))])

def enc3(text):
mapping [28, 33, 6, 17, 7, 41, 27, 29, 31, 30, 39, 21, 34, 15, 3, 5, 13, 10, 19, 38, 40, 14, 26, 25, 32, 9
, 36, 8, 18, 4, 1, 11, 24, 2, 37, 20, 23, 35, 22, 12, 16, 9]

temp [None]*1len(text)
for i in range(len(text)):
temp[mapping[i]] text[i]

return ''.join(temp)
def enc4(text):

mapping = [23, 9, 5, 6, 22, 28, 25, 30, 15, 8, 16, 19, 24, 11, 10, 7, 2, 14, 18, 1, 29, 21, 12, 4, 20, 0, 2§
, 13, 17, 3, 27]

temp [None]*len(text)
for i in range(len(text)):
temp[i] text[mapping[i]]

return ''.join(temp)

encryptedText = encl(flag)

encryptedKey = encl(key)

for i in range(random.randint(1,100)):
encryptedText = encl(encryptedText)
encryptedKey = encl(key)

print('Encrypted Key = ' enc4(enc4(encryptedKey)))

print('Encrypted Text = enc3(enc3(enc2(encl(encryptedText), key))))
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offset o 1 2 3 4 5 & 7 & 910 11 12 13 14 15 ANSI BSCII
00000000 |45 EE 63 72 79 70 74 €5 64 20 4B €5 79 20 3D 20 Encrypted Eey =

00000016 | €% 65 6C 75 76 6E 76 €6 67 T6 €6 €1 €3 75 78 €8  ieluvnvfgvfahuxzh
00000032 |76 66 7O 68 62 70 70 €E €2 €7 72 €6 €3 72 €E 0R vfphbppnbgrfcrn

00000048 |45 6E 63 72 79 70 74 €5 64 20 54 €5 78 74 20 3D Encrypted Text =
00000064 |20 [§2 BB C2 BT C2 AD C2 AA C2 BB C2 A3 C2 BS C2 | A»h -A-AA-Aciud
00000080 Bl C2 AC C2 AS C2 BC C2 Bl C2 BR C2 BS C2 Bl C2  +A-Axfuni+icfpi+d
000000%6 BF C2 B7 C2 A3 C2 A6 C2 AD C2 B4 C2 AF C2 BR C2 | & -Bef'E-A-3 A=
00000112 AE C2 AS C2 AB C2 AS C2 A6 C2 AB C2 B4 C2 BE C2 “A¥f«dxi'f«.i A A

00000128 (A6 C2 Bl C2 B8 C2 A2 C2 B2 C2 A7 C2 A4 C2 A6 C2 | A3 Aci=Asiui:id
00000144 | B6 C2 B9 C2 A8 04 1R2A
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