[2020XCTF/4 5% 1 PYPY WriteUp

BHRT

MEARL:

RS B
AR
R

F 2020-12-24 17:41:29 K5 390 R
CTF
: RICNEERAISCE, EIE_ CC 4.0 BY-SA JRUMY, #EiEMH LR SCH B S,

: https://blog.csdn.net/tqydyqgt/article/details/111643266

BHRZ—APYPYITEelffEF, #FHpygames T —Asxizieiiixk, A KpyinstallerfI BTG A KT FE, BaEDHF

L
gword
gword
v18 =
if (
{

sub

qwo

ret

UWUI'U_DU/70LOo VLT ),

_607860(v28, "_file__", v17);
_607910(v17);

qword_6877EB(v1Z2, _byteswap_ulong(x(_DWORD *)(vZ2 + 12)));
lyl8 )

_4022A0((unsigned int)"Failed to unmarshal code object for %s\n", v2 + 18, v19,

rd_6078B8();
urn BxFFFFFFFFLL;
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DEFAULT_KEY = 'Y6\x02A%\x9a\x820\x0b»%\x7f~;00"

def rc4(msg, key=DEFAULT_KEY, skip=1024):
barray bytearray([i for i in range(256)])
curr (7]
for i in range(256):
curr (curr barray[i] ord(key[ (i len(key))]))
t barray[i]
barray[i] barray[curr]
barray[curr] t
else:
curr 0
another (%]
blist []
if skip > @o:
for i in range(skip):
curr (curr 1) 256
another (another + barray[curr]) 256
barray[curr], barray[another] barray[another], barray[curr]

for j in msg:
curr (curr 1) 256
another (another + barray[curr]) 256
barray[curr], barray[another] barray[another], barray[curr]
t barray[ ((barray[curr] barray[another]) 256) ]
blist.append(chr(ord(j) t))

else:
return ''.join(blist)

def func():
t rc4('flag{this is a fake flag}')
if t.encode(
'utf-8"').hex() '275b39c381c28b701ac3972338456022c2bav6c3b0415501471c47c38ac380c29b72c3b5c38a7ec2a
5c2a0":
return 'YOU WIN'
return 'YOU LOSE'
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import binascii

msg = binascii.a2b_hex('275b39c381c28b701ac3972338456022c2bad6c3b04f5501471c47c38ac380c29b72c3b5c38a7ec2a5¢c2a0")
key = 'Y6\x02A%\x9a\x820\x0b»%\x7Ff~;0U"

def rc4(msg, skip=1024):
barray bytearray([i for i in range(256)])
curr 0
for i in range(256):
curr (curr barray[i] ord(key[ (i len(key))])) 256
t barray[i]
barray[i] barray[curr]
barray[curr] t
else:
curr 0
another (%]
blist [1]
if skip > o:
for i in range(skip):
curr (curr 1) 256
another (another + barray[curr]) 256
barray[curr], barray[another] barray[another], barray[curr]

for j in msg:
curr (curr 1) 256
another (another + barray[curr]) 256
barray[curr], barray[another] barray[another], barray[curr]
t = barray[ ((barray[curr] barray[another]) 256) ]
blist.append(chr(ord(j) t))

else:
return ''.join(blist)

print(rc4(str(msg, 'utf8')))

flag{snake_bao_is_really_lucky}
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