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£ Process List
File

£ Applications | Processes | \Windows

File 00001 390-Hmi Fr+5E. exe
App EDDDDISBC-d.nf_asura. eXe
O0000ESC-unsecapp. exe
00001 ZE4-¥miFrwSE. exe
5 00001175 GameLloader. exe
00001 18C-Gameloader. exe

oy
: O0000GF4-=wchost. exe
:at Eng 00001 104-¥miPr+3E. exe
Edit T 00000D30-Trustedlnztaller. exe |:|
E -E: 000014C4-cheatengine—x86_H4. exe | adl
1
sms [ Open ] l Cancel l P
[ Attach debugger to process I
[ Metwork _]
. _ alue
[ara ™ o

HTFFPChunter i Objectty T RILHPH X 0TI R I Kty 4 7

BE | mepEte | Px PHEAT | mREERT | R | Ems o | sz

L%’%
B | ibts | mE
|ssi | PazsE ObiectidF | tnchr |

LA, EiE Curl+ Al J

e

5507 | ShadowsSDT | P20 | #8#8 | 1e042prt | FR4T | Partmgr | Disk | atapi | Acpi

Hook AR FE ObjectZEH

Objectitdt

Predperation OxFFFFFEE00TESD120 ObjectType_Callback - Process OxFFFFFASO03CE0DED CihWindows|systemI2, driver s\ ACE-BASE. svs
PostOperation OxFFFFFE8007E39000 ObjectType_Callback - Thread OxFFFFFAS003CE0CA0 Cehvindows|system3Z drivers) ACE-BASE. sys
Predperation OxFFFFFSS007ES1380 ObjectType_Callback - Thread OxFFFFFASO03CE0CS0 CiWindows|system32 drivers\ ACE-BASE svs
OxFFFFFES007ESS0DCO Calback_Ohject - PowerState(0xFFFFFAGO030S. .. OxFFFFFASO0SACTAAD Cihindows|system3F driversi ACE-BASE . sys
0xFFFFFES000F04E1C Calback_Cbject - PowerState(0xFFFFFAS00305...  OxFFFFFAS00S13A0B0 Criwindows\system32idrivers\ACPL.sys
OxFFFFF&S000F 1 7OES Calback_Ohject - ProcessorAdd{0xFFFFFAB003...  OxFFFFFABD03D46EFO Cihwindows|system3Z drivers\ ACPT sys
0=FFFFF30053A3590 Calback_Ohbject - AfdTdxCallback{0xFFFFFAS0D,,,  OxFFFFFAS00S4SDE70 Ciwindowsisystem3Zdrivers) afd svs
OxFFFFFEE005AALEE0 Calback_Object - PowerState(0xFFFFFAGD030S, ..  OxFFFFFAS00S111410 Cihwindows|system3Z\DRIVER S\ CmBatt, sys
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FFFFFEB007E39120 46:995C24 08 mov  qword pr [rsp+8], rbx

FFFFFE8007E39125 57 push rdi

FFFFFE5007E39126 48183EC 20 sub rsp, 20

FFFFFE5007EIT12A 4813B6FA moy v, rdx

FFFFFE5007E3912D FO:FFOS 34C30700 lockinc dwaord ptr [rip+7C834]

FFFFFE3007E39134 45:8BCA mov  rcx, rdx

FFFFFE5007E39137 E& S4FEFFFF call FFFFFES007E3GF00

FFFFFE5007E3913C 45:8010 85C70700 lea  rbx, [rip+7C795]

FFFFFE8007E32143 46:9603 mov  rax, gward prr [rbe

FFFFFEE007ED9146 48:85C0 test rax, rax

FFFFFEE007EI9149 7405 j&  FFFFFEE007ES9150

FFFFFEE007E3914E 48:8BCF mov  rex, rdi

FFFFFE8007E3914E FFDO call rax

FFFFFE5007E39150 45183C3 05 add rbyx, &

FFFFFS5007E39154 4518005 9DC70700 lea  rax, [rip+7C790]

FFFFFE3007E3915E6 4513605 cp  rbyx, rax

FFFFFE5007E3915E FCES jl  FFFFFES007E39143

FFFFFE5007E39160 FO:FFOD 01C80700 lock dec dword ptr [rip+7C801]

FFFFFEE007EI9167 48 8B5C24 30 mov  rbe, guord plr [rsp+30]

FFFFFE8007E3916C 33C0 X0 eax, eax

FFFFFEE007ESS16E 46:83C4 20 add rsp, 20

FFFFFBE007EI9172 SF pop  rdi

FFFFFE8007E39173 3 retn

FFFFFS8007E39174 CC ink3 ‘
lec ____________________________m2 .|
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FFFFF88007E3913C 48:8D1D 95C70700 lea rbx, [rip+7C795]
FFFFF88007E3913C+7C795=FFFFF88007EB58D1

FFFFF88007E39154 48:8D05 9DC70700 lea rax, [rip+7C79D]
FFFFF88007E39154+7C79D-FFFFF88007EB58F1
XN F % B8 1547 (FFFFF88007EB58F1-FFFFF88007EB58D1) /8=4 ANEi#k
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- Process
[E+ZE1]
.. 5507 {E&: Tesla.Angela (BAIS)
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- EAT & IAT
- Chiject Procedur a5! Kernel Explorer EI@
- Interrupt Descrif - uf Address/FunctionNane (DIZASM an address, stop after JMP/RET, max length iz PAGE_SIZE) -
- IRP Dispatch u Addreszz/FunctionWame Length (DISASM an address, max length iz PAGE_3IZE)

- Message Hook, [ —=——-=—m— e o

- kernel Calback 7| wtop EPROCESS Address [Conwert wirtual address to physical address) =
B Kernel wpa Physicaldddress Length ({Map physical address to wirtual address)

- Motify & Callback Mmpa Virtualdddress Length (Unmap physical address)

I TiEr | T T T T T T T T T T T T T T T T T T T T T T T T T T T s

.. DPC Timer kma Length {&llocate kernel memory)

. Mirii Filker kfr Addreas [Free kernel memory)

kns iddress Char Length [S3et kernel memory)
kme Destaddr Srciaddr Length [Copy kernel memory)
kec Address [Execute kernel shellcode)

- Standard Filker
- Galobal Descripko

Registers N
B Network dkm Base Size FileName (Dump kernel memory)
B Sundries dpm PID DirPath (Dunp process WEmary)
- Premium Tools | )
i Kermel Explorer | rdmar id [Read MSR) 3
-Behavior Monito| wrmar id walue [Write MIR)
-Roothkit Functiony —-——---——=-=--———-—--—— -
-Sethings For Tes] option Wariable Value [3et wvariable walue)
Bl Programmmer Tools cls (Clear screen)
o i @ K
. Assembler FTou can find exanple of these commands in the help file.
--File i
- Registey
- Setkings d .
- ibiouk
T
Idle

#i A\dq FFFFF88007EB58D1& % % L 1E 1

0! Kerrel Explorer

[o]lE =]

kuc Destdddr Srciaddr Length (Copy kernel memory) -
kec Address [(Execute kernel shellcode)

dkn Base Size FileName (Dunmp kernel memory)

dpm PID DirPath (Dump Process memory)

rdmsr id (Read M3R)

wrunsr id walue (Write M3R)

option ¥Wariable Walue [3et wvariable walue)

cls [Clear =screen)

Fou can find exawmple of these commands in the help file.

Conmand> dg 0xFFFFF33007EBSSD1

OxFFFFFS8007EESSD1  5000000000000000 00FFFFFS5007ESLE
OxFFFFF3800TEESSEL  0000000000000000 0000000000000000
OxFFFFFS8007EESSFL  0000000000000000 0000000000000000 E
OxFFFFF3800TEES901  0000000000000000 0000000000000000
OxFFFFFS8007EES911  COO0000000000000 O0FFFFFS5007ESLC
OxFFFFF3800TEES921  0000000000000000 0000000000000000
OxFFFFFS8007EES931  0000000000000000 0000000000000000
OxFFFFF38007EES941  0000000000000000 0000000000000000
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0! Kerrel Explorer

Operation finished.

0xFFFFF38007EBSSD 1
0xFFFFFS38007EBSSEL
OxFFFFF38007EBSSFL
OxFFFFFS8007EES901
OxFFFFF38007EBS911
OxFFFFFS8007EBS921
OxFFFFF38007EBS931
0xFFFFFS8007EES941

Conmand> kmz O0xFFFFF33007EBESSDL 0 la

Conmand> dog 0xFFFFFS5007EESSDL

0000000000000000
0000000000000000
0000000000000000
0000000000000000
Co000a0a0a0a0a00
0000000000000000
0000000000000000
0000000000000000

0o0o0o0000000000
0000000000000000
0o0o0o0000000000
0000000000000000
O0FFFFFS800TESLC
0000000000000000
0o0o0o0000000000
0000000000000000
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DOwsEAR FRIF SRR LA

| 72005R2/6/2012)5.1/2012R2(10 ¢ build 7600/7601/9200/9600) 10240/ 10556/14393/ 15063,

'FFEE00TEESEDL 0 16
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'FEG00YEESED]1
goooooooooaoaoaon
0000000000000000
goooooooooaoaoaon
0000000000000000
coooooooooooaoaon
0000000000000000
goooooooooaoaoaon
0000000000000000
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spplications Windows

e 00001248-ra1l. exe
2 00001014-seswe. exe
E 000013BC-dnf_aszura. exs
0O000ESC-unsecapyp. exe
[, 00001178-GameLoader. exe
1 0000118C-GameLoader. exe

]

00000EF4-=swchost. exe I
'E Cheat Engine 7.1 %o 000014C4-cheatengine—x38_f4. exe =
Fle Edit Table D3D Help OO0DIETE i PrvSE. exe E|
_f_DDDDDCID-PCHunterB4.exe | &
@ {:}DDDDIQIB—CrossProxy. exe
ooo ‘F’DDDDIQBS-tgp_gamead.exe - [
gno| Found: 0 e e =
000 | address Value Prewvious Se:
ono [ Open ] ’ Cancel l
0oF|
[ufulu} [ ittach debugger to process ]
ooo
ono [ Hetwork l fo
¥alue Typs|d Bytes R
Poerrbri-sedie Dgtio
Al 3" paens Unram
Enable
Start ganoooooooooooon
Stop OOOOYEEEEE T
. Be0¢
Writahle [H] ExecMtanre
CopyOn\Write
@ Alignment
Fast Scan | 4 .
Last Digits
Pause the game while scanning
Memory View [@” [ Add Addre
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IFFFFF  Process Pid:5316 Ci\Program FilesiCheat Engine 7. 1\cheatengine-... 000340 OxFFFFFASO08073650 7
IFFFFF | Process Pid: 4592 E:\WweGameappsi i T 15 S B T \DNF . exe DxFFFFFAS006553B00

1FnOnt Mokank nnnns4  NxFFFFFARNNRNZFINO 14

| IFFFCS Fid:4592 E:\WeGameApps il Tt 5B 1-\DIF .exe
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AllProcessCommonCheckThread:

L

if (a0 )

5 ( UtilGetobiectType(=5) - NI )
1

Irp = PsLookupByPID(pid);

if ( Irp )

ObfDereferenceObject(Irp);
if ( !IsGameProcess((__ int64)Irp) )
{
if ( IsGameProcess(as) )
{
granted_access = 8x12;
if ( !IsPrivTokenProcess(pid) )
granted_access = @x3A;
if ( pid == (void *)get_lsass pid() )
granted_access &= @xFFFFFFEF;
*(_DWORD *)(v13 + 8) &= ~granted _access; |
b
}
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TD& View—h D gﬂccurrences of value 0xFFFFFFEF m @ Heax View—1 D

Address Function Instruction
sub_13F4F2E00 and eax, OFFFFFFEFL
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.Vmp2 : 000000013F4F29C0O sub_13F4FB860

.vmp2 :000000013F4F29C5 [rsp+48h+arg 0], rax

.VmMp2 :000000013F4F29CA short loc_13F4F29D7

.vmp2 :000000013F4F29CC eax, [rsp+48h+var_ 28]

.Vmp2 : 000000013F4F29D0 eax, OFFFFFFEFh

.vmp2 :000000013F4F29D3 [rsp+48h+var_28], eax

.Vmp2 :000000013F4F29D7

.Vmp2 :000000013F4F29D7 loc_13F4F29D7 ; CODE XREF: sub_13F4F28D0+FATj
.vmp2 :000000013F4F29D7 [rsp+48h+var_ 28]

.Vmp2 :000000013F4F29DB

.vmp2 :000000013F4F29DD [rsp+48h+arg_10]

.vmp2 :000000013F4F29E2 [rcx+8]

.Vmp2 :000000013F4F29E5 eax

.Vmp2 :000000013F4F29E7 ecx

.vmp2 :000000013F4F29E9 [rsp+48h+arg_10]

.vmp2 :000000013F4F29EE 8], eax

.VMp2:000000013F4F29F1

.vmp2:000000013F4F29F1 loc_13F4F29F1 ; CODE XREF: sub_13F4F28D0+CAT]
.VMp2:000000013F4F29F1 eax,

.VMp2 :000000013F4F29F 3 eax, eax

.VmMp2:000000013F4F29F5 loc_13FA4F28E8

.vmp2 :000000013F4F29FB

.Vmp2:000000013F4F29FB loc_13F4F29FB ; CODE XREF: sub_13F4F28D0:loc_13F4F291ET]
.VmMp2 :000000013F4F29FB ; sub_13F4F28D0+731]

.vmp2 :000000013F4F29FB al, 1

.vmp2 :000000013F4F29FD rsp, 48h

.VmMp2 :000000013F4F2A01
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.vmp2 : 000000013F4F29EE
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